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Status of This Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.

Abst ract

Thi s docunent defines the format of an electronic signhature that can
remain valid over long periods. This includes evidence as to its
validity even if the signer or verifying party later attenpts to deny
(i.e., repudiates) the validity of the signature.

The format can be considered as an extension to RFC 3852 and RFC
2634, where, when appropriate, additional signed and unsigned
attri butes have been defi ned.

The contents of this Informational RFC anpbunt to a transposition of
the ETSI Technical Specification (TS) 101 733 V.1.7.4 (CM5 Advanced
El ectronic Signatures -- CAdES) and is technically equivalent to it.

The technical contents of this specification are maintained by ETSI

The ETSI TS and further updates are available free of charge at:
http://ww. etsi.org/ WbSi t e/ St andar ds/ St andar dsDownl oad. aspx
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1. Introduction

This docunent is intended to cover electronic signatures for various
types of transactions, including business transactions (e.qg.
purchase requisition, contract, and invoice applications) where
long-termvalidity of such signatures is inportant. This includes
evidence as to its validity even if the signer or verifying party
later attenpts to deny (i.e., repudiates; see | SO | EC 10181-5
[1S0OL0181-5]) the validity of the signature.

Thus, the present docunent can be used for any transaction between an
i ndi vidual and a conpany, between two conpani es, between an

i ndi vidual and a governnental body, etc. The present docunent is

i ndependent of any environnent; it can be applied to any environnment,
e.g., smart cards, d obal System for Mbobile Conmuni cation Subscri ber
Identity Module (GSM SIM cards, special prograns for electronic
signatures, etc.

The European Directive on a conmunity franmework for Electronic

Si gnatures defines an electronic signature as: "Data in el ectronic
formwhich is attached to or logically associated wi th other

el ectronic data and which serves as a nethod of authentication”

An el ectronic signature, as used in the present docunent, is a form
of advanced el ectronic signature, as defined in the Directive.

2. Scope
The scope of the present docunent covers electronic signature formats
only. The aspects of Electronic Signature Policies are defined in
RFC 3125 [ RFC3125] and ETSI TR 102 272 [ TR102272].
The present docunent defines a number of electronic signature

formats, including electronic signatures that can remain valid over
| ong periods. This includes evidence as to its validity even if the
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signer or verifying party later attenpts to deny (repudi ates) the
validity of the electronic signature.

The present docunent specifies use of Trusted Service Providers
(e.g., Time-Stanping Authorities) and the data that needs to be
archived (e.g., cross-certificates and revocation lists) to neet the
requi renents of |ong-term el ectronic signatures.

An el ectronic signature, as defined by the present docunent, can be
used for arbitration in case of a dispute between the signer and
verifier, which may occur at sone later tine, even years later

The present docunent includes the concept of signature policies that
can be used to establish technical consistency when validating
el ectronic signatures, but it does not mandate their use.

The present docunent is based on the use of public key cryptography
to produce digital signatures, supported by public key certificates.
The present docunent al so specifies the use of tine-stanping and

ti me-marking services to prove the validity of a signature |ong after
the normal lifetime of critical elenents of an electronic signature.
Thi s docunent al so, as an option, defines ways to provide very

| ong-term protecti on agai nst key conproni se or weakened al gorit hns.

The present docunent builds on existing standards that are w dely
adopted. These incl ude:

- RFC 3852 [4]: "Cryptographic Message Syntax (CMVB)";

- ISO I EC 9594-8/1 TU-T Recomendation X. 509 [1]: "Information
technol ogy - Open Systens |nterconnection - The Directory:
Aut hent i cati on framewor k"

- RFC 3280 [2]: "Internet X.509 Public Key Infrastructure (PKIX)
Certificate and Certificate Revocation List (CRL) Profile"

- RFC 3161 [7]: "Internet X. 509 Public Key Infrastructure
Ti me- Stanp Protocol (TSP)"

NOTE: See Section 11 for a full set of references.
The present docunent describes formats for advanced el ectronic
signatures using ASN.1 (Abstract Syntax Notation 1) [14]. ASN. 1 is
encoded using X 690 [16].
These formats are based on CM5 (Cryptographi c Message Syntax) defined

in RFC 3852 [4]. These electronic signatures are thus called CAdES,
for "CVB Advanced El ectroni c Signatures"
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Anot her docunent, TS 101 903 [ TS101903], describes formats for XM
advanced el ectronic signatures (XAdES) built on XM.DSI G as specified
in [ XM.DSI G .

In addition, the present docunent identifies other docunents that
define formats for Public Key Certificates, Attribute Certificates,
and Certificate Revocation Lists and supporting protocols, including
protocols for use by trusted third parties to support the operation
of electronic signature creation and validation

I nformati ve annexes i ncl ude:

illustrations of extended fornms of Electronic Signature formats
that protect against various vulnerabilities and exanpl es of

val i dati on processes (Annex B)

- descriptions and expl anati ons of sonme of the concepts used in
the present docunent, giving a rationale for normative parts of
the present docunent (Annex Q)

- information on protocols to interoperate with Trusted Service
Provi ders (Annex D);

- guidance on naming (Annex E)

- an exanple structured content and M ME (Annex F);

- the relationship between the present docunent and the directive
on electronic signature and associ ated standardi zati on

initiatives (Annex Q;

- APls to support the generation and verification of electronic
signatures (Annex H);

- cryptographic algorithms that may be used (Annex I); and
- nam ng schenes (see Annex J).

3. Definitions and Abbreviations

3.1. Definitions

For the purposes of the present docunent, the followi ng ternms and
definitions apply:

Arbitrator: an arbitrator entity may be used to arbitrate a dispute

between a signer and verifier when there is a disagreenent on the
validity of a digital signature.
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Attribute Authority (AA): an authority that assigns privileges by
issuing attribute certificates.

Authority Certificate: a certificate issued to an authority (e.qg.
either to a certification authority or an attribute authority).

Attribute Authority Revocation List (AARL): a revocation |ist
containing a list of references to certificates issued to AAs that
are no longer considered valid by the issuing authority.

Attribute Certificate Revocation List (ACRL): a revocation |ist
containing a list of references to attribute certificates that are no
| onger considered valid by the issuing authority.

Certification Authority Revocation List (CARL): a revocation list
containing a list of public key certificates issued to certification
authorities that are no |l onger considered valid by the certificate

i ssuer.

Certification Authority (CA): an authority trusted by one or nore
users to create and assign public key certificates; optionally, the
certification authority may create the users’ keys.

NOTE: See | TU-T Recommendati on X 509 [1].

Certificate Revocation List (CRL): a signed list indicating a set of
public key certificates that are no | onger considered valid by the
certificate issuer.

Digital Signature: data appended to, or a cryptographic
transformation of, a data unit that allows a recipient of the data
unit to prove the source and integrity of the data unit and protect
agai nst forgery, e.g., by the recipient.

NOTE: See | SO 7498-2 [1S0Or498-2].

El ectronic Signature: data in electronic formthat is attached to or
| ogically associated with other electronic data and that serves as a
nmet hod of aut henticati on.

NOTE: See Directive 1999/93/EC of the European Parliament and of
the Council of 13 Decenber 1999 on a Comunity franmework for
el ectronic signatures [EUD rective].

Ext ended El ectronic Signhatures: electronic signatures enhanced by
conpl enenting the baseline requirenents with additional data, such as
ti me-stanp tokens and certificate revocation data, to address
commonl y recogni zed threats.
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Explicit Policy-based Electronic Signature (EPES): an electronic
signature where the signature policy that shall be used to validate
it is explicitly specified.

Grace Period: a time period that permts the certificate revocation
informati on to propagate through the revocation process to relying
parties.

Initial Verification: a process perfornmed by a verifier done after an
el ectronic signature is generated in order to capture additiona
information that could nake it valid for long-termverification

Public Key Certificate (PKC): public keys of a user, together with
sone other information, rendered unforgeable by encipherment with the
private key of the certification authority that issued it.

NOTE: See I TU-T Recommendati on X. 509 [1].

Ri vest - Shami r- Adl eman (RSA): an asymmetric cryptography al gorithm
based on the difficulty to factor very |arge nunbers using a key
pair: a private key and a public key.

Signature Policy: a set of rules for the creation and validation of
an electronic signature that defines the technical and procedura
requirenents for electronic signature creation and validation, in
order to neet a particul ar business need, and under which the
signature can be deternined to be valid.

Signature Policy Issuer: an entity that defines and issues a
signature policy.

Signature Validation Policy: part of the signature policy that
specifies the technical requirenments on the signer in creating a
signature and verifier when validating a signature.

Signer: an entity that creates an electronic signature.

Subsequent Verification: a process perfornmed by a verifier to assess
the signature validity.

NOTE: Subsequent verification nmay be done even years after the
el ectronic signature was produced by the signer and conpl eted by
the initial verification, and it mght not need to capture nore
data than those captured at the tinme of initial verification

Ti me- Stanp Token: a data object that binds a representation of a

datumto a particular time, thus establishing evidence that the datum
exi sted before that tine.
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Time-Mark: information in an audit trail froma Trusted Service
Provider that binds a representation of a datumto a particular tine,
t hus establishing evidence that the datum exi sted before that tine.

Ti me- Marking Authority: a trusted third party that creates records in
an audit trail in order to indicate that a datum existed before a
particular point in tine.

Ti me- St anpi ng Authority (TSA): a trusted third party that creates
time-stanp tokens in order to indicate that a datumexisted at a
particular point in tine.

Tinme-Stanping Unit (TSU): a set of hardware and software that is
managed as a unit and has a single time-stanp token signing key
active at a tine.

Trusted Service Provider (TSP): an entity that helps to build trust
rel ati onshi ps by nmaking avail abl e or providing sone infornation upon
request.

Val idation Data: additional data that may be used by a verifier of
el ectronic signatures to determine that the signature is valid.

Valid Electronic Signature: an electronic signature that passes
val i dati on.

Verifier: an entity that verifies evidence.
NOTE 1: See | SO'I EC 13888-1 [|SO1L3888-1].

NOTE 2: Wthin the context of the present docunent, this is an
entity that validates an el ectronic signature.

3.2. Abbreviations

For the purposes of the present docunent, the follow ng abbreviations
appl y:

AA Attribute Authority

AARL Attribute Authority Revocation List

ACRL Attribute Certificate Revocation List

AP Application ProgramInterface

ASCI | Aneri can Standard Code for Infornmation Interchange
ASN. 1 Abstract Syntax Notation 1

CA Certification Authority

CAD Card Accepting Device

CAdES CM5 Advanced El ectronic Signature

CAdES- A CAdES with Archive validation data
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CAdES- BES CAdES Basi c El ectronic Signature

CAdES- C CAdES wi th Conpl ete validation data

CAdES- EPES  CAdES Explicit Policy Electronic Signature

CAdES-T CAdES with Tine

CAdES- X CAdES wi th eXtended validation data

CAdES- X Long CAdES wi th EXtended Long validation data

CARL Certification Authority Revocation List

CMVB Crypt ographi ¢ Message Synt ax

CRL Certificate Revocation List

CWA CEN (European Committee for Standardization) Wrkshop
Agr eement

DER Di sti ngui shed Encodi ng Rules (for ASN. 1)

DSA Digital Signature Al gorithm

EDI FACT El ectronic Data I nterchange For Adm nistration,
Conmerce and Transport

EESSI Eur opean El ectroni c Signature Standardization
Initiative

EPES Explicit Policy-based Electronic Signature

ES El ectronic Signature

ESS Enhanced Security Services (enhances CMS)

| DL Interface Definition Language

M ME Mul ti purpose Internet Mail Extensions

OCsP Online Certificate Status Provider

anb bj ect I Dentifier

PKC Public Key Certificate

PKI X Public Key Infrastructure using X 509
(1 ETF Wor ki ng G oup)

RSA Ri vest - Shami r - Adl eman

SHA- 1 Secure Hash Algorithm1

TSA Ti me- St anpi ng Authority

TSP Trusted Service Provider

TST Ti me- St anp Token

TSU Ti me- St anpi ng Uni t

URI Uni form Resource ldentifier

URL Uni f orm Resource Locat or

XM Ext ensi bl e Mar kup Language

XMLDSI G XML Digital Signature

4. Overview
The present docunent defines a nunmber of Electronic Signature (ES)
formats that build on CM5 (RFC 3852 [4]) by addi ng signed and
unsi gned attri butes.
Thi s section:

- provides an introduction to the nmajor parties involved
(Section 4.1),
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i ntroduces the concept of signature policies (Section 4.2),
- provides an overview of the various ES formats (Section 4.3),

- introduces the concept of validation data, and provides an
overview of formats that incorporate validation data
(Section 4.4), and

- presents relevant considerations on arbitration
(Section 4.5) and for the validation process (Section 4.6).

The fornmal specifications of the attributes are specified in Sections
5 and 6; Annexes C and D provide rationale for the definitions of the
different ES forns.

4.1. Major Parties

The major parties involved in a business transaction supported by
el ectronic signatures, as defined in the present docunent, are:

- the signer;

- the verifier;

- Trusted Service Providers (TSP); and
- the arbitrator.

The signer is the entity that creates the el ectronic signature. Wen
the signer digitally signs over data using the prescribed fornat,
this represents a commtnent on behalf of the signing entity to the
dat a bei ng signed.

The verifier is the entity that validates the el ectronic signature;
it my be a single entity or nultiple entities.

The Trusted Service Providers (TSPs) are one or nore entities that
help to build trust relationshi ps between the signer and verifier
They support the signer and verifier by neans of supporting services
i ncluding: user certificates, cross-certificates, tine-stanp tokens,
CRLs, ARLs, and OCSP responses. The following TSPs are used to
support the functions defined in the present docunent:

- Certification Authorities;

- Registration Authorities;

- CRL Issuers;

- OCSP Responders;

- Repository Authorities (e.g., a Directory);
- Tinme-Stanping Authorities;

- Tinme-Marking Authorities; and

- Signature Policy Issuers.
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Certification Authorities provide users with public key certificates
and a revocation service.

Regi stration Authorities allow the identification and registration of
entities before a CA generates certificates.

Repository Authorities publish CRLs issued by CAs, signature policies
i ssued by Signature Policy |Issuers, and optionally public key
certificates.

Ti me- Stanping Authorities attest that sone data was forned before a
given trusted tine.

Ti me- Marking Authorities record that some data was forned before a
given trusted tine.

Signature Policy Issuers define the signature policies to be used by
signers and verifiers.

In sone cases, the follow ng additional TSPs are needed:
- Attribute Authorities.

Attributes Authorities provide users with attributes Iinked to public
key certificates.

An Arbitrator is an entity that arbitrates in disputes between a
signer and a verifier.

4.2. Signature Policies

The present docunent includes the concept of signature policies that
can be used to establish technical consistency when validating
el ectroni c signatures.

When a conprehensive signature policy used by the verifier is either
explicitly indicated by the signer or inplied by the data being
signed, then a consistent result can be obtai ned when validating an
el ectroni c signature.

When the signature policy being used by the verifier is neither

i ndi cated by the signer nor can be derived fromother data, or the
signature policy is inconplete, then verifiers, including
arbitrators, may obtain different results when validating an

el ectronic signature. Therefore, conprehensive signature policies
that ensure consi stency of signature validation are recomrended from
both the signer’s and verifier’s point of view
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Furt her infornmation on signature policies is provided in:

- TR 102 038 [ TR102038];

- Sections 5.8.1, C. 1, and C 3.1 of the present documnent;
- RFC 3125 [ RFC3125]; and

- TR 102 272 [TR102272].

4.3. Electronic Signature Formats

The current section provides an overview for two fornms of CMS
advanced el ectronic signature specified in the present docunent,
nanely, the CAdES Basic El ectronic Signature (CAJES-BES) and the
CAdES Explicit Policy-based El ectronic Signature (CAJES- EPES)
Conformance to the present docunment mandates that the signer create
one of these formats.

4.3.1. CAdES Basic Electronic Signature (CAdES-BES)

A CAdES Basic Electronic Signature (CAJES-BES), in accordance with
t he present docunent, contains:

- The signed user data (e.g., the signer’s docunent), as defined
in CMS (RFC 3852 [4]);

- Acollection of mandatory signed attributes, as defined in CVS
(RFC 3852 [4]) and in ESS (RFC 2634 [5]);

- Additional mandatory signed attributes, defined in the present
docunent; and

- The digital signature value conputed on the user data and, when
present, on the signed attributes, as defined in CM5 (RFC 3852
[4]).

A CAdES Basic Electronic Signature (CAJES-BES), in accordance wth
the present docunent, nay contain:

- a collection of additional signed attributes; and
- a collection of optional unsigned attributes.
The mandatory signed attributes are:
- Content-type. It is defined in RFC 3852 [4] and specifies the
type of the Encapsul atedContentlnfo val ue being signed. Details

are provided in Section 5.7.1 of the present documnent.
Rationale for its inclusion is provided in Annex C. 3.7,
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- Message-digest. It is defined in RFC 3852 [4] and specifies the
message di gest of the eContent OCTET STRING within
encapContent |l nfo being signed. Details are provided in Section
5.7.2;

- ESS signing-certificate OR ESS signing-certificate-v2. The ESS
signing-certificate attribute is defined in Enhanced Security
Services (ESS), RFC 2634 [5], and only allows for the use of
SHA-1 as a digest algorithm The ESS signing-certificate-v2
attribute is defined in "ESS Update: Adding Certl D Al gorithm
Agility", RFC 5035 [15], and allows for the use of any digest
algorithm A CAdES-BES claimng conpliance with the present
docunent nust include one of them Section 5.7.3 provides the
details of these attributes. Rationale for its inclusion is
provided in Annex C. 3.3.

Optional signed attributes may be added to the CAdES-BES, incl uding
optional signed attributes defined in CM5 (RFC 3852 [4]), ESS (RFC
2634 [5]), and the present docunent. Listed below are optiona
attributes that are defined in Section 5 and have a rationale
provided in Annex C

- Signing-tinme: as defined in CM5 (RFC 3852 [4]), indicates the
tinme of the signature, as clained by the signer. Details and
short rationale are provided in Section 5.9.1. Annex C 3.6
provi des the rationale.

- content-hints: as defined in ESS (RFC 2634 [5]), provides
i nformati on that describes the innernost signed content of a
nmulti-layer nessage where one content is encapsulated in
another. Section 5.10.1 provides the specification details.
Annex C. 3.8 provides the rationale.

- content-reference: as defined in ESS (RFC 2634 [5]), can be
incorporated as a way to link request and reply nessages in an
exchange between two parties. Section 5.10.1 provides the
specification details. Annex C 3.9 provides the rationale.

- content-identifier: as defined in ESS (RFC 2634 [5]), contains
an identifier that may be used later on in the previous
content-reference attribute. Section 5.10.2 provides the
specification details.

- conmitnent-type-indication: this attribute is defined by the
present docunent as a way to indicate the conmitnent endorsed by
the signer when producing the signature. Section 5.11.1
provi des the specification details. Annex C 3.2 provides the
rational e.
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- signer-location: this attribute is defined by the present
document. It allows the signer to indicate the place where the
signer purportedly produced the signature. Section 5.11.2
provi des the specification details. Annex C 3.5 provides the
rational e.

- signer-attributes: this attribute is defined by the present
document. It allows a clainmed or certified role to be
i ncorporated into the signed information. Section 5.11.3
provi des the specification details. Annex C. 3.4 provides the
rational e.

- content-tine-stanp: this attribute is defined by the present
document. It allows a time-stanp token of the data to be signed
to be incorporated into the signed information. It provides
proof of the existence of the data before the signature was
created. Section 5.11.4 provides the specification details.
Annex C. 3.6 provides the rationale.

A CAdES-BES form can al so incorporate instances of unsigned
attributes, as defined in CM5 (RFC 3852 [4]) and ESS (RFC 2634 [5]).

- CounterSignature, as defined in CM5 (RFC 3852 [4]); it can be
i ncor porat ed wherever enbedded signatures (i.e., a signhature on
a previous signhature) are needed. Section 5.9.2 provides the
specification details. Annex C. 5 in Annex C provides the
rational e.

The structure of the CAJES-BES is illustrated in Figure 1

F------ El ect. Signature (CAdES-BES)------ +
I L + |
[ | +--------- R SRR + |
||| Signer’s | | Signed | Digital |
||| Document | |Attributes| Signature |
|11 |1 | | |
IRSEEEEEEES b + | ]
R L + |
o o m et e e e e eeemmeao oo +
Figure 1: Illustration of a CAdJES-BES

The signer’s confornance requirenents of a CAJES-BES are defined in
Section 8. 1.
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NOTE: The CAdES-BES is the minimum format for an electronic
signature to be generated by the signer. On its own, it does not
provi de enough information for it to be verified in the |onger
term For exanple, revocation information issued by the rel evant
certificate status information i ssuer needs to be avail able for

|l ong-termvalidation (see Section 4.4.2).

The CAdES-BES satisfies the legal requirenents for electronic
signatures, as defined in the European Directive on Electronic

Si gnatures, (see Annex C for further discussion on the relationship
of the present docunent to the Directive). It provides basic

aut hentication and integrity protection.

The senantics of the signed data of a CAdES-BES or its context may
inmplicitly indicate a signature policy to the verifier

Specification of the contents of signature policies is outside the
scope of the present docunent. However, further information on
signature policies is provided in TR 102 038 [ TRL02038], RFC 3125
[ RFC3125], and Sections 5.8.1, C 1, and C 3.1 of the present
docunent .

4.3.2. CAdES Explicit Policy-based El ectronic Signatures (CAJES-EPES)

A CAdES Explicit Policy-based El ectronic Signature (CAdES-EPES), in
accordance with the present docunment, extends the definition of an
el ectronic signature to conformto the identified signature policy.

A CAdES Explicit Policy-based El ectronic Signature (CAdJES-EPES)
incorporates a signed attribute (sigPolicylD attribute) indicating
the signature policy that shall be used to validate the el ectronic
signature. This signed attribute is protected by the signature. The
signature may al so have other signed attributes required to conform
to the mandat ed signature policy.

Section 5.7.3 provides the details on the specification of
signature-policy-identifier attribute. Annex C 1 provides a short
rationale. Specification of the contents of signature policies is
out si de the scope of the present docunent.

Further information on signature policies is provided in TR 102 038

[ TRLO2038] and Sections 5.8.1, C 1, and C. 3.1 of the present
docunent .
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The structure of the CAJES-EPES is illustrated in Figure 2.

S El ect. Si gnature (CAdES-EPES) --------------- +
| |
R L i +
NEESEREEEEEEEE + N
N | e + ||
IN I v T
|| | Signer’'s | | | Si gnature | Signed | Digital |
|1 | Docurent | | | Policy ID| Attributes | Signature|
IN I B R + | N
N | + N
[ e + ||
I e R + |
| |
Fom o m e e e e e e e e e e e e e e e e e e e e e e e e am o +
Figure 2: Illustration of a CAdES- EPES

The signer’s confornance requirenents of CAJES-EPES are defined in
Section 8. 2.

4.4. Electronic Signature Formats with Validation Data
Val idation of an electronic signature, in accordance with the present
docunent, requires additional data needed to validate the electronic
signature. This additional data is called validation data, and
i ncl udes:
- Public Key Certificates (PKCs);

- revocation status informati on for each PKC

- trusted tine-stanps applied to the digital signature, otherw se
a tinme-mark shall be available in an audit | og.

- when appropriate, the details of a signature policy to be used
to verify the electronic signature.

The validation data may be collected by the signer and/or the

verifier. \Wen the signature-policy-identifier signed attribute is
present, it shall neet the requirenents of the signature policy.
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Val idation data includes CA certificates as well as revocation status
information in the formof Certificate Revocation Lists (CRLs) or
certificate status information (OCSP) provided by an online service.
Val idation data al so includes evidence that the signature was created
before a particular point in tine; this may be either a tinme-stanp
token or tinme-mark

The present docunent defines unsigned attributes able to contain
validation data that can be added to CAdES- BES and CAdES- EPES,

|l eading to electronic signature formats that include validation data.
The sections bel ow summari ze these formats and their nost rel evant
characteristics.

4.4.1. Eectronic Signature with Tinme (CAJES-T)

An el ectronic signature with time (CAdES-T), in accordance with the
present docunent, is when there exits trusted tinme associated with
t he ES.

The trusted tinme may be provided by:

- atinme-stanp attribute as an unsigned attribute added to the ES;
and

- atinme-mark of the ES provided by a Trusted Service Provider

The time-stanp attribute contains a tine-stanp token of the
el ectronic signature value. Section 6.1.1 provides the specification
details. Annex C. 4.3 provides the rationale.

A time-mark provided by a Trusted Service would have a simlar effect
to the signature-tine-stanp attribute, but in this case, no attribute
is added to the ES, as it is the responsibility of the TSP to provide
evi dence of a time-mark when required to do so. The managenent of
time marks is outside the scope of the present document.

Trusted tine provides the initial steps towards providing |ong-term
validity. Electronic signatures with the time-stanp attribute or a
ti me-marked BES/ EPES, forming the CAJES-T are illustrated in Figure
3.
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Signer’s | | Signed | Digita

|

| |

| | | Si gnature-tine-stanp
| Docunent | |Attributes| Signature | |
| | |
||
|

attribute required
when using tine
st anps.

| |
| |
| |
| |
: :
| or the BES/ EPES |
| shall be tine-nmarked

| |
| Managenent and |
| provision of tine

| mark is the |
| responsibility of |
| the TSP |

Figure 3: Illustration of CAdES-T formats

NOTE 1: A tinme-stanp token is added to the CAdES-BES or CAdES- EPES
as an unsigned attribute.

NOTE 2: Tine-stanp tokens that may thensel ves incl ude unsigned
attributes required to validate the tine-stanp token, such as the
compl ete-certificate-references and conpl ete-revocati on-references
attributes, as defined by the present docunent.

4.4.2. ES with Conplete Validation Data References (CAdES-C)

El ectronic Signature with Conplete validation data references
(CAJES-C), in accordance with the present docunent, adds to the
CAdES-T the conplete-certificate-references and

conpl ete-revocation-references attributes, as defined by the present
docunent. The conplete-certificate-references attribute contains
references to all the certificates present in the certification path
used for verifying the signature. The conplete-revocation-references
attribute contains references to the CRLs and/or OCSPs responses used
for verifying the signature. Section 6.2 provides the specification
details. Storing the references allows the val ues of the
certification path and the CRLs or OCSPs responses to be stored

el sewhere, reducing the size of a stored electronic signature fornat.

Pi nkas, et al. I nf or mat i onal [ Page 21]



RFC 5126 CM5 Advanced El ectronic Signatures February 2008

Sections C. 4.1 to C. 4.2 provide rationale on the usage of validation
data and when it is suitable to generate the CAJES-C form

El ectronic signatures, with the additional validation data formng
the CAdES-C, are illustrated in Figure 4.

e CADES-C --------mmmmmmm e +

R CAAES-T --------- +

| tmmmmmm e R I +

| | | Timestanp | | | | |

| ] |attribute | | | |

| | +- CAdES- BES or CAdES- EPES ------ +| over [ | | |

1 ||digital | | | Conplete | |

[ ]| +--------- R + | | signature | | | certificate |

[]|]|Signer’s || Signed | Digital ||is | | | and |

| ||| Docunent || Attributes|Signature||nmandatory | | | revocation |

[ 111 | ] | []if is not | | | references |

[|[+--------- AREEEEEEEEE + || timemarked| | | | |

[ [4mmmmmm e LASEEEEEEEE + | |1

R i e 4+ emmmmmeaaaaaa + |

o o o e e e e e e e e e e e e e e e e e eeeeeeo - +
Figure 4: Illustration of CAdES-C format

NOTE 1. The conplete certificate and revocation references are
added to the CAJES-T as an unsigned attribute.

NOTE 2: As a nmininmum the signer will provide the CAdES-BES or,
when indicating that the signature conforms to an explicit signing
policy, the CAdES- EPES.

NOTE 3: To reduce the risk of repudiating signature creation, the
trusted tinme indication needs to be as close as possible to the
time the signature was created. The signer or a TSP could provide
the CAdES-T; if not, the verifier should create the CAdES-T on
first receipt of an electronic signature because the CAdES-T

provi des i ndependent evidence of the existence of the signature
prior to the trusted tine indication

NOTE 4: A CAdES-T trusted tine indication nust be created before a
certificate has been revoked or expired.

NOTE 5: The signer and TSP could provide the CAAES-C to nminim ze
this risk, and when the signer does not provide the CAJES-C, the
verifier should create the CAdES-C when the required conponent of
revocation and validation data becone available; this may require
a grace period.
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od permits certificate revocation information
This period could

extend fromthe tinme an authorized entity requests certificate

revocation to when t
party to use
revoked at the tine
verifiers should wai

he information is available for the relying

In order to nake sure that the certificate was not

the signature was tine-nmarked or tine-stanped
t until the end of the grace period. A

signature policy nay define specific values for grace peri ods.

An illustration of a grace period is provided in Figure 5.
Fm - G ace Period --------- >+
TP Fommnnan S O I +
N N N N N N
| | | | | |
o | | | | |
Si gnature | First | Second
creation | revocation | revocation
time | status | status
| checki ng | checki ng
| | |
Ti me- st anp Certification Bui |l d
or pat h CAdES- C
ti me- mar k construction
over & verification
signature
Figure 5: Illustration of a grace period

NOTE 7: CWA 14171 [ CWA14171] specifies a signature validation

process using CAdES-
provi des exanpl e va
addi tional informati
val i dati on process.

T, CAJES-C, and a grace period. Annex B
i dation processes. Annex C. 4 provides
on about applying grace periods during the

The verifier’'s conformance requirenents are defined in Section 8.3

for tine-stanped CAJES-

C, and Section 8.4 for tinme-marked CAdJES-C

The present docunent only defines confornance requirenents for the

verifier up to an ES wi
means that none of the
si gnatures, as defined
i npl enented to achi eve

4.4.3. Extended El ectron

th Conplete validation data (CAdJES-C). This
extended and archive forns of electronic
in Sections 4.4.3 to 4.4.4, need to be

conformance to the present docunent.

c Signature Formats

CAdES- C can be extended by adding unsigned attributes to the

el ectroni c signature.

attributes that are applicable for very long-termverification,
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for preventing some disaster situations that are discussed in Annex
C. Annex B provides the details of the various extended formats, all
the required unsigned attributes for each type, and how t hey can be
used within the electronic signature validation process. The
sections bel ow give an overview of the various fornms of extended
signature formats in the present docunent.

4.4.3.1. EXtended Long El ectronic Signature (CAJES-X Long)

Ext ended Long format (CAdES-X Long), in accordance with the present
docunent, adds the certificate-val ues and revocati on-val ues
attributes to the CAJES-C format. The first one contains the whole
certificate path required for verifying the signature; the second one
contains the CRLs and/ OCSP responses required for the validation of
the signature. This provides a known repository of certificate and
revocation information required to validate a CAdES-C and prevents
such information fromgetting lost. Sections 6.3.3 and 6.3.4 give
specification details. Annex B.1.1 gives details on the production
of the format. Annexes C4.1 to C. 4.2 provide the rationale.

The structure of the CAJES-X Long format is illustrated in Figure 6.

R e R T CAdES- X-Long ----------------------------- +
R e R R CadES-C --+

| S SRR R I e +
[|+------ CADES ------------------- +| Timestamp | | | |
1] || over | | | Conplete | |
[ ]| +--------- R + | | digital | | | certificate |
[]|]|Signer’s || Signed | Digital ||signature | | | and |
|| ]| Docunent || Attributes|Signature|| | | | revocation |

[ 111 | | || Optional | | | data | |
[ || +--------- AR + | | when | | | ||
IR + timemarked| | | |

| | SRR + ] ||
|| S +|+ ------------- +|
| | Conplete | | |
| | certificate | |

| | | and , || |
| | revocation | |

| ] | references | |

| | AR + |
|+ ----------------------------------------------- + |
| |
o o o e e e e e e e e e e e e e e e e e eeeeeeo - +

Figure 6: Illustration of CAdES-X-Long
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4.4.3.2. EXtended El ectronic Signature with Time Type 1

(CAdES- X Type 1)

Extended format with tinme type 1 (CAdES-X Type 1), in accordance with
the present docunent, adds the CAJES-C-tine-stanp attribute, whose
content is a tinme-stanp token on the CAJES-C itself, to the CAJES-C
fornmat .

This provides an integrity and trusted tine protection over all the
el ements and references. It may protect the certificates, CRLs, and
OCSP responses in case of a later conprom se of a CA key, CRL key, or
OCSP issuer key. Section 6.3.5 provides the specification details.

Annex B. 1.2 gives details on the production of the tine-stanping
process. Annex C.4.4.1 provides the rationale.

The structure of the CAJES-X Type 1 format is ill