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Abstract

CoAP is a RESTful application protocol for constrained nodes and
networks. Through the Cbserve option, clients can observe changes in
the state of resources and obtain a current representation of the

| ast resource state. This docunent defines a new nmechanismin CoAP
bserve so that a CoAP client can conditionally observe a resource on
a CoAP server, only being informed about state changes neeting a
specific condition or set of conditions. This offers possibilities
to extend network intelligence, enhance scalability, and optim ze the
lifetime and performance in order to address the requirenents from

t he Constrai ned Nodes and NetworKks.
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I nt roducti on

CoAP [I-D.ietf-core-coap] is an Application Protocol for Constrained
Nodes/ Net wor ks. The observe [I-D.ietf-core-observe] specification
descri bes a protocol design so that a CoAP client and server can use
t he subj ect/observer design pattern to establish an observation

rel ati onship. Wen observe is used, the CoAP client will get a
notification response whenever the state of the observed resource
changed. However, in sonme scenarios, the CoAP client may only care
parts of the state change of the resource, other state changes m ght
be neaningless. This inability to suppress additional notification
results in superfluous traffic. This neno defines a new CoAP option
"Condi tion" that can be used to allow the CoAP client to condition

t he observe request, and only when such condition is net, the CoAP
server shall send the notification response with the |atest state
change. Wen such a condition fails, the CoAP server does not need
to send the notification response.

1. Justification

A CET request that includes an Cbserve Option creates an observation
rel ati onship. Wen a server receives such a request, it first
services the request like a GET request without this option and, if
the resulting response indicates success, establishes an observation
rel ati onship between the client and the target resource. The client
is notified of resource state changes by additional responses sent in
reply to the GET request to the client.

CoAP is used for Constrai ned Networks, especially used for
transporting sensor data. D fferent sensor equi pnents have different
properties, e.g. different change rates, data unit, different
response tinme, etc. resulting in varying clients’ interests that
differ fromnere state changes. As such, when a client wants to
collect information froma sensor, it does not want to receive

usel ess information. 1In addition, this would cause the transm ssion
of irrelevant information in an already constrai ned networKk.

Consi der the foll ow ng exanpl e.
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CLI ENT SERVER
I GET/ t enper ature observe:0  ------ > I
I Cemmmmm 2.05 Content observe:5 Payl oad: 22 I
| |
I <------ 2.05 Content observe: 10 Payl oad: 22. 3 I
| |
i <mmmmm - 2.05 Content observe: 15 Payl oad: 22. 6 i

Figure 1. CGET request with observe

In this exanple, the sensor acts as a server, and it collects the
resource data every 5 seconds. When the client observes a resource
on the server, it will receive a response whenever the server updates
the resource, that is to say, nostly every 5 seconds the client wll
receive a notification response. However, the client m ght be a
quite sinple equipnment not too sensitive to the resource state
change, so it may not want to receive the notification that often

One possible solution could be to change the sensor’s paraneter,
shorten the collecting frequency. However, the sensor should be able
to provide services to nmany other clients, naking it hard to find the
best configuration that fits all clients’ requirenents.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Mot i vati on
The CoAP (bserve Option gives clients the ability to observe changes

in the state of resources. A notification relationshipis
establ i shed and whenever the state of the resource changes, the new

representation is pushed to the observer. |In many cases, an observer
will typically be interested in state changes that satisfy a specific
condition. |In addition, simlar conditional observations will prove

useful for many different resources. For exanple, being inforned
when the state of a resource exceeds a specific val ue.

Defining an agreed set of commonly used conditional observations has
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a nunber of advantages. In a well-defined way, clients can observe
di fferent resources conditionally. At the sane tinme, these resources
can clearly announce how they can be observed, facilitating nachine
processing of this information. Also, internediaries can process

mul tiple conditional observations, having as goal to alleviate the

| oad on the constrained network and devices. In the absence of such
a set of commonly used conditional observations, where every
appl i cation devel oper can specify its own nmechani sns, these

advant ages are | ost.

In [I-D. shel by-core-interfaces] a nmechanismis described to provide
additional information to the Cbserve Option through the use of query
paraneters. It is possible to define a fixed set of query paraneters
to enabl e conditional observations. However, many nore query
paraneters can be offered by a resource for different purposes. This
conplicates the automati c processing of conditional observations. To
alleviate this problem this draft proposes to inplenent frequently
occurring conditional observations through the use of a new CoAP
Condition Option, having a conpact representation and wel | -defi ned
meani ng. For other specific conditional observations, another
mechani sm such as query paraneters can be used to conpl enent the
Condition Option.

The Condition Option

B +----- o e e e o - o e e e o - - o e e o +
| Type | CE | Nane | Data type | Length | Default |
S e . R Fommmmmeaaa g I +
| 18 | E | Condition | uint | 1-5 B | (none) |
S S R R oo o +

Table 1: Condition Option nunber

The Condition Option has the option nunber 18. The |ast bit
indicates it is an elective option and the second to |ast bit
indicates that this is a Proxy Unsafe option (simlar to the Qobserve
Option). The delta between the Condition Option and the Qbserve
Option is 12.

The Condition Option can be present in both request and response
messages. I n both cases, it nust be used together with the Cbserve
Option, since it extends the nmeani ng of the Cbserve Option.

In a CGET request nessage, the Condition Option represents the
condition the client wants to apply to the observation rel ationship.
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It is used to describe the resource states the client is interested
in.

In the response to the initial GET request nessage, the Condition
Option, together with the Cbserve OQption, indicates that the client
has been added to the |ist of observers and that notifications wll
be sent only when the resource state neets the condition specified in
the Condition Option. 1In all further notifications, the Condition
Option identifies the condition to which the notification applies.

Basically, a simlar procedure as described in the observe draft
[I-D.ietf-core-observe] is foll owed, but extended with additional
behavi or by taking the Condition Option into account. The exact
semantics are defined in the sections bel ow

The size of the Condition Option value is not fixed and can range
froml to 5 bytes. The value carried is in a specific format that
consist of two parts: a mandatory condition header and an opti onal
condition value. The condition header has a fixed length of 1 byte
and the condition value, when present, can range from1l to 4 bytes.
The condition header consists of 3 fields: the condition type (TYPE),
reliability flag (R) and val ue type (V).

The Condition Option may occur nore than once. |If nmultiple Condition
Options are present in a request, their relationship is "AND',
nmeani ng that the server will only send a notification when both
conditions are fulfilled. 1In the notifications to such a request,
the sane Condition Options are present. The Figure 10 presents an
exanple of a nultiple condition with "AND' conjuncti on.

Note that in order to establish an "OR' rel ationship between
conditions, a client sinply needs to send separate requests using a
di fferent source transport address. The Figure 11 presents an
exanple of OR condition with nultiple requests, which are sent in two
nmessages via different ports.

Since this solution could be considered as non-optimal, an
alternative solution is proposed for discussion in the Annex "Logic
flag", where multiple OR relationships with nmultiple conditional
options can be defined, simlar as has been presented for the "AND'
conj uncti on.

The main reason of the current "OR' conjunction nmechanismis
noti vated by maeking the parsing process as sinple as possible.
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Figure 2: Condition Option value

TYPE: The condition type is a 5 bit integer indicating the type of
the condition in the observe request or in a notification. Every

val ue of TYPE represents the type ID of a specific condition type.
Every condition type can be conplenented by a condition value in the
VAL field, further specifying the condition in nore detail. Belowis
the definition of identified condition types.

R In an observe request, the reliability flag indicates whether
notifications for that condition need to be send non-confirmable (0)

or confirmable (1). 1In the initial response, this flag indicates the
server’s willingness or ability to send the notifications confirmable
or non-confirmable, as requested by the client. 1In all further
notifications, this flag can be changed dependi ng on the server’s
decision. 1In case of a request containing nultiple Condition
Options, the client nust use the sane value of the Rflag in al
Condition Options. |If the server receives a request with nultiple
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Condition Options, which do not all share the sanme value of the R
flag, the server MUST respond with a 4.00 "Bad Request" response
code.

V. The value type is a 2 bit field in a request or response that
gives the data type of the condition value, when present in the
Condition Option. If no condition value is present, this field has
no meani ng and nust be 0. Table 2 gives an overview of all available
val ue types. The Duration data type is defined in Appendix C. 2 of
[1-D. bormann-coap-nisc]. The representation of floating point
nunbers in a common format that i s understandabl e by constrained
devices is outside the scope of this docunent.

g S +
| Value type (2 bit) | Id |
o B +
| I'nteger | O |
. +--mmm- +
| Duration (s) | 1 |
g S +
| Fl oat | 2 |
o B +

Tabl e 2: Val ue types

VAL: The condition value is 1 to 4 byte value of the type indicated
by the V flag. The condition value is used to indicate the val ue
that further specifies the condition type (e.g. a threshold).
Condition types can require the presence of a condition value. Wen
a condition value is present in an observe request, the sane val ue
must be used in the initial response. |In all further notifications,
the condition value can be left out to reduce the size of the option.

4. Condition Types

Table 3 gives an overview of all currently identified condition
types. |If supported by the server, different condition types can be
conbined in a request to express a |logical AND rel ationship. By
default, logical OR of condition types is always supported through
sendi ng separate requests using a different source transport address.
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o e e e e e e S R U +
| Condition type (5 bit)| Id. | Condition Val ue

o R o e e o - +
| Cancel |l ation | O | no |
Fom e e e e e S R S +
| Time series | 1 | no |
o e e e e e e S R U +
| Mninmumresponse time | 2 | yes |
o R o e e o - +
| Maxi mum response tinme | 3 | yes |
Fom e e e e e S R S +
| Step | 4 | yes |
o e e e e e e S R U +
| All Val ues< | 5 | yes |
o R o e e o - +
| All Val ues> | 6 | yes |
Fom e e e e e S R S +
| Val ue= | 7 | yes |
o e e e e e e S R U +
| Val ue<> | 8 | yes |
o R o e e o - +
| Periodic | 9 | yes |
Fom e e e e e S R S +

Tabl e 3: Condition types

Time series: This condition indicates that a client wants to receive
all state changes of a resource, but that it does not want to receive
a notification in case the tine since the last notification was sent
becane greater than the nax-age of the resource and the resource did
not change during this period. This is a variant of the observe
draft [I-D.ietf-core-observe] that deals with eventual consistency,
which results in notifications even if the resource did not change in
order to ensure the observer has a fresh representation of the

resour ce.

M ni mrum response tine: For this condition, the value specified in the
condition value field gives the minimnumtinme in seconds the server
shoul d | eave between subsequent notifications.

Maxi mum response tinme: For this condition, the value specified in the
condition value field gives the maximnumtine in seconds the server is
all onwed to | eave between subsequent notifications.

Step: For this condition, the value specified in the condition val ue

field gives the mninmum state change of a resource (since the |ast
notification) before the server should send a new notification.
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Al'l Val ues<: This condition indicates that a client is only interested
in receiving notifications whenever the state of the resource changes
and the value is less than the val ue specified in the condition val ue
field.

Al | Val ues>: This condition indicates that a client is only interested
in receiving notifications whenever the state of the resource changes
and the value is greater than the value specified in the condition
val ue field.

Val ue=: This condition indicates that a client is only interested in
receiving notifications whenever the state of the resource changes
and the value is equal to the value specified in the condition val ue
field.

Val ue<>: This condition indicates that a client is only interested in
receiving a single notification whenever the state becones higher or

| oner than the value specified in the condition value field. Once
the notification has been sent, no new notifications are sent for
subsequent state changes where the val ue renains higher or lower. As
such, a single notifications is sent whenever a threshold is passed
in either direction.

Periodic: This condition indicates the periodic interval in seconds
with which new notifications should be sent.

Usi ng the Condition Option

Whenever a client wants to initiate a Conditional Observation
relationship, it sends a GET request with both an Cbserve and at

| east one Condition Option. The Condition Option extends the neaning
of the Qbserve Option by including a condition that describes the
resource states the client is interested in. It represents the
condition the client wants to apply to the observation rel ati onship.

When a server receives such a request, it first services the request
the sane way as described in [I-D.ietf-core-observe]. Next, if the
server supports the Condition Option, it analyzes the Condition
Option to find the condition requested by the client. If the
condition is supported, the relationship is stored and the client is
i nformed about the successful establishnment of the conditional
relationship. This is done by sending a response containing both the
Qobserve and Condition Option, which inplies that the client has now
been added to the |ist of observers and will only be infornmed about
state changes or resource states satisfying the condition described
in the Condition Option.
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Since the Condition Option is elective, an observe request that
includes the Condition Option will automatically fall back to a basic
observe request if the server does not support the Condition Option.
There is no default value for the Condition Option. Also, if the
Condition Qption is supported, but the requested condition is not
supported by the resource, the request will also fall back to a basic
observe request, resulting in a response only containing the Cbserve
Option. This inplies that the client will now receive notifications
as described in [I-D.ietf-core-observe] and that the client itself is
responsi bl e for processing the resource state in the notifications in
order to identify whether the condition of interest is fulfilled.

Whenever the state of a resource that supports conditional
observations changes on the server, the server needs to check the
established conditional relationships. Wenever the condition is
net, the server sends the notification response to the client that
has established the relationship. The response contains both the
bserve Option and the Condition Option, where the latter option
descri bes the condition that has been fulfilled. |If not net, the
server does not send any response to the client.

Aclient is allowed to use multiple Condition Options in an observe
request in order to express a |logical AND rel ati onship between
different condition types. When a server receives such a request and
it does not support conposed conditions, the request will also fall
back to a basic observe request, resulting in a response only
containing the Cbserve Option. |If the server supports this, it wll
store the relationship and send back a response containing the sane
mul tiple Condition Options.

In case a client wants to establish nmultiple different conditional
rel ati onships with the sane server, it needs to use a different
source transport address for every conditional relationship.

Cancel l ati on, updating and existence of conditional rel ationships
Cancel | ati on and updati ng

In case a client wants to cancel an existing conditional

relationship, it has to performa GET request w thout Oobserve and
Condition Option using the sane source transport address used to
establish the conditional relationship (i.e. source transport address
of the original request). Upon reception of such a CET request, the
server will renove the client fromthe list of conditional observers
for that resource.

Alternatively the client can also send a confirmabl e request
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containing a Condition Option with condition type _Cancellation_.
The source transport address used by the client uniquely identifies
the conditional relationship the client has with the server. Upon
reception of such a nessage, the server knows that the client wants
to termnate the relationship it has established.

This cancel l ati on mechani sminplies that whenever a client wants to
establish nultiple different conditional relationships with the sane
server, it needs to use a different source transport address for
every conditional relationship.

When a client has established a conditional relationship and it sends
a new condi tional observe request using the same source transport
address, the existing relationship is renoved and the new

rel ati onship established. This way, a client is able to update

exi sting rel ationshi ps.

Apart fromthe cancellation through sending a GET request w t hout
bserve and Condition Option, a conditional relationship can also be
cancel l ed by sending a RST nessage in response of a confirnmable
notification. Wen a client rejects a non-confirmable notification
with a RST, the server can renove the client fromthe |ist of
observers interested in the specific condition of the resource in
case the server maintains state information about non-confirmable
notifications.

Next to this, if the server is for whatever reason not able to

further fulfill the conditional relationship of a client, the server
can al so send a confirmable notification containing a Condition
Option with condition type 'Cancellation’. The source transport

address used by the client uniquely identifies a conditional
relationship with a server. As such, upon reception of such a
nessage, the client knows that the relationship it has established
with that server is term nated.

Finally, when a server sends confirmable notifications that are not
acknow edged by the observer, the server may term nate the

relati onship after X unsuccessful notifications (X inplenentation
dependent).

Note: The possibilities to establish a Cancellation flag have al so
been eval uated, see Annex "Cancellation flag". This has been

di scarded since, as it is too conplex for processing, when nmultiple
conditions are defined.
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6. 2. Exi st ence

A client has the possibility to establish and renpve conditi onal

rel ati onships. A server can also informa client about the renoval
of a conditional relationship. Next to this, there is the issue of
how I ong the relationship is guaranteed to exist in the absence of
any explicit renmoval fromeither the client or server side (e.g. a
client that wants to maintain the relationship for a very long tine)
or in the absence of frequent notifications. To this end, a
mechanismis needed for a client to know whether it is still on the
list of observers and for a server to know whether a client is still
an observer.

In order for a client to know whether it is still on the list of
observers after a long period wi thout notifications or w thout
confirmabl e notifications, the server can use the Pl edge Option, as

defined in [I-D. bormann-coap-msc]. By adding this option to its
notifications, the server indicates howlong it mninmally prom ses to
mai ntain that specific conditional relationship. |In case no new

notifications or non-confirmable notifications are sent and the
duration indicated in the Pledge Option is to expire, the client nust
renew the relationship by resending the sane request, preferable as a
confirmabl e nessage.

In case the duration indicated in the Pledge Option expires at the
server side and the client did not renew the relationship, the server
nmust renove the relationship by sending an explicit cancellation
nessage (a confirmable notification to the client’s source transport
address containing a Condition Qption with condition type
"Cancellation’.). As such, the use of the Pledge Option extends the
est abl i shnment and renoval nmechanismw th a server-initiated nechani sm
to realize internmedi ate refreshnents of the rel ationship.

The second nmechanism a server to know whether a client is still an
observer, is realized by adding a Keep-Alive Option to the observe
request. The size of the Keep-Alive Option value is 1 byte and
represents a duration in seconds, using the Duration data type as
defined in Appendix C 2 of [I-D.bormann-coap-m sc].

S R S g S S S R R +
| Type | CE | Nanme | For mat | Length | Default

S R S N U S N R +
| 30 | E | Keep-alive | Durationins | 1B | (none) |
R +----- R Fom e e e N R +

Tabl e 4. Keep-alive Option nunber
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The Keep-Alive Option has the option nunber 30, neaning that it is an
el ective, Proxy Safe option, but not a cache key.

Wien the client adds the Keep-Alive option to its conditional observe
request, it requests the server to confirmthat the relationship is
still alive every time the duration expires and no notifications or
only non-confirmable notifications have been sent during that period.
If the option is supported by the server, the option is added to the
response. Every tinme the duration expires and no notifications or
only non-confirmable notifications have been sent, the server sends a
confirmabl e notification to the client with an enpty payl oad (since
the condition is not fulfilled). As such, the use of the Keep-alive
Option extends the establishnment and renoval nechanismwith a client-
initiated mechanismto realize internmedi ate refreshnents of the

rel ati onship.

The Pl edge Option allows a server to request a client to confirmits
interest and the Keep-Alive option allows a client to request a
server to confirmwhether it is still an observer. |In case neither
of the two options are supported, the only way for the client to
ensure the relationship is still existing in the absence of incom ng
notifications is to periodically reestablish the relationship and the
only way for the server to ensure the client is still interested is
to send a confirmable notification fromtinme to tine.

Di scovery

The Condition Option enables the establishment of well-defined set of
condi tional observations. It is equally inportant for a resource to
be able to announce in a well-defined way which conditional
observations it supports. Cients can then discover these
capabilities and process them automatically.

In [I-D.ietf-core-observe], the "obs" attribute is introduced as a
target attribute. It is used as a flag wthout any value, indicating
that the resource is observable. 1In order to describe the

condi tional observe capabilities of a resource, a value is added to
the obs attribute. To describe which of the 275 possible condition
types a resource supports, a 32-bit value is used where a bit-val ue
of 1 at position X (starting fromO and fromright to left) indicates
that the condition type X is supported. As such, by a client can

di scover the supported observe capabilities by parsing the val ue of
the "obs" attribute. 1In case no value is present, the "obs"
attribute preserves its original meaning.
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Exanpl es

This section gives a nunber of short exanples with nessage flows to
illustrate the use of Condition Option in a observe CGET request.
Note that, in order to keep the figures readable, the Condition
Option that is included in every notification is not shown.

The first exanple (Figure 3) shows that the client sets the Condition
Option to Type: 1 - No Value (1/-). The condition is Tine Series,
nmeani ng that the client wants to receive all state changes. |In case
the state of the resource does not change, no notifications are sent,
al so not in case max-age expires. W assune a max-age val ue of 60
seconds.

I
[ max- age exp.] 22| 90s
|
<------ 2. 05Cont ent , observe: 120, payl oad: 22. 2 22.2| 120s

CLI ENT SERVER

I I

| CET/ t enper at ur e, observe: 0, Condition: 1/- ----- > 22| Os
| |

| <------ 2. 05Cont ent, observe: 0, payl oad: 22 |

| |

| <------ 2. 05Cont ent , observe: 10, payl oad: 22. 4 22. 4| 10s
| |

| <------ 2. 05Cont ent , observe: 15, payl oad: 23 23| 15s
I I

| <------ 2. 05Cont ent, observe: 20, payl oad: 23. 5 23. 5| 20s
I I

| <------ 2. 05Cont ent , observe: 25, payl oad: 24 24| 25s
| |

| <------ 2. 05Cont ent , observe: 30, payl oad: 22 22| 30s
I I

| 22| 35s
I

I

|

|

|

Figure 3. Condition Option with value 1/- (Tinme Series)

The follow ng exanple (Figure 4) shows that the client sets the
Condition Qption to Type: 2 - Value: 10 (2/10), This neans that the
server shall wait at |east 10s between sending notification
responses, indicating changes in the state of the resource, to the
client.
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CLI ENT SERVER
I CGET/ t enper at ur e, observe: 0, Condition: 2/ 10 ----- > ZZIOS
I <------ 2. 05Cont ent , observe: 0, payl oad: 22 I
| |
I <emmmm- 2. 05Cont ent, observe: 10, payl oad: 22. 4 22. 4| 10s
I 23I15S
I <Cmmmmm- 2. 05Cont ent , observe: 20, payl oad: 23. 5 23.5IZOS
I 24I25$
I <------ 2. 05Cont ent , observe: 30, payl oad: 22 22I305
I 22}355
I 22I905
i S 2. 05Cont ent , observe: 120, payl oad: 22. 2 22.2I1205

Figure 4: Condition Option with value 2/10 (M ni nrum Response Ti ne)

The next exanple (Figure 5) shows that the client sets the Condition
Option to Type: 3 - Value: 60 (3/60). The server will send
notifications upon every state change, but will |eave maximally 60s
bet ween subsequent notifications, even if they do not incur a state
change.
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CLI ENT SERVER
I CGET/ t enper at ur e, observe: 0, Condition: 3/60 ----- > ZZIOS
I <------ 2. 05Cont ent , observe: 0, payl oad: 22 I
| |
I <------ 2. 05Cont ent, observe: 10, payl oad: 22. 4 22. 4| 10s
I <------ 2. 05Cont ent , observe: 15, payl oad: 23 23I15s
I <--mm-- 2. 05Cont ent , observe: 20, payl oad: 23. 5 23.5IZOS
I <------ 2. 05Cont ent, observe: 25, payl oad: 24 24I253
I <------ 2. 05Cont ent , observe: 30, payl oad: 22 22I305
I 22}355
I <------ 2. 05Cont ent, observe: 90, payl oad: 22 22I905
i S 2. 05Cont ent , observe: 120, payl oad: 22. 2 22.2I1205

Figure 5. Condition Option with value 3/60 (Mxi num Response Ti ne)
Figure 6 shows a client setting the Condition Option to Type: 4 -

Value: 1 (4/1). The server will now send notifications every tine
the change in state of the resource is at |east 1.
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Li,

CLI ENT SERVER
I CET/ t enper at ur e, observe: 0, Condition: 4/ 1 ----- > 22|gs

i <------ 2. 05Cont ent , observe: 0, payl oad: 22 i

I 22.4I105
I S 2. 05Cont ent , observe: 15, payl oad: 23 23I15s
I 23.5}205
I <------ 2. 05Cont ent, observe: 25, payl oad: 24 24I253
I S 2. 05Cont ent , observe: 30, payl oad: 22 22I303
I 22I355
I 22I905
i 22.2}1203

|
Figure 6: Condition Option with value 4/1 (Step)

The exanple in Figure 7 shows that the client sets the Condition
Option to Type: 6 - Value: 23 (6/23). The server will send
notifications to the client only if the resource value is bigger than
23.
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CLI ENT SERVER

I
CGET/ t enper at ur e, observe: 0, Condition: 6/ 23 ----- > 22| Os

<------ 2. 05Cont ent , observe: 0, payl oad: 22 |
|

22. 4| 10s

I
23| 15s

I

|

|

|

|

I

I

|

| |
| <------ 2. 05Cont ent, observe: 20, payl oad: 23. 5 23. 5| 20s
I I

| <------ 2. 05Cont ent, observe: 25, payl oad: 24 24| 25s
|

|

|

|

I

I

|

|

|

I
22| 30s

I
22| 35s

I
22| 90s

I
22. 2| 120s

Figure 7: Condition Option with value 6/23 (Al Val ues>)
Figure 8 is an exanple of a client setting the Condition Option to

Type: 8 - Value: 23 (8/23). The server will send a single
notification whenever the state becones higher or |ower than 23.
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CLI ENT SERVER

I
CGET/ t enper at ur e, observe: 0, Condition: 8/ 23 ----- > 22| Os

<------ 2. 05Cont ent , observe: 0, payl oad: 22 |
|

22. 4| 10s

I
23| 15s

I

|

|

|

|

I

I

|

| |
| <------ 2. 05Cont ent, observe: 20, payl oad: 23. 5 23. 5| 20s
I I

| 24| 25s
|

|

|

|

I

I

|

|

|

|
S 2. 05Cont ent , observe: 30, payl oad: 22 22| 30s

I
22| 35s

I
22| 90s

I
22. 2| 120s

Figure 8 Condition Option wth value 8/ 23 (Val ues<>)
Figure 9 is an exanple of a client setting the Condition Option to

Type: 9 - Value: 30 (9/30). The server will send notifications every
30 seconds, independent whether the resource has changed or not.
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CLI ENT SERVER
I CGET/ t enper at ur e, observe: 0, Condition: 9/30 ----- > ZZIOS
I <------ 2. 05Cont ent , observe: 0, payl oad: 22 I
| |
I 22. 4| 10s
I 23}153
I 23.5}205
I 24I255
I S 2. 05Cont ent , observe: 30, payl oad: 22 22I303
I <--mm-- 2. 05Cont ent , observe: 60, payl oad: 22 ZZIGOS
I <------ 2. 05Cont ent, observe: 90, payl oad: 22 22I605
i S 2. 05Cont ent , observe: 120, payl oad: 22. 2 22.2I1203

|
Figure 9: Condition Option wth value 9/30 (Periodic)

In the foll owi ng exanples, we illustrate the conbination of different
conditions. The exanple in Figure 10 shows the client adds two range
Condition Options in the request, one set to 6/5, another one set to

5/15. It neans that the range is within 5 and 15, i.e. value > 5 AND
value < 15. Since it is an AND condition, the two conditions can be

specified in the same observe with nmultiple options.
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CLI ENT SERVER
I CET/ tenperature, observe: 0, Condition: 6/5, I
Condi tion:5/15  ----- >|
I <------ 2. 05Cont ent , observe: 0, payl oad: 4 4IOS
I 3I55
I 3I 10s
I <------ 2. 05Cont ent , observe: 15, payl oad: 12 12I15s
I 16I205
I <------ 2. 05Cont ent, observe: 25, payl oad: 14 14I255

Figure 10: Two Condition Options to define in-side a range option
6/5 AND 5/15 (Al |l Val ues> AND Al | Val ues<)

The | ast exanple (Figure 11) shows the client adds two Cbserve
request messages to build a range, one sets to 6/22, another one sets
to 5/16. It nmeans that the range is out of range between 16 and 22,
i.e. value > 22 OR value < 16. This requires two nessages, since it
is the OR option, which is defined with nultiple observe nessages.

An exanple of the application for this option can be found in the

i npl enentation of the conditional observer [SENSORS].

CLI ENT SERVER
|
CGET/ tenperature, observe: 0, Condition:6/22 (PORT X) --->
CGET/ tenperature, observe: 0, Condition:5/16 (PORT Y) --->

I I

I I

I I

I I

| | 18

| |

| <------ 2. 05Cont ent, observe: 10, payl oad: 22,5 | 22. 5
I I

| <------ 2. 05Cont ent, observe: 20, payl oad: 23. 2 | 23. 2
I I

| | 19

| |

| <------ 2. 05Cont ent, observe: 35, payl oad: 15 | 15

Figure 11: Two Observe requests to define out-side a range
6/22 OR 5/ 15 (Al lvalues> OR Al lval ues<)
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Further, in [CPSCOM, an evaluation can be found regarding the
feasibility of inplenmenting conditional observations on real
constrai ned devices, together with a basic perfornmance conparison
bet ween conditional observe (server-filtering) and normal observe in
conbination with client-side filtering.

9. Change | og

9.1. Changes in v03
o Exanples for nobst condition types

0 Update the option nunber according to the new nunbering schene

o Added reference to paper validating inplenmentation on constrained
devi ce

9.2. Changes in v02
0 Restructured entire docunent

o0 Detailed description of the Condition Option and updated format of
the Condition Option val ue

o Added nore Condition Types

o New section on cancellation, updating and exi stence of conditional
rel ati onshi ps

o New section on discovery

10. Security Considerations
As the Condition OQption is used together with the Goserve option,
when it is used it nust follow the security considerations as
described in Cbserve draft[I-D.ietf-core-observe].

11. | ANA Consi derati ons

11.1. Condition option registry

This draft adds the follow ng option nunbers to the CoAP Opti on
Nunbers registry of [I-D.ietf-core-coap]
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11.

Li,

S N S U +
| Number | Nane | Reference |
I S Fom e e e +
| 26 | Condition | [ RFCXXXX] |
S N S S +
| 28 | Keep-alive | [ RFCXXXX] |
S N S U +

Tabl e 3: Condition and Keep-alive Option nunber
2. Condition type registry

The Condition types defined in this draft are identified by a string,
such as "Step". In order to mnimze the overhead of using these
condition types, this docunent defines a registry for the condition
types to be used in CoAP and assigns each a nuneric identifier.

Each entry in the registry nust include the condition type registered
with ANA, the nuneric identifier in the range 0-31 to be used for
that condition type in CoAP, and a reference to a docunent defi ning

t he usage of that condition type.

Initial entries in this registry are as foll ows:
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o e e e e e e S R R +
| Condition type | Id. | Reference |
o R R +
| Cancel |l ation | O | [ RFCXXXX] |
Fom e e e e e S R TR +
| Time series | 1 | [ RFCXXXX] |
o e e e e e e S R R +
| Mninmumresponse time | 2 | [ RFCXXXX] |
o R R +
| Maxi mum response tinme | 3 | [ RFCXXXX] |
Fom e e e e e S R TR +
| Step | 4 | [ RFCXXXX] |
o e e e e e e S R R +
| Al'l Val ues< | 5 | [ RFCXXXX] |
o R R +
| Al Val ues> | 6 | [ RFCXXXX] |
Fom e e e e e S R TR +
| Val ue= | 7 | [ RFCXXXX] |
o e e e e e e S R R +
| Threshol d | 8 | [ RFCXXXX] |
o R R +
| Periodic | 9 | [ RFCXXXX] |
Fom e e e e e S R TR +

Table 5: Condition Option type

12. Furt her consi derations

I nternmedi ari es, caching, retransm ssions
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Appendi x A. Alternative approaches

A 1l

Li,

In this appendi x, we include sone alternative solutions the authors
have di scussed regardi ng cancell ation of rel ationships and the

| ogi cal conbination of different relationships. The nechani sns
descri bed here allow nore flexibility, but introduce additional
(undesired?) conplexity. W put their description in this appendi x
to trigger further discussion and provi de nore background.

Annex: Cancellation flag

An alternative way to allow the explicit establishment and renoval of
conditional relationships and to allow the establishnment of nultiple
conditional relationships to the sanme server using the same source
transport address, is through the introduction of a 1 bit
cancellation flag (C) as part of the 1 byte condition header. The
fol | ow ng paragraphs describe howthis flag woul d change this
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Li,

behavi or.

C. The cancellation flag, when used in an observe request, indicates
whet her the client wants to establish a conditional observation
relationship (0) or cancel an existing conditional relationship (1).
In the initial response, the server uses the sanme value as in the
request. In all further notifications, this flag has no nmeani ng and
must be 0. 1In case of a request containing nultiple Condition
Options, the client must use the sanme value of the C flag in al
Condition Options. The cancellation flag allows a client to
establish nmultiple conditional observation relationships and renove
i ndi vidual relationships fromthe sane address and port.

When using this cancellation flag, a client is able to establish
mul ti ple conditional relationships using the sanme source transport
address. Different from[I-D.ietf-core-observe] a GET w t hout
observe issued by a client, will not result in the the renoval of
established conditional relationships. Instead the client has the
possibility to explicitly term nate any established conditional

rel ati onship by sending the sane observe request, but with the
Condition Option having the Cflag set in order to trigger the
cancel l ation of the request. This way, the same end point can nanage
mul tiple conditional observation relationships wi thout the risk of
accidentally renoving them

When a server receives a cancellation request, it renoves the
relati onship indicated by the Condition Option and sends back a
response containing both the Cbserve and the Condition Option with
the cancellation flag set to 1.

In case a client wants to termnate all existing conditional
observation rel ationships with a server, it should send a request
with Condition Option, where the Condition Type is set to the
reserved value 0 and the cancellation flag to 1. Upon reception of
this nessage, the server renoves all existing relationships and sends
back a response containing the sane Condition Type.

In case a client has established a conditional relationship that is
the result of a request with multiple Condition Options, the client
can cancel this relationship by sending the same request, but now
with all cancellation flags set to 1.

If the server is for whatever reason not able to further fulfill the
conditional relationship of a client, the server can also send a
confirmable notification containing the Condition Option with the C
flag set to 1 in order to term nate the observation rel ati onshi p.
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A.2. Annex: Logic flag

Different condition types can be conbined in a request to express a
| ogical AND rel ationship. By default, |ogical OR of condition types
i s always supported through sending separate requests. |In order to

express an out-of-range condition (notification when value is |ower

than X OR higher than Y), two separate conditional observe requests

have to be sent. Through the introduction of a 1 bit logic flag (L)
as part of the 1 byte condition header, this can be avoi ded.

L: The logic flag in a Condition Option indicates how the condition
shoul d be conbined logically with the condition in the next Condition
Option. A value of 0 neans AND and a value of 1 neans OR  The fl ag
has no neaning if the Condition Option is the only or |ast Condition
Option in the request. Through the use of the L flag it is possible
to logically conbine different conditions in a single request (e.g.
ClL AND C2 OR C3 AND 4). As a drawback, when used, it conplicates
processing at the server side.

This exanple (Figure 12) shows the sane exanple fromthe (Figure 11)
but with this alternative. This exanple presents as the client adds
two Cbserve options to build a range, one set to 6/22, another one
set to 5/16. It neans that the range is out of range between 16 and
22, i.e. value > 22 OR value < 16. The first option is defined by
default with the Logic flag equal to 0. The second option is defined
with the the Logic flag equal to 1, since it is the OR option. Note
as it has been sinplified fromtw nessages to only one nessage with
two options, and the nost inportant, it has avoi ded the nanagenent of
mul tiple ports.

CLI ENT SERVER

CET/ tenperature, observe: 0, Condition:6/22 (L=0) --->
condition:5/16 (L=1) --->

| |

| |

| |

| |

| | 18

I I

| <------ 2. 05Cont ent, observe: 10, payl oad: 22,5 | 22. 5
| |

| <------ 2. 05Cont ent , observe: 20, payl oad: 23. 2 | 23. 2
| |

| | 19

I I

| <------ 2. 05Cont ent, observe: 35, payl oad: 15 | 15

Figure 12: Two Observe options with Logic flag to define
out-side a range 6/22 OR 5/15.
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