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Abstract

This docunent is an OPTIONAL extension to the Internet Printing
Protocol (IPP/1.0 and IPP/1.1). This docunent specifies 3 additional
OPTI ONAL operations for use with the Internet Printing Protocol/1.0
(IPP) and IPP/1.1. The end user, operator, and administrator Set-
Job-Attributes and Set-Printer-Attributes operations are used to

nmodi fy | PP Job objects and Printer objects, respectively. The Get-
Print er-Supported-Val ues adm ni strative operation returns val ues that
the IPP Printer will accept for setting its "xxx-supported"
attributes.
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1 Introduction

This docunent is an OPTIONAL extension to I PP/ 1.0 [ RFC2565, RFC2566]
and I PP/1.1 [ RFC2911, RFC2910]. For a description of the base | PP
docunents see Appendix C

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing using Internet tools and
technologies. |PP version 1.1 [RFC2911, RFC2910] focuses on end user
functionality with a few adninistrative operations included. This
docunent defines additional OPTIONAL end user, operator, and
admi ni strator Set-Job-Attributes and Set-Printer-Attributes
operations used to nodify | PP Job objects and Printer objects,
respectively. It also defines a third Get-Printer-Supported-Val ues
adm ni strator operation that returns values that the PP Printer wll
accept for setting its "xxx-supported" attributes. The Get-Printer-
Support ed- Val ues operati on MIST be supported, if the inplenentation
supports setting any "xxx-supported" Printer attributes using the
Set-Printer-Attributes operation

Nine Printer Description attributes are defined:

printer-settable-attributes-supported (1lsetOf type2 keyword)
j ob-settabl e-attributes-supported (1setO type2 keyword)
docunent -fornmat-varying-attributes (1lsetOf type2 keyword)
printer-nmessage-tinme (integer(M N MAX))
printer-nmessage-date-tine (dateTine)

printer-xri-supported (1lsetOf collection)
Xri-uri-scheme-supported (1lsetO uri Schene)
Xri-authentication-supported (1lsetOf type2 keyword)
Xri-security-supported (1lsetOf type2 keyword)

Three out-of -band val ues are defined for use with these three
operations: 'delete-attribute’ for deleting Job attributes with the
Set-Job-Attributes request, 'not-settable’ for use in either the
Set-Job-Attributes or Set-Printer-Attributes responses, and 'adm n-
define’ for use in the Get-Printer-Supported-Val ues response.

Two operation attributes: "printer-nmessage-fromoperator” (text) and
"j ob-message-fromoperator” (text) are defined to set the
corresponding IPP/1.1 Printer and Job Description attributes with the
same nanes. These operation attributes may be used with any
operation that affect the Printer or Job object for which an
operation nmight want to indicate a nessage. For the Set-Job-
Attributes and Set-Printer-Attributes operations, the client MJST
explicitly set them rather than using these operation attributes.
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A Printer inplenentation can nake the val ue of sone attributes
dependent on the document-format, e.g., "resol ution-supported"

2 Term nol ogy

This section defines term nol ogy used throughout this docunent.

2.1 Conformance Ter m nol ogy

Capitalized terms, such as MJST, MJST NOT, REQUI RED, SHOULD, SHOULD
NOT, MAY, NEED NOT, and OPTI ONAL, have special neaning relating to
conformance as defined in BCP 14, RFC 2119 [ RFC2119] and [ RFC2911]
section 12.1. If an inplenentation supports the extension defined in
this docunent, then these terns apply; otherw se, they do not. These
terns define confornmance to this docunent only; they do not affect
conformance to other docunents, unless explicitly stated otherw se

2.2 O her termnol ogy

Thi s docunent uses terns such as Job object (or Job), IPP Printer
object (or Printer), "operation", "request", response", "attributes"
"keywords", and "support". These terns have special meaning and are
defined in the nodel term nol ogy [ RFC2911], section 12.2. The
following additional terns are introduced in this docunent:

READ- ONLY: used in an attribute definition docunent to indicate that
the attribute MUST NOT be settable using an | PP protocol Set
operation. In other words, the attribute is not settable by
definition.

not -settable: an inplenentati on does not support setting an attribute
(whether or not the attribute' s definition is READ- O\NLY)

3 Requirenents and Use Cases

The follow ng requirenents and usage are intended to be net by the
specification in this docunent.

1. The end-user and the operator need a way to nodify a Job that is
in the 'pending’ or ’pending-held state.

Usage: The end-user discovers that he/she forgot to include a
print instruction, such as "finishings" = 'staple after
submitting a job. Rather than canceling the job and resubmitting
it to the sane IPP Printer, the end-user is able to nodify the job
on the IPP Printer.
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The operator needs to nodify a job because it is requesting a
particular kind of nedia for which there is no nore, but the
policy is to print the job on a conparable medi um

2. The system admi ni strator needs a way to re-configure or change the
policy of the IPP Printer renotely.

Usage: The system admini strator is adding additional naned nedi a
to the supported nedia list (setting 'nane’ values to the "nedi a-
supported" Printer attribute).

The system administrator is reducing the capability of the IPP
Printer by renoving one of the operations fromthe supported
operations list, such as Cancel -Job, because the policy is to run
the PP Printer like a public facsinile machine. After having
renoved Cancel -Job fromthe |ist of supported operations, an

adm nistrative client needs to be able to display to an

adm nistrator that the inplenentation is capable of being
reconfigured to support Cancel -Job once again.

The system adninistrator is renotely configuring the IPP Printer
after installing it, and so is replacing the Printer Description
attributes that have the out-of-band ' no-value’ val ue (see

[ RFC2911], section 4.1) with the proper val ues.

The operator is changing the nedia | oaded in the input tray, and
so is replacing the "nmedi a-ready" Job Tenplate Printer attribute
value with the proper val ues.

4 Definition of the Set operations

The Set-Printer-Attributes operations (as are all Printer operations)
are directed at Printer objects. A client MUST al ways supply the
"printer-uri" operation attribute in order to identify the correct
target of the operation. These descriptions assune all of the common
semantics of the IPP/1.1 Mbdel and Semantics docunent [RFC2911],
section 3.1.

The Set-Job-Attributes operations (as are all Job operations) are
directed at Job objects. A client MIST al ways supply sone neans of
identifying the Job object in order to identify the correct target of
the operation. That job identification MAY either be a single Job
URI or a conbination of a Printer URl with a Job ID, as defined in

[ RFC2911]. The I PP object inplenentati on MUST support both forns of
identification for every job. |If possible, a client SHOULD use the
Printer URI with a Job ID rather than a Job URI, since the 32-bit
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"job-id" is nore readily translated to and fromother print protocols
that MAY be serving as gateways into or out of the IPP

i mpl enent ati on.

The Set Printer operations are summarized in Table 1:

Table 1 - Operation-ld assignnents

Operati on Nane Operation Brief description
-ld

Set-Printer- 0x0013 Sets attribute values of the target

Attributes Printer object

Set-Job-Attributes 0x0014 Sets attribute values of the target
Job obj ect

Get-Printer- 0x0015 Gets values that are valid for

Support ed- Val ues setting "xxx-supported" attributes
using the Set-Printer-Attributes
operation

4.1 Set-Printer-Attributes Operation

This OPTIONAL operation allows a client to set the values of the

attributes of a Printer object. 1In the request, the client supplies
the set of Printer keyword attribute names and val ues that are to be
set. In the response, the Printer object returns success or rejects

the entire request with indications of which attribute or attributes
coul d not be set.

The Printer object validates the client-supplied attributes in the
Set-Printer-Attributes request. For an attribute to validate, it
MUST neet all of the follow ng rules:

1. The nunber of attributes supplied by the client MJUST NOT exceed
t he maxi num nunber that the Printer supports in a Set-Printer-
Attributes request. A Printer MJUST accept at |east one attribute,
but SHOULD accept a reasonable nunber in a single Set-Printer-
Attributes request.

Note: There is no way for the client to deternm ne the maxi num
nunber of attributes that the Printer supports in a Set-Printer-
Attributes request, except to try a reasonabl e nunber.

2. The Printer MJST support the attribute.
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3. The attribute MUST NOT be READ-ONLY, i.e., the definition of the
attribute MJUST NOT indicate that the attribute is READ-ONLY (see
Appendi x A for an indication of which IPP/1.1 attributes are
READ- ONLY)

4. The attribute MIST be settable in this inplenentation

5. The Printer MJST support the value, according to the rules defined
in Appendix A, i.e., each value of each supplied "xxx" attribute
MUST be val i dated against the value of a correspondi ng "xxx-
supported” Printer attribute. One of those rules permits an
adm nistrator to set arbitrary 'nane’ values to those "xxx-
supported" Printer attributes that include the 'nane’ attribute
syntax if the inplenmentati on supports the 'admi n-define’ out-of-
band val ue for that "xxx-supported" attribute (see section 8.3 and

Appendi x A).

6. The attribute’ s values MJST NOT conflict with the values of other
Printer attributes, including ones being set in this sane
operation.

If any of the supplied attributes are not validate, the Printer
object MIST reject the entire operation; the Printer object MJST NOT
partially set sone of the supplied attributes. In other words, after
the operation, all the supplied attributes MJST be set or none of
them MUST be set, thus nmaking the Set-Printer-Attributes an atomic
operati on.

The Printer MJST accept this operation when its READ-ONLY "printer-
state" attribute (see [ RFC2911], section 4.4.11) is 'idle or
"stopped’, and SHOULD accept it when the value is 'processing’. The
Printer MUST accept this operation for any of the values of the
Printer object’s READ-ONLY "printer-state-reasons" and "printer-is-
accepting-jobs" attributes, unless explicitly defined otherwi se in
the definition of these attributes’ val ues.

Thi s operation MJST NOT change the value of attributes not specified
in the operation unless the definition of the attribute explicitly
specifies such side-effects. For exanple, this docunment explicitly
specifies that when this operation sets "printer-nmessage-from
operator"”, the Printer also MIST set the READ-ONLY "pri nter-nmessage-
tinme" and READ-ONLY "printer-nessage-date-tinme" attributes to the
time of the operation as a side effect. |In particular, if this
operation changes an "xxx-default" attribute, the new val ue MJST be
in the "xxx-supported" attributes or the request MJST contain a new
val ue for "xxx-supported”, which contains the new value for the
"xxx-default". Oherwi se, the Printer MIST reject the operation. In
general, Printer attribute definitions that are settable will not
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define side-effects on other attributes that are settable, only side
ef fects on READ-ONLY attributes, if any.

4.1.1 Settabl e and READ- ONLY Printer Description attributes

If the Printer supports the Set-Printer-Attributes operation, then it
SHOULD support the setting of:

all Job Tenmplate Default ("xxx-default") attributes
all Job Tenpl ate Supported ("xxx-supported") attributes
all Job Tenpl ate Ready ("xxx-ready") attributes

that the inplenentation supports (see [RFC2911] section 4.2 and
ext ensi ons).

Some Printer Description attributes (see [RFC2911] section 4.4) MJST
NOT be settable, i.e., they are defined to be READ-ONLY. An
attribute marked as "READ-ONLY" in the Printer Description attribute
table in Appendix A is such an attribute. The Printer attributes
that are not marked as "READ- ONLY" MAY be settable using the Set-
Printer-Attributes operation, depending on inplenentation.

Note: From now on, all extensions that define new object attributes
will indicate whether or not the attributes are READ-ONLY, by

i ncluding the "READ- ONLY" adjective in their descriptions and/or
explicitly stating whether they MAY be settable

The current val ues of each "xxx-supported” Printer attribute MJST
reflect the current policy for support of the correspondi ng "xxx"

attribute. If an "xxx-supported" Printer attribute is settable in an
i mpl enentation, then its value(s) MJST affect the behavior of the
i mpl enentation. |If an "xxx-supported" Printer attribute is defined

to be READ-ONLY or is not-settable in an inplementation, then its
val ues MJUST NOT be settable using the Set-Printer-Attributes
operation. Consider the foll ow ng exanpl es:

For exanple, if the "operations-supported" Printer Description
attribute (see [RFC2911] section 4.4.15) is settable in a
particul ar inplenmentation, then changing its value with a Set-
Printer-Attributes operation MIST affect the operations that the
i npl enent ati on accepts or rejects. Such an inplenentation will
need to be able to reject values for operations that it contains
no code support for (see section 4.3). |f the "operations-
supported" Printer Description attribute is not settable in a
particul ar inplenentation, then that inplenmentation MIST reject an
attenpt to set it with a Set-Printer-Attributes operation, return
the "client-error-attributes-not-settable status code (see
section 7.1), and return the "operations-supported" attribute,
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with the out-of-band 'not-settable’ value in the Unsupported
Attributes G oup.

As anot her exanpl e, consider an inplenentation in which the

"nmedi a-default” and "nedi a-supported” are settable. |If a client
supplies a Set-Printer-Attributes request that contains the

"medi a-defaul t" attribute with a value that is not a menber of the
Printer’s "medi a-supported" attribute, the Printer MJST reject the
request and return the "client-error-conflicting-attributes"”
status code with the "nedia-default” and "nedi a- support ed"
attributes and their values (see [ RFC2911] section 3.1.7).

As a third exanple, if a client supplies a Set-Printer-Attributes
request that contains both the "media-default"” and the "nmedia-
supported" attributes, but includes a value in the "nmedi a-defaul t"
that is not a nenber of the supplied "nmedi a-supported" attribute,
the Printer MJUST reject the request and return the "client-error-
conflicting-attributes" status code with the "nedi a-default" and
"medi a- supported” attributes and their val ues (see [ RFC2911]
section 3.1.7).

Access Rights: The authenticated user (see [RFC2911] section 8.3)
performng this operation nust be an operator or adm nistrator of the
Printer object (see [RFC2911] Sections 1 and 8.5). Mbst Printer
attributes will require adninistrator access rights to set, such as
"xxx-supported", while sone will require operator access rights only,
such as "nedi a-ready" and "printer-nessage-fromoperator”. Wich
attributes require which access rights depends on inpl enmentati on, and
MAY depend on site policy.

4.1.2 Set-Printer-Attributes Request

The following sets of attributes are part of the Set-Printer-
Attributes Request:

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset"” and "attri butes-natural -1 anguage"
attributes, as described in [RFC2911], section 3.1.4.1

Tar get :
The "printer-uri™ (uri) operation attribute, which is the
target for this operation, as described in [RFC2911], section
3.1.5.
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Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client, as described in [ RFC2911], section 8. 3.

"docunent-format” (m nmeMedi aType):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MUST support this attribute. This attribute is usefu
for a client to select the docunment-format to which the
attribute nodification should be applied. A Printer
i mpl ement ati on MAY all ow sonme attributes to have different
val ues for each document format that it supports. See
[ RFC2911], section 3.2.5.1 "Get-Printer-Attributes Request".

If the client includes this attribute, the Printer MJST change
the supplied attributes for the docunment format specified by
this attribute. |If a supplied attribute is a nmenber of the
"docunent -format -varying-attributes” (i.e., the attribute

vari es by docunent format, see section 6.3), the Printer MJST
change the supplied attribute for the docunent format specified
by this attribute, but not for other docunent formats. |If a
supplied attribute isn’t a nenber of the "docunent-fornat-
varying-attributes" (i.e., it doesn’'t vary by docunent fornmat),
the Printer MJST change the supplied attribute for all docunent
formats.

If the client omits this attribute, the Printer MJST change the
supplied attributes for all docunent formats, whether or not
they vary by docunent-format.

If the client supplies a value for the "docunent-formt"
Qperation attribute, that is either "application/octet-strean
or not supported by the Printer, i.e., is not anong the val ues
of the Printer object’s "docunent-format-supported" attribute,
the Printer object MJST reject the operation and return the
"client-error-docunent-format-not-supported status code.

Not e: the docunent-fornat ’application/octet-streami is the
uni on of several document-formats (see [ RFC2911] section
3.2.5.1, Get-Printer-Attributes) and is not a true docunent-
format.

Group 2: Printer Attributes

The client MUST supply a set of Printer attributes with one or
nore val ues (including explicitly allowed out-of-band val ues) as
defined in [ RFC2911] section 4.2 Job Tenplate Attributes ("xxx-
default", "xxx-supported", and "xxx-ready" attributes), section
4.4 Printer Description Attributes, and any attribute extensions
supported by the Printer. The value(s) of each Printer attribute
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supplied in Goup 2 replaces the value(s) of the corresponding
Printer attribute on the target Printer object. For attributes
that can have nultiple values (1setOf), all values supplied by the
client replace all values of the corresponding Printer object
attribute. If a Printer object attribute had not yet been
configured, and so assuned the ’'no-val ue’ out-of-band val ue (see

[ RFC2911] section 4.1), the supplied value(s) replaces the 'no-

val ue’ val ue.

4.1.3 Set-Printer-Attributes Response

The Printer object returns the following sets of attributes as part
of the Get-Printer-Attributes Response:

Group 1: Operation Attributes

St at us Message
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"”
(text(255)) and/or a "detail ed-status-nessage" (text(MAX))
operation attribute, as described in [RFC2911] sections 3.1.6
and 13.

Nat ural Language and Character Set:
The "attributes-charset"” and "attributes-natural-1anguage"
attributes, as described in [RFC2911], section 3.1.4.2.

Group 2: Unsupported Attributes

See [ RFC2911], section 3.1.7, for details on returning Unsupported
Attributes.

If sone of the attributes in the operation fail to validate, the
Printer MUST reject the operation, MJST NOT change any Printer
attributes, and MJST return the indicated status code below. In
this group, the Printer MUST also return all attributes that fai
to validate. The following are the reasons that an attribute
fails to validate and the value returns for the attribute, along
with the indicated status code and order of detection

1. The nunmber of attributes supplied by the client exceeds the
maxi mum nunber that the Printer supports in a Set-Printer-
Attributes request: return the "client-error-request-entity-
too-large’ (see [ RFC2911], section 13.1.4.9).
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2. The Printer doesn't support the attribute: return the attribute
with the "out-of-band" val ue 'unsupported (see [RFC2911]
section 3.1.7 and [RFC2910]) and the 'client-error-attributes-
or-val ues-not - supported (see [RFC2911], section 13.1.4.12).

3. The attribute is either READ-ONLY (in its definition) or is
not-settable in this inplenmentation: return the attribute with
t he "out-of-band" value 'not-settable’ (see section 8.1) and
the "client-error-attributes-not-settable’ status code (see
section 7.1).

4. The Printer doesn't support the value: if the attribute in the
operation has a single value, returnit. |If the attribute in
the operation is nulti-valued, return only those values in a
1set OF that are not supported. Return the 'client-error-
attributes-or-val ues-not-supported’ status code (see [ RFC2911],
section 13.1.4.12).

5. The val ues of sone of the supplied attributes conflict with one
anot her and/or other Printer attribute values not being set: if
the conflicting attribute in the operation has a single val ue,
return the attribute and the value. |If the attribute in the
operation is multi-valued, return only the attribute and those
values in a 1setOf that are conflicting with other attributes.
Return the "client-error-conflicting-attributes’ status code
(see [ RFC2911], section 13.1.4.15).

4.2 Set-Job-Attributes Operation

This OPTIONAL operation allows a client to set the values of the
attributes of a Job object. |In the request, the client supplies the
set of Job keyword attribute nanmes and values that are to be set. In
the response, the | PP object returns success or rejects the entire
request with indications of which attribute or attributes could not
be set.

This operation is alnost identical to the Set-Printer-Attributes
operation and follows the sanme rules for validation (see section
4.1). The only differences are that the Set-Job-Attributes operation
is directed at a Job object rather than a Printer object, there is no
"docunment-format" operation attribute used when setting a Job object,
the operation can add an attribute to the (Job) object, the ’'delete-
attributes’ out-of-band value is pernmitted to renove an attribute,
and the validation is the same as the Job Creation operations
(Print-Job, Print-URI, and Create-Job), i.e., depends on the "xxx-
supported" Printer Description attributes (see [RFC2911] section
3.1). Using the Set-Printer-Attributes operation, the adm nistrator
can set arbitrary 'nane’ values to those "xxx-supported" Printer
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attributes, that include the "nane’ attribute syntax, if the

i mpl ement ati on supports the ’adm n-define out-of-band value for that
"xXxx-supported" attribute (see section 8.3 and Appendi x A). However,
the Set-Job-Attributes cannot be used to add unsupported names to the
Job obj ect.

If aclient supplies a job attribute in a Set-Job-Attributes request
that the Printer supports, and the job was originally submtted

wi t hout supplying that attribute, the Printer adds the attribute to
the Job object.

If the client supplies a job attribute with the "out-of-band" val ue
"del ete-attribute’ (see section 8.2), then the Printer MJST renove
the attribute and all of its values fromthe Job object, if present.
The senmantic effect of the client supplying the 'delete-attribute’
value in a Set-Job-Attributes operation MIST be the sane as if the
attribute had not been supplied with the Job object in the Job
Creation operation, i.e., the Printer applies its default attribute
or behavior with | ower precedence that the PDL (see the begi nning of
[ RFC2911] section 4.2 and [RFC2911] 3.2.1.1). Any subsequent query
of the Job object using Get-Job-Attributes or Get-Jobs, MJST NOT
return any attribute that has been del eted using the ’'delete-
attribute’ out-of-band value. However, a client can re-establish
such a deleted Job attribute with any supported val ue(s), using a
subsequent Set-Job-Attributes operation

If the client supplies an attribute in a Set-Job-Attributes request
with the "delete-attribute’ value and that attribute is not present
on the Job object, the Printer ignores that supplied attribute in the
request, does not return the attribute in the Unsupported Attributes
group, and returns the ’'successful-ok’ status code, if there are no
ot her problenms with the request.

The validation of the Set-Job-Attributes request is perforned by the
Printer as if the job had been subnmitted originally with the new
attribute values (and the deleted attributes renoved) and with "i pp-

attribute-fidelity" set to 'true’, i.e., all nodified attributes Job
attributes and val ues MJUST be supported in conmbination with the Job
attributes not nodified. |If such a Job Creation operation would have

been accepted, then the Set-Job-Attributes MJST be accepted. |If such
a Job Creation operation would have been rejected, then the Set-Job-
Attributes MUST be rejected and the Job MJST be unchanged. In
addition, if any of the supplied attributes are not supported, are
not settable, or the values are not supported, the Printer object
MUST reject the entire operation; the Printer object MJST NOT
partially set some of the supplied attributes. |In other words, after
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the operation, all the supplied attributes MJST be set or none of
t hem MUST be set, thus making the Set-Job-Attributes an atonic
operation.

The | PP obj ect MJUST accept or reject this operation when the Job’s
READ- ONLY "job-state" attribute has the values shown in Table 2. The
job’s current state MUST affect whether the | PP object accepts or
rejects the request. For exanple, in the case where the operation
creates a request for unavail able resources, the Job transitions to a
new state. Table 2 shows the all owed behaviors in each job state and
the transitions.

Table 2 - Job State Transition Table for the Set-Job-Attributes

operation
Current New | PP object’s response status code
"job-state" "job-state" and "action":
" pendi ng’ " pendi ng’ "successful - ok
" pendi ng’ " pendi ng-hel d’ ' successful -ok’ - needed resources

are not ready

' pendi ng- hel d’ " pendi ng-hel d” ' successful - ok

" pendi ng- hel d’ " pendi ng’ "successful -ok’ - needed resources
are ready

" processing’ " processing’ "successful-ok’ or 'client-error-

not - possi bl e’ dependi ng on

i mpl ement ation, including the
attributes being set, whether the
job has started marking nmedia,

etc.
' processi ng- ' processi ng- "successful-ok’ or 'client-error-
st opped’ st opped’ not - possi bl e’ dependi ng on

i mpl emrent ation, including the
attributes being set, whether the
job has started marking nmedi a,

etc.
"conpl et ed’ "conpl et ed’ "client-error-not-possible’
" cancel ed’ " cancel ed’ "client-error-not-possible’
"aborted’ "aborted’ "client-error-not-possible’
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Thi s operation MJST NOT change the value of attributes not specified
in the operation unless the definition of the attribute explicitly
specifies such side-effects. In general, Job attribute definitions
that are settable will not define side-effects on other attributes
that are settable, only side effects on READ-ONLY attributes, if any.

4.2.1 Settable and READ- ONLY Job Description attributes

If the Printer supports the "job-nmessage-from operator” Job
Description attribute (see [ RFC2911] section 4.3.16) and the client
explicitly supplies a new value for the "job-nmessage-from operator”
Job Description attribute in Goup 2 in the Set-Job-Attributes
request, then the Printer MJUST set the "job-nessage-from operator"
Job Description attribute to this new val ue.

If the Printer supports the Set-Job-Attributes operation, then it
SHOULD support the setting of:

all Job Tenplate job ("xxx") attributes

that the inplenentation supports (see [RFC2911] section 4.2 and
ext ensi ons).

Sonme Job Description attributes (see [ RFC2911] section 4.3) MJST NOT
be settable, i.e., they are defined to be READ-ONLY. An attribute
mar ked as "READ-ONLY" in the Job Description attribute table in
Appendi x A is such an attribute. The Job attributes not marked as
"READ- ONLY" MAY be settable using the Set-Job-Attributes operation
dependi ng on inpl enentati on.

Note: From now on, all extensions that define new object attributes
will indicate whether or not the attributes are READ- O\LY, by

i ncludi ng the "READ- ONLY" adjective in their descriptions and/or
explicitly stating whether they MAY be settable

Access Rights: The authenticated user (see [RFC2911] section 8.3)
performng this operation nust either be the job owner (as determ ned
in the Job Creation operation) or an operator or adm nistrator of the
Printer object (see [RFC2911] Sections 1 and 8.5).
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4.2.2 Set-Job-Attributes Request

The following sets of attributes are part of the Set-Job-Attributes
Request :

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage"
attributes as described in [ RFC2911], section 3.1.4.1

Tar get:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX)) or (2) the "job-uri"™ (uri) operation
attribute(s), which defines the target for this operation as
described in [RFC2911], section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client, as described in [ RFC2911], section 8. 3.

Group 2: Job Attributes

The client MUST supply a set of Job attributes with one or nore
val ues (including explicitly allowed out-of-band val ues) as
defined in [ RFC2911], section 4.2, Job Tenplate Attributes ("xxx"
attributes), section 4.3, Job Description Attributes, and any
attribute extensions supported by the Printer. The val ue(s) of
each Job attribute supplied in Goup 2 replaces the value(s) of
the corresponding Job attribute on the target Job object. For
attributes that can have nultiple values (1setOf), all val ues
supplied by the client replace all values of the correspondi ng Job
obj ect attribute.

If the client supplies an "xxx" attribute with the ’delete-

attribute’ out-of-band value (see section 8.2), the Printer MJST
renove the "xxx" attribute fromthe Job object, if present.

Hastings, et. al. St andards Track [ Page 17]



RFC 3380 | PP: Job and Printer Set Operations Sept enber 2002

4.2.3 Set-Job-Attributes Response

The |1 PP object returns the followi ng sets of attributes as part of
the Set-Job-Attributes Response:

Group 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text(255)) and/or a "detail ed-status-nessage” (text(MAX))
operation attribute as described in [RFC2911], sections 3.1.6
and 13.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911], section 3.1.4.2.

Group 2: Unsupported Attributes

See [ RFC2911], section 3.1.7, for details on returning Unsupported
Attributes.

If sonme of the attributes in the operation fail to validate, the
Printer MUST reject the operation, MJST NOT change any Job
attributes, and MJUST return the indicated status code below In
this group, the Printer MIUST also return all attributes that fai
to validate. The following are the reasons that an attribute
fails to validate and the value returns for the attribute, along
with the indicated status code and order of detection

1. The nunber of attributes supplied by the client exceeds the
maxi mum nunber that the Printer supports in a Set-Printer-
Attributes request: return the 'client-error-request-entity-
too-large’ (see [ RFC2911], section 13.1.4.9).

2. The Printer doesn't support the attribute: return the attribute
with the 'unsupported’ out-of-band attribute value (see
[ RFC2911], section 3.1.7 and [RFC2910]) and the 'client-error-
attribut es-or-val ues-not-supported (see [ RFC2911], section
13.1.4.12).

3. The attribute is READ-ONLY (in its definition) or is not-
settable in this inplenentation: return the attribute with the
"not-settable’ out-of-band attribute value (see section 8.1)
and the "client-error-attributes-not-settable’ status code (see
section 7.1).
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4. The Printer doesn't support the value: if the attribute in the
operation has a single value return it. |If the attribute in
the operation is nulti-valued, return only those values in a
1set OF that are not supported. Return the 'client-error-
attributes-or-val ues-not-supported’ status code (see [ RFC2911],
section 13.1.4.12).

5. The val ues of sone of the supplied attributes conflict with one

anot her and/or other Job attribute values not being set: if
the conflicting attribute in the operation has a single val ue,
return the attribute and the value. |If the attribute in the

operation is nmulti-valued, return only the attribute and those
values in a 1setOf that are conflicting with other attributes.
Return the '"client-error-conflicting-attributes’ status code
(see [RFC2911],y section 13.1.4.15).

4.3 Get-Printer-Supported-Val ues Qperation

This OPTIONAL operation allows a client to request the val ues that
the Printer allows in the Set-Printer-Attributes operation for "xxx-
supported" attributes. |If the Printer supports the Set-Printer-
Attributes operation AND sone of its "xxx-supported" Printer
attributes are settable, then the Printer MIJST al so support this
operation.

The Printer MJUST return in the Get-Printer-Supported-Val ues response,
those, and only those, "xxx-supported" Printer attributes that it
supports setting with the Set-Printer-Attributes operation
Furthernore, if a client requests the value of an attribute that is
not settable or is not supported (as in the Get-Printer-Attributes
response), the Unsupported Attributes G oup of the response NEED NOT
contain the "requested-attributes" operation attribute with any such
requested (attribute keyword) val ues.

This operation has identical request/response attributes to the Get-
Printer-Attributes operation in IPP/1.1 [RFC2911]. The operation

al so behaves identically to the Get-Printer-Attributes operation in
I PP/ 1.1 [RFC2911], with the follow ng exceptions:

1. The Get-Printer-Supported-Val ues operation supports only "xxx-
supported" attri butes.

2. The Get-Printer-Attributes operation returns the few "xxx-
supported" attributes that are defined to be single valued, such
as "page-ranges-supported" (bool ean) or "pdl-override-supported”
(type2 keyword), as single values, while Get-Printer-Supported-
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Val ues returns the possible values that can be set as a lsetOf of
the sane attribute syntax type (See Appendi x B: Attributes
returned from Get-Printer-Supported- Val ues).

3. The Get-Printer-Attributes operation returns the current val ues of
requested attributes, while the Get-Printer-Supported- Val ues
operation returns the values that are inherently supported by the
i mpl enentation code, i.e., the values that an adninistrative
client can set in a Set-Printer-Attributes request.

4. The Get-Printer-Attributes operation returns the current val ues of
requested "xxx-supported" attributes that the Printer is
configured to accept in Job Creation operations, including
addi ti onal val ues defined by the adm nistrator, while the Get-
Printer-Supported-Val ues operation returns only the val ues of
"XXX-supported" attributes that are inherently supported by the
i npl enment ati on and does not return any additional val ues defined
by the admi nistrator, where the inplenentation supports the
"adm n-define’ out-of-band val ue.

5. The Get-Printer-Attributes never returns the ’'adnin-define’ out-
of -band attribute value, while the Get-Printer-Supported-
Attributes operation does, if the inplenmentation allows the
adm nistrator to define nane values by setting that "xxx-
supported" attribute with any 'nane’ val ue(s).

6. The Get-Printer-Attributes operation only requires end-user access
rights, while the Get-Printer-Supported-Val ues requires
adm ni strator access rights.

Access Rights: The authenticated user (see [ RFC2911], section 8.3)
performng this operation nust be an adninistrator of the Printer
obj ect (see [RFC2911], Sections 1 and 8.5).

4.3.1 Definition of the usage of the ’adm n-define’ out-of-band
attribute val ue

If the Set-Printer-Attributes operation allows the System
Adnministrator to define arbitrary 'nane’ values for an "xxx-
supported" attribute, then the Get-Printer-Supported-Val ues operation
MUST return the 'adm n-define’ out-of-band attribute value (see
section 8.3) as one of the values of the "xxx-supported" attribute.
In other words, the 'admin-define’ out-of-band attribute val ue
indicates that the Printer inplenentation supports clients setting
arbitrary 'nane’ attribute syntax values for that "xxx-supported"
attribute using the Set-Printer-Attributes operation, as long as the
attribute is defined with the "name’ attribute syntax.
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For exanple, if the Get-Printer-Supported-Val ues operation returns
several keywords as the value of the "nedia-supported" attribute,
then the Set-Printer-Attributes operati on MIST accept any of these
keywords as val ues for the "nedia-supported" attribute. If the Get-
Print er - Support ed- Val ues operation returns an ’adm n-define out-of-
band attri bute value as one of the values of the "nedi a- supported"
attribute, then the Set-Printer-Attributes operati on MJST accept any
val ue whose attribute syntax is 'nane’, as a value for the "nedi a-
supported" attribute (provided that the user is properly

aut henticated to use the Set-Printer-Attributes operation, e.g., has
adm ni strative access rights).

The Get-Printer-Supported-Values MAY return the ’'adm n-define’ out-
of -band attribute value for any IPP/1.1 or extension Job Tenpl ate
attribute if the inplenentation supports allow ng the System

Adm nistrator to add values to the "xxx-supported"” attribute using
the Set-Printer-Attributes operation. |In this case, the Printer MJST
accept any 'nane’ value of the correct attribute syntax in a Set-
Printer-Attributes operation that is setting that attribute. For
"XxXX-supported" attributes that are defined with a choice of
attribute syntaxes, such as 'keyword | nane’, it is the 'nane’
attribute syntax that the System Adm nistrator can use to add new
val ues, not the ’keyword' attribute syntax. For IPP/1.1, this
requi renent includes the followi ng Job Tenplate attri butes:

medi a- support ed
j ob-hol d-until - supported
j ob- sheet s- supported

| npl enent ati ons that support additional Job Tenplate attributes that
include the 'nane’ attribute syntax, MAY use the ’adni n-define’ out-
of - band val ue with them

If the *adm n-define’ out-of-band attribute value is not one of the
val ues of an "xxx-supported" attribute returned in a Get-Printer-
Support ed- Val ues response, then the Printer MJUST NOT allow the Set-
Printer-Attributes operation for that attribute to contain a val ue
that is not one of the explicit ’keyword or 'nane’ val ues returned
in a Get-Printer-Supported-Val ues response.

See Appendi x B: Attributes returned from Get-Printer-Supported- Val ues
for a full list of values returned by this operation
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5 New Operation attributes

This section defines new operation attributes for use with the

I PP/ 1.1 operations indicated. As new operations are defined, they
will also indicate explicitly whether these operation attributes are
defined for use with them

5.1 printer-nessage-fromoperator (text(127))

The Printer SHOULD support this Operation attribute in follow ng
operations if it supports the correspondi ng "printer-nmessage-from
operator” Printer Description attribute.

Pause- Pri nter
Resune-Printer
Pur ge- Jobs

The client OPTIONALLY supplies this Qperation attribute in the above
operations. The value of this attribute is a nessage fromthe
operator about the Printer object on which the operator is performning
the operation. |If this operation attribute is supported, the Printer
copies the value to its "printer-nmessage-fromoperator” Printer
Description attribute (see [ RFC2911], section 4.4.25), even if this
Qperation attribute is a zero-length text value or consists solely of
whi te space

If the Printer supports this operation attribute, it MJST support
both a zero-length text value and the ’'no-value’ out-of-band val ue
(see [ RFC2911] section 4.1) to indicate that the operator has sent no

message. In this case, the Printer sets the value of the "printer-
message-fromoperator” to the zero-length value or 'no-value’ out-
of - band val ue, respectively. |If the client queries the "printer-

nmessage-fromoperator” Printer attribute, the Printer returns the
attribute with the zero-length value or the ’'no-val ue’ val ue,
respectively.

In addition, the Printer autonatically copies:

1. the value of its "printer-up-tinme" attribute (see [ RFC2911],
section 4.4.29) to its "printer-nessage-tinme" attribute,

2. the value of its printer-current-tine" (dateTine) attribute (see

[ RFC2911], section 4.4.30) to its "printer-nessage-date-tine"
attribute, if supported.
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If the client omits this operation attribute, the Printer does not
change the value of its "printer-nmessage-fromoperator”, "printer-
nmessage-tine" and "printer-nmessage-date-tinme" Printer Description
attributes.

The "printer-nessage-fromoperator” operation attribute MIUST NOT be
supported as an operation attribute for the Set-Printer-Attributes
operation. |If the operator wants to set the Printer’'s "printer-
nmessage-fromoperator” Printer Description attribute when issuing the
Set-Printer-Attributes operation, the client supplies the "printer-
message-fromoperator™ explicitly with its new value as one of the
Printer Description attributes in Goup 2 in the request; the Printer
al so updates its "printer-nessage-tine" and "printer-nmessage- dat e-
time" Printer Description attributes. |If the client does not
explicitly supply the "printer-nmessage-fromoperator” with its new
value in the Set-Printer-Attributes request, the Printer |eaves the
value of the Printer’s "printer-nessage-fromoperator” Printer
Description attribute unchanged.

5.2 j ob-nmessage-from operator (text(127))

The Printer SHOULD support this Operation attribute in follow ng
operations if it supports the corresponding "job-nmessage-from
operator" Job Description attribute.

Cancel - Job
Hol d- Job

Rel ease-Job
Restart-Job

The client OPTIONALLY supplies this attribute in the above
operations. The value of this attribute is a nessage fromthe
operator about the Job object on which the operator has just
performed an operation. |If supported, the Printer copies the val ue
to the Job’s "job-nmessage-from operator” Job Description attribute
(see [ RFC2911], section 4.3.16) (even if this Operation attribute is
a zero-length text value or consists solely of white space).

If the Printer supports this operation attribute, it MJST support
both a zero-length text value and the ’'no-value’ out-of-band val ue
(see [ RFC2911], section 4.1), to indicate that the operator has sent

no nessage. In this case, the Printer sets the value of the "job-
message-fromoperator” to the zero-length value or 'no-value’ out-
of - band val ue, respectively. |If the client queries the "job-

nmessage-fromoperator” Job attribute, the I PP object returns the
attribute with the zero-length value or the ’'no-val ue’ val ue,
respectively.
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If the client omits this attribute, the Printer does not change the
val ue of its "job-nmessage-fromoperator" Job Description attribute.

Note: There are no correspondi ng 'job-nmessage-tinme" and "j ob-
message-date-tine" Job Description attributes, since the usua
lifetine of ajob is linmted.

The "j ob-nessage-fromoperator" operation attribute MIUST NOT be
supported as an operation attribute for the Set-Job-Attributes
operation. |If the operator wants to set the Job’s "job-nessage-
fromoperator” Job Description attribute when issuing the Set-Job-
Attributes operation, the client MJST supply the "job-nmessage-from
operator” with its new value as one of the Job Description attributes
in Goup 2 in the request. Oherwi se, the Printer |eaves the val ue
of the Job’s "job-nmessage-fromoperator” Job Description attribute
unchanged by not explicitly setting the attribute. |If the client
does not explicitly supply the "job-nmessage-fromoperator”™ with its
new value in the Set-Job-Attributes request, the Printer |eaves the
val ue of the Job’s "job-nessage-fromoperator" Job Description
attribute unchanged.

6 New Printer Description Attributes

The following new Printer Description attributes are needed to
support the new operations defined in this docunent.

6.1 printer-settable-attributes-supported (1lsetOf type2 keyword)

Thi s REQUI RED READ- ONLY Printer Description attribute identifies the
Printer object attributes that are settable in this inplenentation,
i.e., that are settable using the Set-Printer-Attributes operations
(see section 4.1). This attribute MJST be supported if the Set-
Printer-Attributes operations is supported. The Printer MJST reject
attenpts to set any Printer attributes that are not one of the val ues
of this attribute, returning the 'client-error-attributes-not-
settabl e’ status code (see section 7.1). The value of this attribute
MAY depend on the val ue of the "docunent-format" operation attribute
supplied in the Get-Printer-Attributes operation (see [ RFC2911],
section 3.2.5.1).

St andard keyword val ues are:
"none’ . There are no settable Printer attributes.

"xxx':  Where 'xxx' is any of the keyword attribute nanes all owed
by section 4.1.1.
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6.2 job-settable-attributes-supported (1setOF type2 keyword)

Thi s REQUI RED READ- ONLY Printer Description attribute identifies the
Job object attributes that are settable in this inplenentation, i.e.
that are settable using the Set-Job-Attributes operation (see section
4.2). This attribute MIST be supported if the Set-Job-Attributes
operations are supported. The Printer MJST reject attenpts to set
any Job attributes that are not one of the values of this attribute,
returning the "client-error-attributes-not-settable’ status code (see
section 7.1).

St andard keyword val ues are:

"none’ : There are no settable Job attributes.
"xxx':  Where 'xxx’ is any of the keyword attribute nanes all owed
by section 4.2.1.

6.3 docunent-format-varying-attributes (1lsetOf type2 keyword)

This OPTI ONAL READ- ONLY Printer Description attribute contains a set
of attribute name keywords. This attribute SHOULD be supported by a
Printer object if the Printer object has Printer attributes whose
val ue vary dependi ng on docunent format (see [RFC2911], Get-Printer-
Attributes operation). This attribute specifies which attribute

val ues can vary by docunent-format. |If an attribute s nane, "xxx",
is a menber of this attribute and the value of attribute "xxx" is
changed with the Set-Printer-Attributes operation that included the
"document-format" operation attribute, then the Printer MJST change
the value for the specified docunent format and no ot her docunent
formats (see section 4.1.2). |If an attribute’s nane, "xxx", is not a
menber of this attribute and the value of attribute "xxx" is changed
with the Set-Printer-Attributes operation, then the attribute is
changed for all docunent formats (whether or not the client supplied
the "docunent-format" operation attribute).

6.4 printer-nessage-tine (integer(MN MAX))

This OPTI ONAL READ- ONLY Printer Description attribute contains the
time that the Printer’s "printer-nmessage-fromoperator" was changed
by the operator using any operation where the client supplied the
"printer-nessage-fromoperator” operation attribute (see section 5.1)
or was explicitly set using the Set-Printer-Attributes operation (see
section 4.1). This attribute allows the users to know when the
"printer-message-fromoperator” Printer Description attribute was

| ast set.
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The Printer sets the value of this attribute by copying the val ue of
the Printer’s "printer-up-tinme" attribute (see [ RFC2911], section
4.3.14). If the Printer resets its "printer-up-tine" attribute to 1
on power-up, then it MJST change the value of the "printer-nessage-
time" to O or a negative nunber as specified in [ RFC2911], section
4.3.14.

Note: This attribute hel ps users better understand the context for
the "printer-nmessage-from operator" nessage.

6.5 printer-nessage-date-tine (dateTine)

This OPTI ONAL READ- ONLY Printer Description attribute contains the
date and time that the Printer’s "printer-nmessage-fromoperator" was
changed by the operator, using any operation where the client
supplied the "printer-nessage-fromoperator"” operation attribute (see
section 5.1) or was explicitly set using the Set-Printer-Attributes
operation (see section 4.1). This attribute allows the users to know
when the "printer-nmessage-fromoperator” Printer Description
attribute was | ast set.

This attribute MIST be supported if the Printer supports both the
"printer-nessage-tinme" and the "printer-current-tinme" (dateTine)
attributes (see [ RFC2911], section 4.4.30).

Note: This attribute hel ps users better understand the context for
the "printer-nmessage-from operator" nessage.

6.6 printer-xri-supported (1lsetO collection)

This OPTIONAL Printer Description attribute is a nulti-val ued
attribute where each value has the 'collection’ attribute syntax (see
[ RFC3382]), containing nenber attributes with the sane semantics as
the following I1PP/1.1 READ-ONLY Printer Description attributes,

except for cardinality:

printer-uri-supported (lsetOf wuri)

- see [ RFC2911], section 4.4.1
uri-authentication-supported (1lsetOf type2 keyword)

- see [RFC2911], section 4.4.2.
uri-security-supported (1lsetOr type2 keyword)

- see [RFC2911], section 4.4.3.

Wien setting the "printer-xri-supported" attribute with a Set-

Printer-Attributes request, the Printer MIUST al so set these three
| PP/ 1.1 READ-ONLY Printer Description attributes as a defined side
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effect. Thus, this collection attribute provides the neans to set
these three PP/ 1.1 READ-ONLY attributes atomically so that they are
never left in a partially inconsistent state.

An I PP Printer MIUST NOT provide any other way, using |IPP, to set
these three PP/ 1.1 READ-ONLY Printer Description attributes, since
they are READ-ONLY and MJUST have consistent values at all tines.
Note: The "printer-xri-supported" (lsetO™ collection) attribute can
be put into a directory schenma that requires a single text string
val ue, such as could be used with SLPv2 [ RFC2608], [RFC2609] or
LDAPv3 [ RFC2251], [RFC2252], [RFC2926], by using suitable delimting
characters to separate nmenber attributes of the collection and/or
term nating collection val ues.

The menber attributes of the "printer-xri-supported" (1lsetCf
collection) are given in Table 3.

Table 3 - Menber attributes of "printer-xri-supported" (lsetCf
col l ection)

Menmber attribute client Printer
MUST MUST
suppl y support

Xri-uri (uri) yes yes

Xri-authentication (type2 keyword) yes yes

Xri-security (type2 keyword) yes yes

O her than the uniqueness and the cardinality requirenents, the
semantics of these three menber attributes is given in [ RFC2911]
sections 4.4.1, 4.4.2, and 4.4.3, respectively.

A client can query the current values using the Get-Printer-
Attributes operation by supplying either:

1. the three IPP/1.1 attribute nanes: "printer-uri-supported", "uri-
aut henti cati on-supported”, "uri-security-supported" and getting
back the parallel values OR

2. the single attribute nane: "printer-xri-supported" and getting
back the 1setO™ collection which contains the same information
semantically, but in a different form

A client can query what nenber attribute val ues can be set by

supplying the three attribute nanes: "xri-uri-scheme-supported”
"xri-authentication-supported", and "xri-security-supported” in a
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Get - Printer-Supported-Val ues request and getting back the uri Scheme
and type2 keyword val ues that can be set. Since the "printer-xri-
supported", "uri-authentication-supported", and "uri-security-
supported" attributes are READ-ONLY, they are not queriable with the
Get - Printer-Supported-Val ues operation (see section 4.3). See Table
16.

For exanpl e:

"printer-xri-supported =

{ "xri-uri" = ipp://abc.confpl
"Xri-authentication" = basic
"xri-security" =tls

}1

{ "xri-uri" = ipp://abc.conp2
"xri-authentication" = digest
"Xri-security" =tls

}!

{ "xri-uri" = ipp://abc.con p3
"xri-authentication" = none
"Xri-security" = none

}

woul d cause the Printer to set the three corresponding | PP/1.1 READ
ONLY attributes, each with three parallel values as follows:

"printer-uri-supported" = { ipp://abc.com pl, ipp://abc.com p2,
i pp://abc.com p3 }

"uri-authentication-supported" = { basic, digest, none }

"uri-security-supported" = { tls, tls, none }

6.7 xri-uri-scheme-supported (lsetOf uri Schene)

This OPTIONAL READ- ONLY Printer Description attribute identifies the
URI schenes that the inplenentation supports for use in the
"printer-uri-supported" (lsetO™f uri) Printer Description attribute
(see [ RFC2911] section 4.4.1) and the "xri-uri" menber attribute of
the "printer-xri-supported" (lsetOf collection) Printer Description
attribute (see section 6.6).

A Printer MJST support this attribute if it supports the setting of

the "printer-xri-supported" (1lsetOX collection) with the Set-
Printer-Attributes operation.
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6.8 xri-authentication-supported (1setOf type2 keyword)

This OPTI ONAL READ- ONLY Printer Description attribute identifies the
Cient Authentication nechanisns that the inplenmentation supports for
use in the "uri-authentication-supported” (1lsetOf type2 keyword)
Printer Description attribute (see [RFC2911], section 4.4.2) and the
"xri-authentication" nenber attribute of the "printer-xri-supported"
(1setX collection) Printer Description attribute (see section 6.6).

A Printer MJST support this attribute if it supports setting the
"printer-xri-supported” (lsetOf collection) with the Set-Printer-
Attributes operation.

6.9 xri-security-supported (1lsetOf type2 keyword)

This OPTI ONAL READ- ONLY Printer Description attribute identifies the
URI schenes that the inplenentation supports for use in the "uri-
security-supported" (1setOF type2 keyword) Printer Description
attribute (see [RFC2911], section 4.4.3) and the "xri-security"
menber attribute of the "printer-xri-supported" (lsetOf collection)
Printer Description attribute (see section 6.6).

A Printer MJST support this attribute if it supports setting the
"printer-xri-supported” (lsetO™f collection) with the Set-Printer-
Attributes operation.

7 Additional status codes

This section defines new status codes used by the operations defined
in this docunent.

7.1 client-error-attributes-not-settable (0x0413)

The Set-Printer-Attributes or Set-Job-Attributes operation failed
because one or nore of the specified attributes cannot be set, either
because the attribute is defined to be READ-ONLY or the attribute is
not settable in this inplenmentation (see sections 4.1.3 and 4. 2. 3).
The Printer MJUST return this error code and the attribute keyword
nane(s) and the 'not-settable’ out-of-band value (see section 8.1) in
the Unsupported Attributes Goup (see [RFC2911], section 3.1.7) for
all of the attributes that could not be set. Wen the Printer
returns this status, it MJST NOT change any of the attributes
supplied in the operation.
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8 Addi tional out-of-band val ues

This section defines additional out-of-band values. As with al

out -of -band values, a client or a Printer MJUST NOT use an out - of - band
val ue unless the definition of the attribute in an operation request
and/ or response explicitly allows such usage. See the beginning of

[ RFC2911], section 4. 1.

8.1 'not-settable’ out-of-band val ue

The ’not-settable’ out-of-band attribute value is returned by the I PP
Printer in the Unsupported Attributes group of a response to indicate
that the attribute supplied by the client in the request is READ-ONLY
by definition or is not settable in this inplenmentation

The 'not-settable’ 