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Abstract

This docunent ains to draw the attention of the | CNRG conmunity to
net wor k managenent, an inportant but hitherto underdevel oped area of
research in information-centric networking. W consider that the
avai lability of nodern managenent nechani sns for information-centric
networks will foster their deploynment in real-world environnents.

For exanple, we argue that there is a need for creating basic network
managenent tools early on while ICNis still in the design and
experinmentati on phases that can evolve over tinme. Perhaps |ICN can
borrow successful nechanisns fromthe host-centric paradi gm and adapt
themto the new network primtives. Alternatively, novel network
managenent schenes can be designed based on ICN primtives. As a

di scussion starter, this docunment summarizes recently published
approaches for I CN network managenment. |In particular, this first
versi on presents a nmanagenent franmework for naned data networking and
reviews previous work on Netlnf managenent.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. I nt roducti on

Information-centric networking (1 CN) enabl es new i deas for nam ng and
addressing, privacy, security, and trust, and should also lead us to
t hi nk new ways for depl oying, operating and managi ng networks in the
future. By default, users, prograns, information objects and hosts
are in general untrustworthy and nobile in an information-centric
network. This nmeans that many of the assunptions in traditional

net wor k managenent, including all aspects of FCAPS (Fault,
Configuration, Accounting, Performance, and Security) need to be

ret hought. However, despite the different instantiations of |ICN
architectures, and the plethora of novel research work built on top
of them Ilittle attention has been paid to managenent aspects so far.
This includes both enabling "traditional" network nmanagenent
operations (which work well fromsmall networks to | arge

i nfrastructure networks), and supporting and optim zing intrinsic
procedures of the ICN fabric.

This docunent ainms to draw the attention of 1CNRG to the inportance
of network managenent for real-world deploynents. Today, network
managenent is practically an add-on to host-centric deploynments. W
can do better as we nove forward in ICN research considering the ful
range of deploynents from hone-office environnents to chall enged
networks to tier-1 networks. To this end, we draft sone first
managenent considerations that, on the one hand, capitalize on ICN
concepts for defining managenent procedures and, on the other,
explore the possibilities for defining a comon managenent franework
irrespective of the I CN approach taken. W reckon that the later is
a nmuch nore form dable task and we are | ooking forward to tackling it
together wth other nmenbers of ICNRG W start this exercise in this
first version based on published literature and in particular with a
NDN appr oach.

We argue that addressing managenent at an early stage is not only
inportant for real-world adoption and the successful future

depl oynent of ICN, but also to deal with scenari os where managenent
can sinplify, enhance or optimze ICN network utilization and
performance. The subject becones particularly challenging, as

di sparate characteristics fromdifferent | CN approaches (e.g., in
ternms of namespace, granularity, routing, and so on) inpact the
definition and design of these nmanagenent nechani sns. Section 2

bel ow provides an initial assessnent, proposal and eval uati on of
managenent nmechani sns | everaging NDN intrinsic capabilities based on
[ NDN- MGMT], while Section 3 briefly summari zes earlier work on self-
managenent for Netl nf.

We plan to increnentally develop the draft and incorporate other |ICN
approaches (e.g., [PURSU T] and [NetInf]) as well as address other

Corujo, et al. Expi res August 22, 2013 [ Page 3]



I nternet-Draft | CN Managenent Consi derations February 2013

pertinent aspects as we receive feedback fromthe research group
menbers.

2. NDN Managenent Consi derations

The Nanmed Data Networking [NDN] I CN architecture provides a new
communi cation framework built on named data. Like other ICN
counterparts, such as [NetInf], [PURSU T] and [ DONA], NDN
intrinsically supports security, routing/forwarding, reliability,
caching and even nobility, aimng at scal able and nore efficient
content-distribution than today’'s | P-based approaches. Fostered by
an open-source inplementation [CCNx], NDN has been at the heart of an
active topic with several research contributions evaluating its

depl oynment feasibility and performance in a nunber of scenarios

[ CN- Scenari os] .

NDN relies on a hierarchical, human-readabl e nanespace to address
nanmed data objects, where the nam ng schenme is sinultaneously used to
both nane information and to route it. It relies on content
requesters sending an Interest packet with a Content Nane, where the
prefix can provide information for global and organi zational routing,
whil e the suffix indicates versioning and segnentation details. Wen
a node receives an Interest packet asking for content which matches
what is already available at the node, it responds wth a matching
Dat a packet carrying back the content.

Each NDN node comes with a set of supporting data structures which
enabl e the coordi nation between the transm ssion of Interest packets
with the reception of the correspondi ng Data packets. These
structures include:

1. Content Store: mamintains an indication of |ocally avail able
content, according to name, and is used for Interest packet
matching. |f the content is available at the node, the |Interest
packet is consuned, and a Data packet with the respective content
Is sent towards the request origin.

2. Pending Interest Table (PIT): keeps track of Interest packets
seen previously by the node, on their way to | ocate matchi ng
content. Interest packets in the PIT were not matched to content
available in the node. Basically, PIT maintains a degree of
state regarding Interest packets, mapping themto a correspondi ng
egress network interface.

3. Forward Information Base (FIB): associates naned data to

potential holders of the content. A routing protocol can
popul ate the FIB (although this is outside the scope of NDN) or
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it can be popul ated through registration in a | ocal NDN store.

NDN i ntroduces the concept of a Strategy Layer, which can control

I nterest packet forwarding behavior. It basically determ nes which
is the best interface (or set of interfaces) to send an |nterest
packet. The "strategy" conponent establishes a pre-configured
algorithmfor tackling Interest packet decisions, ranging from
sending it sequentially on each interface until a Data packet is
received, to evaluating which interfaces provide better perfornance
(i.e., lower average RTT) in retrieving certain content (as discussed

in [NDN]).

It is inportant to keep in mnd that NDN repl aces the commonly used
term"interface" with the term"face", since packets can be forwarded
over hardware network interfaces as well as between application
interfaces, further acknow edgi ng the information di sseni nation
capabilities of ICN. This aspect is considered in [NDN] and [ NDN- R],
where progranms can be associated to the NDN governing structures

(li ke the FIB), defining configurations such as "sendToAl|l" and
"sendToBest"” with respect to managi ng the content reachi ng process.
Corujo et al. |[NDN MaMIl exploit these concepts enabling nanagenent
mechani sms to be depl oyed, and steer network operations and NDN
operation, as described in the foll ow ng section.

2.1. Towards a Managenent Framework for NDN

An i nportant aspect supporting network managenent procedures is the
interaction of network information residing at the network side with
i nformati on about the network fromthe perspective of clients
connected to it. The forner includes, for instance, information
stored in the network operator core about user profiles, associated
policies, or data collected by the access network equi pnent, such as
current and past traffic |load levels, active flows, and mai ntenance
i nformati on. Today, such information can be retrieved for managenent
and operation support through dedicated signaling protocols (e.g.,

[ RFC1157], [RFC6733]), or Operation Support Services (0OSS) web
services. The client point of view of the network includes
information that, for exanple, a wireless termnal can provide,
indicating wireless |link quality, average return-trip times (RTT) or
percei ved Quality of Experience (QE)

Both types of information can be capitalized upon allow ng, for
exanpl e, the network to coordi nate network managenent procedures,
considering as input information obtained fromother network el enents
as well as fromuser nodes. One way to generate nanagenent
information in network entities and at client nodes, as well as to
consune and act upon it (i.e., using the managenent i nformation
exchange as a control channel) is to couple NDN nodes w th Managenent

Corujo, et al. Expi res August 22, 2013 [ Page 5]



I nternet-Draft | CN Managenent Consi derations February 2013

Agent (MA) entities.

Fig. 1 (redrawn here from [ NDN-MGMI] for convenience) illustrates how
a MA can be deployed in both network and client entities, interfacing
wth different operational aspects and protocol |ayers of an NDN
node. By using NDN content reaching and di ssem nating nmechani smns,
managenent information can be consuned by the MA to steer not only

t he behavi or of application processes and network interfaces, but
also to interface with NDN supporting structures (i.e. Content

Store, FIB, PIT). Effectively, different kinds of information can be
conveyed to a network node responsible for managi ng the network
(under different perspectives and processes), and resubmtted back
towards client nodes, affecting the way applications interface with
network interfaces and the NDN fabric.

NDN Fabri c

o e e e e e e e e e e emeeeaao +

| Face 0 |
[ + +---+ | +-- - - - +
| | Content Store | ptr/type |  <---->WAN |
| +--------- - No+ +-+----+ +---+ | R +
| AR +| | Face 1

| +-------------- + L R + +---+ | L R +
| | Pendi ng S +| | | <---->|LTE |
| |Interest Tabl e| +eo-em-- + oot | He----- +
I + | | | Face i |

| R + +---+ | R +
| e + I | <--->l M
| | Forward | Fo-mm - + +---+ | - +
| |Information <--------- +| | Face | |

| | Base | +-4----+ +---+ | +-- - - - +
[ + | <---->VolP |
| +---+ | |Video |
e e e e e e e e e e e e e e e e e e e e m o + - +

Figure 1. NDN Managenent Franmework

MA can interface with the PIT and FIB structures, acting as a
dynam c, application- and/or network-controlled interface to the
strategy layer. This could also be used to direct how to forward NDN
I nterest and Data packets, in a configurable nmanner. Regarding
network interfaces, the MA can interface with themnot only to
control (i.e., initiate wreless access scanni ng procedures), but
also to collect information (i.e., an informational event regarding
detected access points). Finally, the MA can also interface with
appl i cation processes, drawi ng out information about the perceived
QS/ QE (e.qg., lost packets or delay froma real-tine video feed) and
al so to execute commands, such as selecting a better video codec when
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the network commands the video flow to be accessed froma different
W rel ess access interface.

Conversely, MA entities residing in network equi pnent can provide
informati onal events as well, but related to network-side |link |ayer
characteristics (such as nunber of attached nodes or | oad), as well
as accepting commands fromthe network (i.e., activate mai ntenance
procedures). Mnagenent processes residing in the network core can

| everage information collected fromapplications, client term nals
and network equi pment, to drive optim zation procedures. Such

optim zation procedures can also tap into other entities, containing
conpl ementary information such as policies and subscription
information, and use it to produce an overall network decision, which
can then be forwarded to nultiple client nodes, in a policy enforcing
way.

An inportant consideration fromthe NDN architecture, is the
hi erarchi cal nanespace, all owi ng nodes to request and convey
managenent data, by sinply using an appropriate prefix (e.g.,
ccn: // domai n/ managenent / ME) .

By | everaging the NDN i nformation-centric dissem nation mechanisns to
convey managenent information and commands as content, these
managenent extensions inherit the intrinsic capabilities of the NDN
architecture, including security and reliability, which are
fundamental for managenent procedures.

2.2. NDN Managenent Operations

In order to inplenment managenent operations, besides the interfacing
capabilities of the MA entity nentioned in the previous section, a
managenent franmewor k needs ot her supporting nmechanisnms in order to
provi de the envi si oned managenent capabilities, while maintaining the
i nherent NDN capabilities. Concretely, when nodes connect to the
networ k, the managenent entities need to becone aware of the
managenent capabilities of the new y-connected node. In addition, an
asynchronous i nformati on exchange capability needs to be provided,
allowi ng not only the request of managenent information, but also the
ability to push information towards a renote node (i.e., sending a
command or an informational event).

2.2.1. Discovery Procedure

The di scovery procedure is illustrated in Fig. 2 (redrawn from

[ NDN- MGMT] ), and borrows for the procedures described in [ NDN-VO P
The procedure starts with the newly connected User Equi pnent (UE)
broadcasting an Interest packet (Fig. 2:1) perhaps with a well-known
content nane (e.g., ccn://domai n/ managenent/ ngnt-case/ ME) to its
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| ocal net work.

S + Fomm i m e a ok +
| +--+ | | oot
| | MAl  UE]| | Net wor k| ME | |
| +--+ | | PR
+-]----- + S +

(1) | NTEREST |

-/ domai n/ managenent / ngnt -case/VE ------------------ >

|

(2) DATA |

I
|
|
| <-/ domai n/ managenment/ ngnt mcase/ VE------------------ |
| (Si gnature, ME-publisher-id, key |ocator |
| DATA: supported security nechani sns) |
| |
| (3) | NTEREST |
| -/ domai n/ managenent / ngnt - case/ ME/ MA- publ i shed-i d/ ->|
| (encrypted with ME's PK: security-mechani sm SKey) |
I I
| (4) DATA |
| <-/ domai n/ managenent / ngnt - case/ ME/ MA- publ i sher-i d/ - - |
| (encrypted with ME's PK: security-mechani sm SKey)
DATA: Session Key received |
|
I

I

|

| (5) | NTEREST

| <-/ domai n/ managenent / ngnt - case/ MA- publ i sher-id/----- |
| /nonce (encrypted)
I

I

|

I

I

|
(6) DATA |
-/ domai n/ managenent / ngnt - case/ MA- publ i sher-id/----- >|
/ nonce (encrypted) |
DATA: Encrypted nonce received |

Figure 2. Secure Managenent Session Establi shnent

The "nmgnt-case" part of the nane can be used to select different
aspects of managenent capabilities allowed by a Managenent Entity
(ME) (i.e., a managenent decision point in the network). The ME then
replies to this Interest with a Data packet (Fig. 2:2), providing its
shorthand identifier (i.e., Me-publisher-key) and a key | ocator,
indicating howto retrieve its public key (assumng it is authorized

by another key trusted by the UE). In this way, the MA at the UE
recogni zes the ME as a valid signer (and provider) of managenent
content.

A session key, Ks, is generated by the MA, considering an encryption
algorithmfromthe ones indicated by the ME in the Data packet. The
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MA then expresses its desire to receive (and reply to) Interests

mat chi ng a specific NDN nanme associated with the nanagenent service
(e.g., ccn://domai n/ managenent / ngnt - case/ ME/ MA- publ i sher-id), where
MA- publ i sher-id uniquely and globally identifies the MA, through a
cryptographic digest of its public key. After this, the MA sends an
Interest packet (Fig. 2:3) to retrieve managenent Data fromthe ME
containing the short-hand identifier of the MA (MA-publisher-id), the
chosen encryption al gorithm and session key (Ks), both encrypted with
the public key of the ME. In this way, the confidentiality of the
content exchanged between the ME and the MA is guaranteed. The M
responds with a Data packet (Fig. 2:4) signaling the reception of the
sessi on Key.

Bef ore the actual exchange of nmanagenent data begins, the ME
generates a challenge (i.e., a nonce) which is sent via an |Interest
packet (Fig. 2:5) to the MA, indicating through a named data nane
that it requests the reception of the response to this chall enge,

sent by the MA using a Data packet (Fig. 2:6). This allows the M,
after verifying the signature of the Data packet, to verify that the
encryption algorithmand the session key are valid for the MA, naking
it ready to exchange information for coordinati ng managenent
procedures in the network.

2.2.2. WManagenent Data Exchange

After the discovery and security establishnment procedures have been
finalized, the framework provides the capability for both the MA and
the ME to securely obtain managenent content from one anot her.

In order to push unsolicited content, a dual Interest/Data procedure
can maintain conpatibility with the Interest and Data exchange/
consunption of the NDN architecture. Fig. 3 (redrawn fromFig.2 of

[ NDN-MGMT]) illustrates the procedure which is initiated by the MA
In this case, the MA intends to push nanagenent information to the
ME. It does so via an Interest packet manifesting its interest in
recei vi ng managenent content with a |ocal sequence nunber. This
sequencing allows the recovery of new content over cached content.

If the MEis interested in retrieving content fromthe MA, it answers
back with a Data packet, where it indicates that it is willing to
recei ve managenent content. Then, the ME sends an Interest packet to
retrieve the managenent data with the sequence nunber provided by the
MA, which responds with a Data packet containing the information it
wanted to push into the ME
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S SR + R +
| +--+ | | oo |
| | MA]  UE] | Net wor k| ME | |
| +--+ | | oot
+-|----- + Fommm e e +

| (1) | NTEREST
-/ domai n/ managenent / f aces/ MA- publ i sher-i d/ seq_num ->

(2) DATA
<-/ donai n/ mnagenent / f aces/ MA- publ i sher-i d/ seq_num -
(Si gnat ure)

DATA: content seq_num accept ed

-/ domai n/ managenent / f aces/ MA- publ i sher-id/ seq_num -

I

I

I

I

I

I

| (3) | NTEREST

|<

I

| (4) DATA

| -/ domai n/ managenent / ngnt - case/ ME/ MA- publ i sher-id/-->
| (Si gnature)

| DATA: managenent data (encrypted with Ks)
I

Figure 3. Content Managenent Push
.3. Inplenmentation Experience

As a proof-of-concept, a software prototype of the managenent
framewor k was devel oped for [ NDN-MGMT], using the CCNx Java API
[CCNx]. At this early stage, it includes the inplenentation of an ME
and an MA as NDN applications, supporting the NDN managenent
operations outlined in Fig. 3. Thus, the ME and the MA can push
unsolicited content to each other, related wth managenent

oper at i ons.

To validate this basic prototype, [NDN-MaGMI| considered a specific
use case supported by the framework, i.e., face managenent. This
entails configuring and sel ecting an appropriate face in a UE to
retrieve a given content. Based on the CCNx, an eval uation test-bed
was depl oyed including an NDN UE (featuring an MA and a set of
network interfaces), a content server and a network node (featuring
an ME). These entities are interconnected by a set of NDN routers.
The purpose of the evaluation scenario is to denonstrate feasibility
for the protocol exchanges nentioned earlier. Note that the code has
been tested in a small-scale environment where the ME i s topol ogy-
awar e and keeps track of conditions of the access networks that are
avai lable to the UE. Thus, the ME can provide the MA with managenent
information reporting the appropriate face for content retrieval, or
an alternative point of access that could be used to inprove the
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performance. The MA uses the managenent information to reconfigure
the FIB (and possibly the network interfaces) in the UE, setting the
appropriate face to forward subsequent |nterests.

For validation purposes, a |ocal application was al so inplenented at
the NDN UE that works simlarly to a ping utility, generating
periodic Interests that match a given prefix (served by the content
server), and conputing the Round Trip Tine of each Interest/Data
exchange. The RTT val ues obtained by this application in [ NDN-MGMT],
i ndicate that the performance of the NDN managenent franmework in the
consi dered eval uation scenario is satisfactory, given the early stage
of this work. Further devel opnent and testing is ongoi ng.

3. Netlnf Managenent Consi derations

Earl y- phase work in Netlnf nanagenent [NetlnfSelfX] discussed a two-
fold problem The first question that arises is whether it is
possi bl e by adopting a new set of network primtives and in-network
storage to usher a new type of network managenent. In other words,
can networ k managenent becone information-centric while handling
often host-centric data? The second question is whether an
information-centric network is nore suitable for self-nmanagenent
mechani snms than | P-based networks are. In particular with respect to
the later, [NetInfSelfX] introduced sone design considerations for
addi ng sel f-managenent nechani sns in Netlnf.

O interest fromthis early work are two exanpl es where network
managenent can play a new role. First, network managenent can get

i nvol ved in decisions about caching and (re)distribution of content,
and not only whether an (inter)face is on or off, or what traffic
[imts should be enforced. Moreover, network policies can be

di stributed securely in the same way as other content in the network,
removi ng the need for centralized managenent, and enabling inproved
recovery procedures. Second, network managenent can get involved in
nore intricate processes such as controlling nultiaccess support,
internedi ating for content adaptation when deened appropriate, and
enabling richer tools for traffic engineering.
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5.

| ANA Consi der ati ons
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