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Abstract

Thi s docunent describes an Add-on as a good practice for websites
provi ding encrypted connectivity (HTTP over TLS).

Requi rement s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on May 6, 2014.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
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limted to just one way doing this.

Alist of a few encryption algorithns:

(1) Advanced Encryption Standard (AES)
(2) Data Encryption Standard (DES, 3DES)

(3) Ron’s Code 4 (RC4)

(4)

As an exanple a list of some kinds of the Canellia encryption
al gorithm [ CAMELLI A] (nanmes taken from OpenSSL hel p [ OPENSSL] ) :

(1)
(2)
(3)
(4)
(5)
(6)

CAMELLI A-128- CBC:
CAMELLI A- 128- ECB:
CAMELLI A-192- CBC:
CAMELLI A-192- ECB:
CAMELLI A- 256- CBC:
CAMELLI A- 256- ECB:
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A list of possible secure |ayer used:

(1) The Secure Sockets Layer (SSL) Protocol
(1a) Version 2.0 [SSLv2]
(1b) Version 3.0 [SSLv3]

(2) The Transport Layer Security (TLS) Protocol
(2a) Version 1.0 [TLSv1. 0]
(2b) Version 1.1 [TLSv1. 1]
(2c) Version 1.2 [TLSv1. 2]

A list of possible Cphersuites for Transport Layer Security (TLS)

(1) Pre-Shared Key Ci pher Suites [ RFC4279]

(2) Elliptic Curve Cryptography (ECC) G pher Suites [ RFC4492]

(3) Pre-Shared Key (PSK) G pherSuites with NULL Encryption [ RFC4785]
(4) AES Gal ois Counter Mde (GCM Ci pher Suites [RFC5288]

(5) DES and | DEA G pher Suites [RFC5469]

(6) ECDHE_PSK Ci pher Suites [RFC5489]

(7) Canellia C pher Suites [RFC5932]

(8) ...

A list of a few hashing al gorithns:

(1) the MD5 Message-Di gest Algorithm[M5] used commonly in past
(2) the US Secure Hash Algorithm 1l (SHAl) [SHAl1l] used in present
(3)

Only the X. 509 Certificates [PKIX] are static, all other
i nformations depend on the capabilities of the used web browser.

Because not every browser allows you to view all these infornations,
especially the C pher Suite the browser has picked for use,
it is a good practice to show these informations on the website.

Wth nost browsers you can view the used X 509 certificates of the
actual session, but have no direct conparison if they are the
correct ones. The X. 509 certificates which are shown by the browser
and these fromthis Add-on MJUST match; other ways there is going on
a man-in-the-mddl e attack.

2. Inplenmenting this Add-on
This Add-on is just one page of the website. |Its content MJST be
compl etely generated on server side. The Common Gateway |Interface
[CA] is RECOMENDED to be used. There MJST be a relative reference
to this page as defined in [ RFC3986] Section 4. 2.
For doing so see the sanple scripts at Appendix A

To see how this Add-on works, see [ MYADDQ\ .
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2.1. Content of this Add-on
The i nformati ons MJST be the foll ow ng:

(1) The actual date and tinme fornmatted as specified in [ RFC5322]
Section 3.3. |t MJUST NOT differ nore than 5 seconds from
actual date/tine

(2) The cipher specification nane

(3) Nunber of cipher bits (actually used)
(4) Nunber of cipher bits (possible)

(5) The SSL Protocol version: SSLv2, SSLv3
TLSv1.0, TLSv1.1, TLSv1.2,

(6) If cipher is an export cipher: false, true
(7) If secure renegotiation is supported: false, true

(8) Algorithmused for the public key of server’'s certificate
(9) Algorithmused for the signature of server’s certificate
(10) Issuer DN of server’'s certificate

(11) Subject DN in server’'s certificate

(12) The serial of the server certificate

(13) The version of the server certificate

(14) Vvalidity of server’'s certificate (start tine)

(15) Vvalidity of server’'s certificate (end tine)

(16) Client certificate verification
NONE, SUCCESS, GENERCUS or FAI LED: reason

(17) SSL conpression nmethod negotiated: NULL when di sabl ed

For connections where X 509 certificates are used for authentication
these informati ons are RECOMVENDED:

(18) Algorithmused for the public key of client’s certificate
(19) Algorithmused for the signature of client’s certificate
(20) Issuer DN of client’s certificate

(21) Subject DNin client’s certificate

(22) The serial of the client certificate

(23) The version of the client certificate

(24) Vvalidity of client’'s certificate (start tine)

(25) Vvalidity of client’s certificate (end tine)

(26) Nunber of days until client’s certificate expires

This information MAY be given:

(27) The hex-encoded SSL session id
(28) Contents of the SNI TLS extension (if supplied with CientHello)

Hoehl hubner Expires May 6, 2014 [ Page 4]



Internet-Draft I nformati onal Add-on for HITP over SSL/TLS Nov 2013

These OPTIONAL i nformations depend on the used software:

(29) The SSL-nodul e program version: e.g. Apache nod_ssl version
(30) The SSL program version: e.g. OpenSSL version

See Appendix B for a sanple content.

2.2. Formating/Presenting of this Add-on
You SHALL present this information sinple, plain Text is enough
When using HTML there MJST NOT be any resources linked in from3rd
party. Using only a subset of [HTM.2.0] is RECOVVENDED.
The content SHOULD NOT be translated to any other |anguage.
Presenting the content in sorted order is OPTI ONAL.

3. | ANA Consi derations
There are no requests for 1 ANA actions in this docunent.

4. Security Considerations

When inplenenting this information as a popup wi ndow in the browser,
this informati on MJUST al so be avail able with enabl ed popup-bl ocker

The I nplementati on MUST NOT use any scripts, that run on client side:
e.g. Javascript,

There SHOULD al so be no references to other websites inside this
Add- on page

5.  Acknow edgenent s
6. Recommendati ons
Using a standardi zed URL is RECOMVENDED, for nore see Section 8.
7. References
7.1. Normative References
7.2. Informative References
[ CAMELLI A] WMatsui, M, Nakajima, J., and S. Moriai, "A Description
of the Canellia Encryption Al gorithni, RFC 3713,
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Language - 2.0", RFC 1866, Novenber 1995.
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[ MYADDON| A working inplenmentation of this Add-on on ny website at
https://ssl. mat hemai nzel . i nfo/ sslinfo/

8. Di scussi ons

It MAY be good to have a standardized URL for this Add-on;
e.g. https://ww. exanpl e.conf sslinfo/

A releative reference at the nain page inside the encrypted part is
RECOMVENDED.

It is OPTIONAL to place an Absolute URI as defined in [ RFC3986]
Section 4.3. outside the encrypted website part.
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Appendi x A.  Script Exanples

Use the followi ng script exanples as a tenplate for your
i npl ementation of this Add-on

The first two exanpl es generate identical content, the third
exanpl e presents the content of Section 2.1. wunsorted.

(a) Exanple 1. Cd-script, can be used on nobst Linux systens
(b) Exanple 2. PHP-script
(c) Exanple 3. Cd-script (a conpiled C program

Exanmple 1. CG-script, can be used on npbst Linux systens

<CODE BEGQ NS>
#!/ bi n/ sh

printf "Content-type: text/plain\n\n"

printf "SSL informations: $(date --rfc-2822)\n"

printf " \n\n"
if [ "$HTTPS" == "on" ]; then

env | grep --regexp=""SSL_" | sort
el se

printf "No SSL information avail able.\n"
fi
<CODE ENDS>
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Exanpl e 2. PHP-scri pt

<CODE BEGQ NS>
<?php

header ( "Content-type: text/plain" );

print "SSL informations: " . date( "r" ) . "\r\n";
print " \r\in\r\n";
if ( isset( $_SERVER[' HTTPS'] ) && ( $_SERVER[' HTTPS'] == "on" ) ) {

$list = array( );
$nnbr O Val ues = 0;
foreach ( $_SERVER as $key => $value ) {

if ( substr( $key, 0, 4 ) == "SSL_" ) {
$list[ $nnbrOf Val ues++ ] = $key . "=" . $val ue;
}
sort( $list ); /'l sort content before printing ...

for ( $iter = 0; $iter < $nnbrOF Val ues; Siter++ ) {
print $list[ $iter ] . "\r\n";

}
}
el se {
echo "No SSL information available.\r\n";
}
>
<CODE ENDS>
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Exanple 3. CGA-script (a conpiled C program

<CODE BEGQ NS>
[* Conpiles with GNU C conpiler on Linux, Wndows,
*

* When using Mcrosoft C/ C++ in Wndows,

for timezone behave in a non-standard way;

*/

#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>
#i ncl ude <tine. h>

#ifdef __linux__

#i ncl ude <uni std. h>

#endi f

int main( int argc, char* argv[ ], char** envp )

{ [* char* envp[ ] */
char* psz;

char szDateTine[ 80 ];

time_t tnow = time( NULL )
struct tnmt trmow = localtine( & now );

strftinme( szDateTinme, sizeof( szDateTime ) - 4,
"%, Y%d Y% % % 9M %S %z", tmmow );

printf( "Content-type: text/plain\ir\n\r\n" );

printf( "SSL informations: %\r\n", szDateTine );
printf( " \r\in\r\n" );

if ( ( psz = getenv( "HTTPS" ) ) && ( strcmp( psz,
char** ppsz = envp;

[* print content without sorting ... */
while ( ppsz && *ppsz )
{

if ( strncnp( *ppsz, "SSL_", 4) ==0)
printf( "%\r\n", *ppsz );
pPpSz++;
}
}

el se
printf( "No SSL information available.\r\n" );

return O;

}
<CODE ENDS>

Hoehl hubner Expires May 6, 2014

on" )

Nov 2013

strftine format specifiers

::0))

[ Page 10]



Internet-Draft I nformati onal Add-on for HITP over SSL/TLS Nov 2013

Appendi x B. Add-on Sanpl e Cont ent
The first exanple shows a conpl ete Add-on sanple content in sorted
order, the other exanples shows only that nay differ when using
anot her browser.
For meani ng of the nunbers in brackets see Section 2.1
(a) Exanple 1. A conplete sanple content

(b) Exanple 2.
(c) Exanple 3.

Exanple 1. A conpl ete sanple content

SSL informations: Thu, 01 Jan 1970 00: 00: 00 +0000 (1)
SSL_Cl PHER=AES256- SHA (2)
SSL_Cl PHER_ALCKEYSI ZE=256 (4)
SSL_Cl PHER_EXPORT=f al se (6)
SSL_Cl PHER_USEKEYSI ZE=256 (3)
SSL_CLI ENT_VERI FY=NONE (16)
SSL_COWPRESS_METHOD=NULL (17)
SSL_PROTOCOL=TLSv1 (5)
SSL_SECURE_RENEG=t r ue (7)
SSL_SERVER A KEY=r saEncryption (8)
SSL_SERVER A S| G=shalW t hRSAEncrypti on (9)
SSL_SERVER | DN=/ C=--/ O=SonmeOr g/ OU=SoneOr gUni t / CN=Root CA (10)
SSL_SERVER | DN C=-- (10)
SSL_SERVER | _DN_CN=Root CA (10)
SSL_SERVER | DN O=SoneOr g (10)
SSL_SERVER | _DN_OU=SoneOr gUni t (10)
SSL_SERVER_M SERI AL=01 (12)
SSL_SERVER_M VERS| ON=3 (13)
SSL_SERVER S DN=/ C=AT/ CN=wwv. exanpl e. com (11
SSL_SERVER S DN_C=AT (12)
SSL_SERVER S DN _CN=www. exanpl e. com (11)
SSL_SERVER_V_END=Dec 31 23:59:59 1970 GMI (15)
SSL_SERVER_V_START=Jan 01 00: 00: 00 1970 GMVI (14)
SSL_SESSI ON_| b=000000000000000000000000000000000000000000000 (27)
SSL_TLS_SN =www. exanpl e. com (28)
SSL_VERSI ON_| NTERFACE=npd_ssl /2. 2. 15 (29)
SSL_VERSI ON_LI BRARY=CpenSSL/ 1. 0. 0-fi ps (30)

Hoehl hubner Expires May 6, 2014 [ Page 11]



Internet-Draft I nformati onal Add-on for HITP over SSL/TLS Nov 2013

Exanpl e 2.

SSL informations: Thu, 01 Jan 1970 00: 00: 00 +0000

SSL_Cl PHER=RCA4- MD5

SSL_Cl PHER_ALGKEYSI ZE=128
SSL_Cl PHER_EXPORT=f al se
SSL_Cl PHER_USEKEYSI ZE=128
SSL_CLI ENT_VERI FY=NONE
SSL_COMPRESS_METHOD=NULL
SSL_PROTOCOL=SSLv3
SSL_SECURE_RENEG=f al se

Exanpl e 3.

SSL informations: Thu, 01 Jan 1970 00: 00: 00 +0000

SSL_Cl PHER=AES128- SHA256
SSL_Cl PHER_ALGKEYS| ZE=128
SSL_Cl PHER_EXPORT=f al se
SSL_Cl PHER_USEKEYSI ZE=128
SSL_CLI ENT_VERI FY=NONE
SSL_COVPRESS_METHOD=NUL L
SSL_PROTOCOL=TLSv1. 2
SSL_SECURE_RENEG=t r ue
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