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Abstract

This draft defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet community.
In particular, it describes managed objects relevant for IP routes
using I P Fast-Reroute [ RFC5714]

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 28, 2014.
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2.

2.

There are certain configuration attributes for |P Fast-Reroute that
shoul d be configured to enable I P Fast Reroute in the context of the
| GP. These configuration attributes of |IP Fast-Reroute are not
covered by this MB nodule. Exanples include whether |IP Fast-Reroute
is enabled on a network region (i.e. an OSPF area or 1S-1S level) and
the desired | ocal hold-down tinmer [RFC5286], whose proper value is
dependent upon the size of the network region.

It is possible for traffic other than IP to depend upon and use the
al ternate next-hops conputed by I P Fast-Reroute. An exanple would be
MPLS traffic whose path is configured via LDP [ RFC5036]. The
additional details (for exanple, outgoing MPLS | abel) pertaining to
alternate next-hops that are required by such traffic are not covered
by this M B nodul e.

An | P route may be reachable via nultiple primary next-hops which
provi de equal -cost paths. Were IP Fast-Reroute is enabl ed, each
primary next-hop will be protected by one or nore alternate next-
hops. Such an alternate next-hop may itself be a primary next-hop.

1. The SNMP Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Framewor k, please refer to section 7 of
[ RFC3410] .

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
objects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,

[ RFC2578], STD 58, [RFC2579] and STD 58, [RFC2580].

Brief description of MB (bjects
1. ipFrrProtectStats G oup

The gl obal objects in this group provide sunmary information rel ated
to protection for all IP routes. The information avail abl e includes
counts of all routes, of all protected routes, of all unprotected
routes, of all routes which are protected against a link failure, and
of all routes which are protected against a node failure.
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2.2. ipFrrinstanceTabl e

The i pFrrilnstanceTabl e provi des information about configuration of IP
FRR i nstantiations on a node. A single node may have multiple
i nstances of IP FRR using different algorithnms or protocols.

2.3. ipFrrifTable

The i pFrrifTabl e provides information about configuration of
interfaces for | PFRR

2.4. ipFrrProtectStatsTabl e

The i pFrrProtectStatsTabl e conpl enments the i pFrrProtectStats group by
providing statistics per IP FRR instance.

2.5. ipFrrAtTable

The i pFrrAltTabl e extends the inetC drRouteTabl e [ RFC4292] to provide
i nformati on about each alternate next-hop associated with a primary
next-hop used by a route. Statically configured alternate next-hops
associated with primary next-hops can be created.

2.6. ipFrrNoAltTable

The i pFrrNoAlt Tabl e extends the inetC dr Rout eTabl e [ RFC4292] to
provi de informati on about the routes which do not have an alternate
next - hop associated with any of the route’s primary next-hop. The
entry provides an explanation for the |ack of protection.

3. | P Fast-Reroute M B Mdul e Definitions

| PFRR-M B DEFI NI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
Gauge32,
I nt eger 32 FROM SNWPv2- SM -- [ RFC2578]
RowSt at us
FROM SNWPv2- TC -- [ RFC2579]
MODUL E- COVPLI ANCE,
OBJECT- GROUP FROM SNVPv2- CONF - - [ RFC2580]
| net Addr essType,
| net Addr ess FROM | NET- ADDRESS- M B -- [ RFC4001]
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i flndex, Interfacel ndex FROM I F-M B - -
3]

i p FROM | P-M B -- [ RFC4293]

net C dr Rout eDest Type,

net G dr Rout eDest ,

net G dr Rout ePf xLen,

net G dr Rout ePol i cy,

net G dr Rout eNext HopType,

net C dr Rout eNext Hop FROM | P- FORWARD- M B
-- [ RFC4292]

I ANAI pRout ePr ot ocol FROM | ANA- RTPROTO- M B

i pFrrM B MODULE- | DENTI TY
LAST- UPDATED "201405261200Z" -- May 26, 2014
ORGANI ZATION "draft-ietf-ipfrr-ip-mb-03.txt"
CONTACT- | NFO

A S Kiran Koushi k
Cisco Systens Inc.
EMai | : kkoushi k@i sco. com

John WFIlick
Hewl ett Packard Conpany
EMai |l : john.flick@p.com

Alia Atlas
Juni per Networ ks
Emai | : akatl as@ uni per. net

St ephane Lit kowski
Orange Busi ness Service
Emai | : stephane. |litkowski @range. com

DESCRI PTI ON
"I P M B nodul e for managenent of | P Fast-Reroute.

Copyright (C The Internet Society (date).
This version of this MB nodule is part of
draft-ietf-rtgwg-ipfrr-ip-mhb-03.txt"

REVI SI ON "201405261200Z2" -- May 26, 2014

[ RFC286
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DESCRI PTI ON

"Add i pFrrilnstanceTabl e.

Add i pFrrlfTabl e.

i pFrrProtect StatsTabl e conpl enents i pFrrProtectStats to ha
ve statistics per instance.

Add i pFrrAltMetric2, ipFrrAltMetric3, ipFrrAtBest, ipFrrA
| t NonBest Reason to i pFrrAltEntry.

Add integer values to ipFrrAtType.

Add integer values to ipFrrAltProtectionAvail abl e.

Changed attachenment of ipFrrAltStatus in ipFrrAltEntry."

REVI SI ON "201203131200Z" -- Mar 13, 2012
DESCRI PTI ON

"Editorial changes. Added new type to i pFrrAtType."
REVI SI ON "200502181200Z" -- February 18, 2005
DESCRI PTI ON

"Add Set operations on ipFrrAltTable"
REVI SI ON "200502131200Z" -- February 13, 2005
DESCRI PTI ON

"Initial version."
c:={ ip ZZZz} -- To be assigned by | ANA

-- Top level conponents of this M B nodul e.

i pFrrM BObj ects OBJECT IDENTIFIER ::= { ipFrrMB 1 }

i pFrrProtect Stats OBJECT IDENTIFIER ::= { ipFrrMBObjects 1 }
-- the IP FRR M B-G oup

-- Acollection of objects providing sunmarized information
-- about the protection availability and type of alternate paths
-- provided by |IP Fast-Reroute mechani sms.

i pFrrTot al Rout es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of IPv4 valid routes known by this entity."
.= { ipFrrProtectStats 1 }

i pFrr Unpr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of |IPv4 valid routes known by this entity
whi ch do not have an alternate next-hop associ ated
with any primary next-hop."
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;= { ipFrrProtectStats 2 }

i pFrrProtectedRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of |Pv4 routes known by this entity
whi ch have at | east one alternate next-hop."

;= { ipFrrProtectStats 3 }

i pFrrLi nkProt ect edRout es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |Pv4 routes known by this entity
for which all alternate next-hops provide |ink
protection for their associated primary next-hops."
.= { ipFrrProtectStats 4 }

i pFrr NodePr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of |IPv4 routes known by this entity
for which all alternate next-hops provi de node
protection for their associated primary next-hops."

c:={ ipFrrProtectStats 5 }

i pv6Frr Tot al Rout es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of IPv6 valid routes known by this entity."
.= { ipFrrProtectStats 6 }

i pv6Frr Unpr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of IPv6 valid routes known by this entity
whi ch do not have an alternate next-hop associ ated
Wi th any primry next-hop."

c:={ ipFrrProtectStats 7 }
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i pv6Frr Prot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of |Pv6 routes known by this entity
whi ch have at | east one alternate next-hop."

.= { ipFrrProtectStats 8 }

i pv6FrrLi nkProt ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of |IPv6 routes known by this entity
for which all alternate next-hops provide |link
protection for their associated primary next-hops."

c:={ ipFrrProtectStats 9 }

i pv6Frr NodePr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of |Pv6 routes known by this entity
for which all alternate next-hops provi de node
protection for their associated primary next-hops."

= { ipFrrProtectStats 10 }

-- the IP FRR i nstance M B-group

-- The ipFrrinstanceTabl e provides detail on current |PFRR
-- instances activated on the node

i pFrrinstanceTabl e OBJECT- TYPE

SYNTAX SEQUENCE CF | pFrrilnstanceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This entity’s I P Fast Reroute Instance table."
c:={ ipFrrM Bbjects 4 }

i pFrrinstanceEntry OBJECT- TYPE
SYNTAX | pFrrinstanceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing information on a particul ar
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IP FRR i nstance on the node."

I NDEX { ipFrrilnstanceld

}
.= { ipFrrinstanceTable 1 }

| pFrrinstanceEntry ::= SEQUENCE {
i pFrrinstanceld | NTEGER
i pFrrinstanceProtocol | ANAI pRout ePr ot ocol ,
i pFrrinstanceAl gorithm I nt eger 32,
i pFrri1nstancePer Prefi xConput ati on | NTEGER
i pFrrinstanceRowsSt at us RowSt at us
}
i pFrrinstanceld OBJECT- TYPE
SYNTAX I nteger32 (1..255)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object specifies an identificator a of particular |IPFR

R i nstance.
o= { ipFrrinstanceEntry 1 }

i pFrrinstanceProtocol OBJECT- TYPE

SYNTAX I ANAI pRout ePr ot oco
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This object specifies the protocol used by the |IPFRR instan
ce."
.= { ipFrrinstanceEntry 2 }
i pFrrinstanceAl gorithm OBJECT- TYPE
SYNTAX | NTECER ({
| oopFree(1),
| oopFreeRenot e(2),
| oopFreeTl (3),
nrt(4)
}
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This object specifies the algorithmused by the I PFRR i nsta
nce. "

.= { ipFrrinstanceEntry 3 }

i pFrri1nstancePer Prefi xConput ati on OBJECT- TYPE
SYNTAX | NTEGER {
fal se(0),
true(l)
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MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This object specifies if per prefix conputation is used.”
.= { ipFrrinstanceEntry 4 }

i pFrrinstanceRowsSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

o= ibFrrInstanceEntry 5}

-- the IP FRR Interface M B-G oup

-- I pFrrifTabl e provides information on configuration
-- of interfaces for |PFRR

i pFrrifTabl e OBJECT- TYPE

SYNTAX SEQUENCE CF I pFrrifEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This entity’s IP Fast Reroute Alternates Interface configu
ration table.”

:={ ipFrrMBbjects 5}

i pFrrifEntry OBJECT- TYPE
SYNTAX I pFrrifEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing information on a particular instance of
an |PFRR interface."

I NDEX { ipFrrilnstanceld,
i f1ndex

}
= { ipFrrifTable 1}

IpFrrifEntry ::= SEQUENCE {
i pFrrifProtectionType BI TS,
i pFrrifCandi date | NTEGER
i pFrr1fRowsSt at us RowSt at us
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i pFrrifProtecti onType OBJECT- TYPE
SYNTAX BITS {
nodePr ot ect (0),
i nkProtect (1),
nodel i nkPr ot ect (2)

}
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This object specifies the scope of protection requested for
the protection of the destinations.
nodePr ot ect neans node protection only conpared to nodelink
Protect which neans node protection
if available and Iink protection if not available. "
{ ipFrrifEntry 1 }

i pFrr1f Candi date OBJECT- TYPE
SYNTAX | NTECER ({
false (0),
true (1)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object specifies the scope of protection requested for
the protection of the destinations.
nodePr ot ect nmeans node protection only conpared to nodelink
Protect which neans node protection
if available and link protection if not avail abl e.
= { ipFrrifEntry 2}

i pFrrilfRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

{ ibFrrIfEntry 3}

-- the IP FRR Stats M B- G oup

-- i pFrrProtect StatsTabl e provi des provides

-- protection availability and type of alternate paths

-- provided by |IP Fast-Reroute nmechani sms per | PFRR instance.

i pFrrProtect StatsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pFrrProtectStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
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"This entity’'s |IP Fast Reroute Alternates statistics table.
o= { ipFrrMBbjects 6 }

i pFrrProtect StatseEntry OBJECT- TYPE
SYNTAX | pFrrProtect StatseEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing information on a particular instance of
| PFRR.

I NDEX { ipFrrilnstanceld

}
c:={ ipFrrProtectStatsTable 1 }

| pFrrProtectStatsEntry ::= SEQUENCE {
i pFrr St at sTot al Rout es Gauge32,
i pFrr St at sUnpr ot ect edRout es Gauge32,
i pFrr St at sProt ect edRout es Gauge32,
i pFrr St at sLi nkPr ot ect edRout es Gauge32,
i pFrr St at sNodePr ot ect edRout es Gauge32,
I pv6Frr St at sTot al Rout es Gauge32,
i pv6Frr St at sUnpr ot ect edRout es Gauge32,
i pv6Frr St at sPr ot ect edRout es Gauge32,
i pv6Frr St at sLi nkPr ot ect edRout es Gauge32,
i pv6Frr St at sNodePr ot ect edRout es Gauge32

i pFrr St at sTot al Rout es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of valid routes known by this entity."
;= { ipFrrProtectStatseEntry 1 }

i pFrr St at sUnpr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of valid routes known by this entity

whi ch do not have an alternate next-hop associ ated
Wi th any primry next-hop."

= { ipFrrProtectStatseEntry 2 }

i pFrr St at sProt ect edRout es OBJECT- TYPE
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SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of routes known by this entity
whi ch have at | east one alternate next-hop."
= { ipFrrProtectStatseEntry 3 }

i pFrr St at sLi nkProt ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of routes known by this entity
for which all alternate next-hops provide |link
protection for their associated primary next-hops."

c:={ ipFrrProtectStatseEntry 4 }

i pFrr St at sNodePr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of routes known by this entity
for which all alternate next-hops provide node
protection for their associated primry next-hops."

c:={ ipFrrProtectStatsentry 5 }

i pv6Frr St at sTot al Rout es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of valid IPv6 routes known by this entity."
.= { ipFrrProtect StatsEntry 6 }

i pv6Frr St at sUnpr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of valid IPv6 routes known by this entity
whi ch do not have an alternate next-hop associ ated
with any primary next-hop."

c:={ ipFrrProtectStatsentry 7 }

i pv6Frr St at sProt ect edRout es OBJECT- TYPE
SYNTAX Gauge32
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MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |IPv6 routes known by this entity
whi ch have at | east one alternate next-hop."
= { ipFrrProtectStatsEntry 8 }

i pv6Frr St at sLi nkPr ot ect edRout es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of |Pv6 routes known by this entity
for which all alternate next-hops provide |ink
protection for their associated primary next-hops."

;= { ipFrrProtectStatsentry 9 }

i pv6Frr St at sNodePr ot ect edRout es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |IPv6 routes known by this entity
for which all alternate next-hops provi de node
protection for their associated primry next-hops."
c:={ ipFrrProtectStatsEntry 10 }

-- the IP FRR Alternate M B-G oup

-- The ipFrrAl tTabl e extends the inetC drRouteTable to indicate
-- the alternate next-hop(s) associated with each primary

-- next-hop. The additional indices (ipFrrAltNextHopType and
-- ipFrrAltNextHop ) allow for nultiple alternate paths for a
-- given primary next-hop.

i pFrr Al t Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pFrrAltEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This entity’'s | P Fast Reroute Alternates table.”
c:={ i pFrrMBObj ects 2 }

i pFrrAltEntry OBJECT- TYPE

SYNTAX | pFrrAltEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An entry containing information on a particular route,

one of

its particular (primary) next-hops and one of

t he associ ated al ternate next-hops.

| npl enmenters need to be aware that
nunber of elenments (octets or sub-identifiers)
i net G dr Rout eDest ,
i net G dr Rout eNext Hop,
then O Ds of colunm instances in this table wll
nore than 128 sub-identifiers and cannot
usi ng SNWVPv1,

| NDEX { i

..:{

if the total

in

i net G dr Rout ePol i cy,

and i pFrrAlt Next Hop exceeds 107
have
be accessed
SNVPv2c, or SNWPv3."
net G dr Rout eDest Type,

net G dr Rout eDest ,

net G dr Rout ePf xLen,

net C dr Rout ePol i cy,

net C dr Rout eNext HopType,

net G dr Rout eNext Hop,

pFrr Al t Next HopType,

pFrr Al t Next Hop

}
i pFrrAlt Table 1 }

= SEQUENCE ({
i pFrr Al t Next HopType

i pFrr Al t Next Hop

i pFrr Al t1flndex

i pFrrAlt Type

i pFrr Al t ProtectionAvail abl e
i pFrrAltMetricl

i pFrrAltMetric2

i pFrrAlt Metric3

i pFrrAlt Best

i pFrr Al t NonBest Reason

i pFrrAlt Status

i pFrr Al t Next HopType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The type of the ipFrrNextHop address,

I net Addr essType,
| net Addr ess,

I nt erfacel ndex,
| NTEGER

BI TS,

| nt eger 32,

| nt eger 32,

| nt eger 32,

| NTEGER

OCTET STRI NG,
RowSt at us

as defi ned

Only those address types that

n the | net Address M B.

may appear in an actual

routing table are allowed as values of this object.”

al .
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REFERENCE " RFC 4001"
o= { ipFrrAltEntry 1}

i pFrr Al t Next Hop OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address of the next systemalong the alternate
route.

The type of this address is determ ned by the val ue
of the ipFrrAltNextHopType."
o= { ipFrrAltEntry 2 }

i pFrr Al t1flndex OBJECT- TYPE
SYNTAX I nt erfacel ndex
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The iflndex value which identifies the |ocal
i nterface through which the next hop of this
alternate route should be reached."”
= { ipFrrAltEntry 3}

i pFrrAl't Type OBJECT- TYPE
SYNTAX | NTEGER {

ot her (1), -- type not defined

equal Cost (2), -- primary path

| oopFree (3), -- loop free alternate

| oopFr eeRenot e (4), -- renote loop free alternate

| oopFr eeTunnel (5), -- loop free alternate using a
configured tunnel

| oopFr eeTI (6), -- loop free alternate using to

pol ogy i ndependent al gorithm
nrt (7) -- Maximally Redundant Trees

}
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The type of alternate which is provided by the
al ternate next-hop. The supported types are as
fol | ows:

equal Cost : The alternate next-hop is another
pri mary next - hop.

| oopFree : directed connected LFA as described in RFC5286

| oopFreeRenote : renote LFA as described in draft-ietf-rtg

wg-renote-Ifa
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| oopFreeTunnel : renote LFA reachable through a RSVP-TE or
GRE tunnel

| oopFreeTl : renpote LFA reachable through a SPRI NG tunnel

ot her : The nechani sm by which the alternate next-hop
can be used is not specified.

MRT : Maxi mal | y Redundant Trees, where each
destination has two MRTs associated with it.
These two trees are referred as blue and red
MRTs.
See draft-ietf-rtgwg-nrt-frr-architecture-00.

o= { ipFrrAltEntry 4 }

i pFrr Al t Protecti onAvail abl e OBJECT- TYPE
SYNTAX BITS {
nodePr ot ect (0),
linkProtect(1),
srlgProtect(2),
downst r eanPr ot ect ( 3),
unknownPr ot ecti on(4)

}

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"This object specifies the scope of protection for
which this alternate next-hop can provide failure
protection. The alternate next-hop should provide
one or nore of node-protection and |ink-protection.
If the protection provided by the alternate next-hop
i s unknown, then only unknownProtection should be
speci fied. Specifying uknownProtection with any
ot her type of protection is not supported. "

= { ipFrrAltEntry 5 }

i pFrrAltMetricl OBJECT- TYPE

SYNTAX | nt eger 32

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON

"This is the primary routing netric for this
alternate path to the destination |IP address.
If the alternate path netric is unknown, the val ue
shoul d be set to -1."
o= { ipFrrAltEntry 6 }

i pFrrAlt Metric2 OBJECT- TYPE
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SYNTAX I nt eger 32
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"This is the primary routing netric for this
alternate path fromthe PLR to the alternate.

If the alternate path nmetric is unknown, the val ue
should be set to -1."

o= { ipFrrAltEntry 7 }

i pFrr Al t Metric3 OBJECT- TYPE
SYNTAX | nt eger 32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This is the primary routing netric for this
alternate path fromthe alternate to the destination

If the alternate path netric is unknown, the val ue
should be set to -1."

c:={ ipFrrAltEntry 8 }

i pFrr Al t Best OBJECT- TYPE
SYNTAX | NTEGER { false(0), true(l) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object provides infornmation if the alternate is the
best one."

o= { ipFrrAltEntry 9 }

i pFrr Al t NonBest Reason OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE (0..255))
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"This object provides reason why an alternate is not the b
est one."

o= { ipFrrAltEntry 10 }

i pFrr Al t St atus OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The row status variable, used according to
row installation and renoval conventions."

o= { ipFrrAltEntry 11 }

-- the 1P FRR No Alternate M B- G oup
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-- The i pFrrNoAl t Tabl e extends the inetC drRouteTabl e

-- to indicate which routes are unprotected and the reason

-- why. The indices do not include the primry next-hop because
-- the lack of protection is for the route. This allows easy

-- access to the set of unprotected routes that would be

-- affected by a local failure of their primry next-hop.

i pFrr NoAl t Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pFrrNoAltEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This entity's | P Fast Reroute Unprotected Routes
table. "

o= { ipFrrMBbjects 3}

i pFrrNoAl t Entry OBJECT- TYPE
SYNTAX | pFrrNoAl tEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing the reason why a route does not
have an alternate next-hop. The existence of an
entry for a route indicates that there is no
al ternate next-hop."
I NDEX { i net G dr Rout eDest Type,
i net G dr Rout eDest ,
i net G dr Rout ePf xLen

}
c:={ ipFrrNoAl tTable 1 }
| pFrrNoAlt Entry :: = SEQUENCE {
i pFrr NoAl t Cause | NTEGER
}

i pFrr NoAl t Cause OBJECT- TYPE
SYNTAX | NTEGER {

i pFrrUnavailable (1), -- No valid alternate(s)

| ocal Addr ess (2), -- local/internal address
i pFrrDi sabl ed (3), -- Protection not enabl ed
ot her (4) -- unknown or other cause

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"For valid routes wthout an alternate next-hop, this
obj ect enunerates the reason why no protection is
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avai l able. The possibilities are as foll ows.

i pFrrUnavail able : The supported |IP Fast-Reroute
mechani snms could not find a safe
al t er nat e next - hop.

| ocal Address : The route represents a | ocal address.
This systemis the destination so no
alternate path is possible or necessary.

i pFrrDi sabled : Finding of alternate next-hops is
operational ly di sabl ed.

other : The reason is unknown or different fromthose
specifically enumerated possible causes.”
o= { ipFrrNoAltEntry 1 }
-- conformance information

i pFrr M BConf or mance
OBJECT | DENTI FI ER : :

{ ipFrrMB 2 }

i pFrrM BConpl i ances
OBJECT | DENTI FI ER :

{ 1 pFrrM BConformance 1 }

i pFrr M BG oups
OBJECT | DENTI FI ER : :

{ 1 pFrrM BConformance 2 }
-- conpliance statenents

i pFrrM BConpl i ance MODULE- COVPLI ANCE
STATUS deprecat ed
DESCRI PTI ON
"M ninmumrequirenents to state conformty
to this MB. Supporting only IP v4 addresses
This is deprecated in favor of
i pFrrM Bl net Conpl i ance

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

OBJECT i net G dr Rout eDest Type

SYNTAX I net AddressType { ipv4(1l), ipvdz(3) }
M N- ACCESS read-only

DESCRI PTI ON

A (deprecated) conplying inplenentation at this
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level is required to support |IPv4 addresses only.
Thi s conpliance |level is defined so an

i npl enentation only needs to support the addresses
it actually supports on the devi ce.

OBJECT i net G dr Rout eNext HopType

SYNTAX | net AddressType { ipv4(1l), ipvdz(3) }
M N- ACCESS read-only

DESCRI PTI ON

A (deprecated) conplying inplenmentation at this
level is required to support |Pv4 addresses only.
This conpliance level is defined so an

i npl enentation only needs to support the addresses
it actually supports on the device.

OBJECT i pFrr Al t Next HopType
SYNTAX | net AddressType { ipv4(1l), ipvdz(3) }
M N- ACCESS read-only

DESCRI PTI ON
A (deprecated) conplying inplenmentation at this
| evel is required to support |IPv4 addresses only.
This conpliance level is defined so an
i npl ementation only needs to support the
addresses it actually supports on the device.

MODULE -- this nodul e
MANDATORY- GROUPS { i pFrrBasi cG oup }

.= { ipFrrM BConpliances 1 }

i pFrrM Bl net Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Full conformty to this MB."
MODULE -- this nodule
MANDATORY- GROUPS { i pFrrBasi cG oup }

OBJECT ipFrrAltStatus
SYNTAX | NTEGER { active(1l) }
WRI TE- SYNTAX | NTEGER { createAndCGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not
required.”

.= { ipFrrMBConpliances 2 }

i pFrr ReadOnl yConpl i ance MODULE- COVPLI ANCE
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STATUS current
DESCRI PTI ON

"When this MB is inplenented without support for
read-create (i.e. in read-only node), then that
i npl enmentation can claimread-only conpliance. In that
case, ipFrrAlt group can be nonitored but cannot be
configured wwth this MB."

MODULE
MANDATORY- GROUPS { i pFrrBasi cG oup }

OBJECT ipFrrAtlflndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT ipFrrAltType
M N ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT ipFrrAtProtectionAvail able
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT ipFrrAltMetricl
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT ipFrrAltStatus
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

::={ i1 pFrrM BConpliances 3}

-- units of confornmance
i pFrrBasi cG oup OBJECT- GROUP
OBJECTS {i pFrr Tot al Rout es,

i pFrrUnpr ot ect edRout es,
i pFrr ProtectedRout es,
i pFrrLi nkProt ect edRout es,
i pFrr NodePr ot ect edRout es,
i pv6Frr Tot al Rout es,
I pv6Frr Unpr ot ect edRout es,
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4.

I pv6Frr Prot ect edRout es,

i pv6Frr Li nkPr ot ect edRout es,

i pv6Frr NodePr ot ect edRout es,

i pFrr Al t1flndex,

i pFrr Al t Type,

i pFrr Al t ProtectionAvail abl e,

i pFrrAltMetricl,

i pFrrAltMetric2,

i pFrrAltMetric3,

i pFrr Al t NonBest Reason,

i pFrr Al t Best,

i pFrrAltStatus,

i pFrr NoAl t Cause,

i pFrrinstanceAl gorithm

i pFrrinstanceProtocol,

i pFrrinstancePer PrefixConputation,
i pFrrlnstanceRowSt at us,

i pFrrifCandi dat e,

i pFrrifProtectionType,

i pFrr1fRowSt at us,

i pFrr St at sTot al Rout es,

i pFrr St at sUnpr ot ect edRout es,

i pFrr St at sProt ect edRout es,

i pFrr St at sLi nkPr ot ect edRout es,

i pFrr St at sNodePr ot ect edRout es,

i pv6Frr St at sTot al Rout es,

i pv6Frr St at sUnpr ot ect edRout es,

i pv6Frr St at sProt ect edRout es,

i pv6Frr St at sLi nkPr ot ect edRout es,
I pv6Frr St at sNodePr ot ect edRout es

}
STATUS current
DESCRI PTI ON
"The entire collection of objects defined in
this MB for managenent of |IP Fast Reroute ."
= { ipFrrMBGoups 1}

END

Security Considerations

There are a nunber of managenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
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networ k operations. The ipFrrAltTable contains routing and
forwarding information that is critical to the operation of the
network in the event of a local failure. Allow ng unauthenticated
wite access to this table can conpronise the validity of the
alternate forwarding information.

Sone of the readable objects in this MB nodule (i.e. objects with a
MAX- ACCESS ot her than not-accessi ble) may be considered sensitive or
vul nerable in some network environnments. It is thus inportant to
control even CET access to these objects and possibly to even encrypt
t he val ues of these objects when sending them over the network via
SNIVP.

SNMP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is
all owed to access and GET the objects in this M B nodul e.

It is RECOMMENDED t hat inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c mechani sns (for
aut henti cati on and privacy).

Further, deploynment of SNMP versions prior to SNMPv3 is NOT
RECOMMVENDED. Instead, it is RECOVWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNVWP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmte
rights to indeed GET them

5. Acknow edgenents

The authors would like to acknow edge contri butions nade by Bil
Ander son and Don Fedyk and thank them

0. | ANA Consi der ati ons

The M B nodule in this docunment uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry.

The ANA is requested to assign { ip ZZZ } to the IPFRR-MB M B
nodul e specified in this docunent.

Editor’s Note (to be renoved prior to publication): the 1ANA s
requested to assign a value for "ZZZ" under the ip subtree and to
record the assignnments in the SM Nunbers registry. Wen the

assi gnnments have been nmade, the RFC Editor is asked to replace "ZzZzZ"
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(here and in the MB nodules) with the assigned value and to renove
this note.
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