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Abstract

The System for Cross-Domain ldentity Managenent (SCIM specification
i s designed to make nmanagi ng user identity in cloud based
applications and services easier. The specification suite seeks to
bui | d upon experience with existing schenas and depl oynents, placing
specific enphasis on sinplicity of devel opnment and integration, while
appl ying existing authentication, authorization, and privacy nodels.
It’s intent is to reduce the cost and conplexity of user nmanagenent
operations by providing a common user schema and extension nodel, as
wel | as binding docunents to provide patterns for exchanging this
schema using standard protocols. In essence, nmake it fast, cheap,
and easy to nove users in to, out of, and around the cloud.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 03, 2014.
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1. Introduction and Overvi ew

The SCIM Protocol is an application-Ilevel, REST protocol for
provi si oni ng and managi ng identity data on the web. The protocol
supports creation, nodification, retrieval, and discovery of core
identity Resources; i.e., Users and G oups, as well as custom
Resour ce extensions.

1.1. | nt ended Audi ence

This docunent is intended as a guide to SCI M APl usage for both
identity Service Providers and Consuners.

1. 2. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]. These
keywords are capitalized when used to unanbi guously specify

requi renents of the protocol or application features and behavi or
that affect the interoperability and security of inplenentations.
When these words are not capitalized, they are nmeant in their

nat ur al -1 anguage sense.

For purposes of readability exanples are not URL encoded.
| npl ementers MJUST percent encode URLs as described in RFC3896 2.1

[1].
1.3. Definitions

Base URL: The SCIM REST APl is always relative to a Base URL. The
Base URL MUST NOT contain a query string as Consuners may append
addi tional path information and query paraneters as part of
form ng the request. Exanple: https://exanple.conm scinfvl/

2. Authentication and Authorization
The SCI M protocol does not define a schene for authentication and

aut hori zation therefore inplenenters are free to choose nechani sns
appropriate to their use cases. The choice of authentication

mechanismw || inpact interoperability. It is RECOVMENDED t hat
clients be inplenented in such a way that new authentication schenes
can be deployed. Inplenenters SHOULD support existing authentication
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[aut horization schenes. |In particular, OQAuth2 Bearer Token [2] is
RECOMVENDED. Appropriate security considerations of the selected

aut henti cation and authorizati on schemes SHOULD be taken. Because
this protocol uses HITP response status codes as the prinmary neans of
reporting the result of a request, servers are advised to respond to
unaut hori zed or unaut henticated requests using the 401 response code
in accordance with section 10.4.2 of RFC2616 [3].

Al'l exanpl es assune QAut h2 bearer token; e.g.,

GET / Users/2819c223- 7f 76- 453a- 919d- 413861904646 HTTP/ 1.1
Host: exanpl e. com
Aut hori zati on: Bearer h480dj s93hd8

The context of the request (i.e. the user for whomdata is being
requested) MUST be inferred by Service Providers.

3. APl

The SCI M protocol specifies well known endpoints and HTTP net hods for
managi ng Resources defined in the core schema; i.e., User and G oup
Resources correspond to /Users and / Groups respectively. Service
Providers that support extended Resources SHOULD defi ne Resource
endpoi nts using the established convention; pluralize the Resource
name defined in the extended schema by appending an 's’. G ven there
are cases where Resource pluralization is anbiguous; e.g., a Resource
nanmed 'person’ is legitimately ’persons’ and ’'peopl e’ Consuners
SHOULD di scover Resource endpoints via the Resource Type attribute
"endpoi nt’.

GET Retrieves a conplete or partial Resource.

POST Create new Resource, perform an extended Search, or bulk nodify
Resour ces.

PUT Modifies a Resource with a conplete, Consuner specified Resource
(repl ace) .

PATCH Modifies a Resource with a set of Consuner specified changes
(partial update).

DELETE Del etes a Resource.
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Tabl e 1: Defined endpoints

Al'l requests to the Service Provider are nade via HITP operations [4]
on a URL derived fromthe Base URL. Responses are returned in the
body of the HTTP response, formatted as JSON. Response and error
codes SHOULD be transmtted via the HITP status code of the response
(if possible), and SHOULD al so be specified in the body of the
response.

3.1. Creating Resources

To create new Resources, clients send POST requests to the Resource
endpoint; i.e., /Users or /G oups.

Successful Resource creation is indicated with a 201 ("Created")
response code. Upon successful creation, the response body MJST
contain the newly created Resource. Since the server is free to
alter and/or ignore POSTed content, returning the full representation
can be useful to the client, enabling it to correlate the client and
server views of the new Resource. Wen a Resource is created, its
URI nust be returned in the response Location header.

If the Service Provider determ nes creation of the requested Resource
conflicts with existing resources; e.g., a User Resource with a
dupl i cate userNane, the Service Provider MJST return a 409 error and
SHOULD indicate the conflicting attribute(s) in the body of the
response.

Bel ow, the client sends a POST request containing a User
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POST /Users HITP/ 1.1

Host: exanpl e.com

Accept: application/json
Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

"schemas":["urn:sci mschenas: core: 2.0: User"],
"user Nane": " bj ensen”,
"external 1d":"bjensen",
"nanme": {
"formatted":"Ms. Barbara J Jensen III",
“fam | yNanme": " Jensen",
"gi venNane": " Bar bar a"

}
}

The server signals a successful creation with a status code of 201.
The response includes a Location header indicating the User URI, and
a representation of that User in the body of the response.

HTTP/ 1.1 201 Created

Content - Type: application/json

Location: https://exanple.conl vl/ Users/2819c223-7f 76- 453a-919d- 4138619046
46

ETag: W "el80ee84f0671bl"

{

"schemas":["urn:sci mschenas: core: 2.0: User"],
"id":"2819c223-7f 76- 453a- 919d- 413861904646" ,
"external 1d":"bjensen",
"meta": {
"resourceType": "User",
"created":"2011-08-01T21: 32: 44.8822",
"l ast Modi fied":"2011-08-01T21: 32: 44. 882Z2",
"l ocation":"https://exanple.comvl/ Users/2819c223-7f 76- 453a- 919d- 4138
61904646",
"version":"W/\"el80ee84f 0671b1\""

1

"name": {
"formatted":"Ms. Barbara J Jensen I11",
“fam | yName": " Jensen",
"gi venNane": " Bar bar a"

}

ser Nanme": " bj ensen”
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3.1.1. Resource Types

When adding a resource to a specific endpoint, the nmeta attribute
"resourceType" SHALL be set by the Service Provider to the
correspondi ng Resource Type for the endpoint. For exanple, "/Users"
W ll set "resourceType" to "User", and "/ Goups" wll set
"resourceType" to "G oup".

3.2. Retrieving Resources

Users and G oup Resources are retrieved via opaque, uni que URLS or
via Query. Service Providers MAY choose to respond with a sub-set of
Resource attributes, though MUST minimally return the Resource id and
meta attri butes.

3.2.1. Retrieving a known Resource

To retrieve a known Resource, clients send GET requests to the
Resource endpoint; e.g., /Users/{id} or /Goups/{id}.

If the Resource exists the server responds with a status code of 200
and includes the result in the body of the response.

The bel ow exanple retrieves a single User via the /Users endpoint.

GET / Users/2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com

Accept: application/json

Aut hori zati on: Bearer h480dj s93hd8

The server responds wth:

HTTP/ 1.1 200 XK

Cont ent - Type: application/json

Location: https://exanple.comvl/ Users/2819c223-7f 76- 453a- 919d- 4138619046
46

ETag: W"f250dd84f 0671c3"

"schenmas":["urn:sci mschenas: core: 2.0: User"],
"id":"2819c223- 7f 76- 453a- 919d- 413861904646,
"external 1d":"bjensen",

"meta": {
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"resourceType": "User",

"created":"2011-08-01T18: 29: 49. 793Z2",

“last Modi fied":"2011-08-01T18: 29: 49. 793Z2",

"l ocation":"https://exanple.comvl/ Users/2819c223-7f 76- 453a- 919d- 4138
61904646" ,

"version":"W/\"f250dd84f 0671c3\""

¥

"nanme": {
"formatted":"Ms. Barbara J Jensen I11",
“fam | yNanme": " Jensen",
"gi venNane": " Bar bar a"

1

"user Nanme": " bj ensen”,
"phoneNunbers": [

"val ue": " 555-555-8377",

"type": "work"
}
1.
"email s": [
"val ue": " bj ensen@xanpl e. coni',
"type": "work"
}

]
}

3.2.2. List/Query Resources

SCI M defines a standard set of operations that can be used to filter,
sort, and paginate response results. The operations are specified by
addi ng query paraneters to the Resource’ s endpoint. Service

Provi ders MAY support additional query parameters not specified here,
and Providers SHOULD i gnore any query paraneters they don’t

recogni ze.

Li st and query responses MJST be identified using the follow ng URI
"urn:scimschemas: core: 2. 0: Li st Response’. The follow ng attributes
are defined for |ist and query responses:

total Results The total nunber of results returned by the Iist or
guery operation. This may not be equal to the nunber of elenents
in the Resources attribute of the list response if pagination
(Section 3.2.2.4) is requested. REQU RED

Resources A multi-valued Iist of conplex objects containing the

requested resources. This may be a subset of the full set of
Resources if pagination (Section 3.2.2.4) is requested. REQU RED
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startl ndex The 1-based index of the first result in the current set
of list results. REQU RED if pagination (Section 3.2.2.4) is
request ed.

i tensPer Page The nunber of Resources returned in a |ist response
page. REQUIRED if pagination (Section 3.2.2.4) is requested.

The bel ow exanpl e returns the userNanme for all Users:

CET /Users?attri butes=user Nane
Host: exanpl e. com

Accept: application/json

Aut hori zati on: Bearer h480dj s93hd8

HTTP/ 1.1 200 XK
Content - Type: application/json

{
"schenmas":["urn:sci mschenas: core: 2. 0: Li st Response"],
“"total Results": 2,
"Resources": |

"user Nane": "bj ensen”
b
{
"user Nane":"jsmth"
}
]
}

3.2.2.1. Query Endpoints
Queri es MAY be perforned against a SCl M
Resource (e.g. /Users/{userid}),
Resource Type endpoint (e.g. /Users or /G oups), or
Server Root (e.g. /).
A search agai nst a server root indicates that ALL resources within
the server SHALL be included subject to filtering. For exanple, a

filter against 'neta.resourceType’ could be used to restrict results
to one or nore specific resource types.
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When processi ng search operations across endpoints that include nore
than one SCl M resource type (e.g. a search fromthe server root
endpoint), filters MJUST be processed in the sanme fashion as outlined
in Section 3.2.2.2. For filtered attributes that are not part of a
particul ar resource type, the service provider SHALL treat the
attribute as if there is no attribute value. For exanple, a presence
or equality filter for an undefined attribute eval uates as FALSE.

3.2.2.2. Filtering

Filtering is OPTIONAL. Consuners may request a subset of Resources
by specifying the "filter’ URL query paranmeter containing a filter
expression. Wen specified only those Resources matching the filter
expression SHALL be returned. The expression |anguage that is used
inthe filter paraneter supports references to attributes and
literals. The literal values can be strings enclosed in double
guotes, nunbers, date tines enclosed in double quotes, and Bool ean
values; i.e., true or false. String literals MJST be valid JSON
strings [5].

The attribute name and attri bute operator are case insensitive. For
exanple, the following two expressions will evaluate to the sane
| ogi cal val ue:

filter=userNane Eq "john"

filter=Usernane eq "john"

The filter paraneter MJST contain at |east one valid Bool ean
expression. Each expression MJST contain an attribute nanme foll owed
by an attribute operator and optional value. Miltiple expressions
MAY be conbi ned using the two | ogical operators. Furthernore

expressi ons can be grouped together using "()".

The operators supported in the expression are listed in the follow ng

t abl e.

R S o m e e e e e e e e e e e e e e e e e e e e e e m - +
| Operator | Description | Behavi or |
TR S o m e e e e e e e e e e e e e e +
| eq | equal | The attribute and operator val ues |
| | | nust be identical for a match. |
| co | contains | The entire operator value nust be a |
| | | substring of the attribute value for |
| | | a nmatch. |
| sw | starts with | The entire operator value nust be a |
| | | |

substring of the attribute val ue,
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starting at the beginning of the
attribute value. This criterion is
satisfied if the two strings are

i denti cal .

If the attribute has a non-enpty
value, or if it contains a non-enpty
node for conplex attributes there is
a mat ch.

If the attribute value is greater

t han operator value, there is a

mat ch. The actual conparison is
dependent on the attribute type. For
string attribute types, this is a

| exi cogr aphi cal conparison and for
Dat eTinme types, it is a chronol ogi cal
compari son.

If the attribute value is greater
than or equal to the operator val ue,
there is a match. The actua

I

I

I

I
present (has |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
conparison i s dependent on the |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

val ue)

pr
greater than

gt

greater than
or equal

ge

attribute type. For string attribute
types, this is a | exicographi cal
conparison and for DateTine types, it
is a chronol ogi cal conparison

If the attribute value is less than
operator value, there is a match. The
actual conparison is dependent on the
attribute type. For string attribute
types, this is a | exi cographi cal
conpari son and for DateTine types, it
is a chronol ogi cal conparison

If the attribute value is less than
or equal to the operator value, there
is a match. The actual conparison is
dependent on the attribute type. For
string attribute types, this is a

| exi cogr aphi cal conparison and for
DateTinme types, it is a chronol ogi cal
compari son.

| ess than

| ess than or
equal

| and | Logical And | The filter is only a match if |
| | | both expressions evaluate to |
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| | | true. |
| or | Logical or | The filter is a match if either |
| | | expression evaluates to true. |
o e o e e a e o - o m e e e e e e e e e e e e e e e e e +

Tabl e 3: Logical Operators

Pr ecedence
gr oupi ng

| Bool ean expressions may be grouped |
| using parentheses to change the |
| standard order of operations; i.e., |
| evaluate OR | ogical operators |
| before | ogical AND operators. |

Tabl e 4: G ouping Operators

Filters MJUST be eval uated using standard order of operations [6].
Attribute operators have the highest precedence, followed by the

groupi ng operator (i.e, parentheses), followed by the | ogical AND
operator, followed by the |ogical OR operator.

If the specified attribute in a filter expression is a nmulti-val ued
attribute, the Resource MIUST match if any of the instances of the
given attribute match the specified criterion; e.g. if a User has
multiple emails values, only one has to match for the entire User to
match. For conplex attributes, a fully qualified Sub-Attribute MJST
be specified using standard attribute notation (Section 3.8). For
exanple, to filter by userNanme the paraneter value is userNane and to
filter by first name, the paraneter value is nane. gi venNane.

Provi ders MAY support additional filter operations if they choose.
Providers MJUST decline to filter results if the specified filter
operation is not recognized and return a HITP 400 error with an
appropriate human readabl e response. For exanple, if a Consumer
speci fied an unsupported operator named 'regex’ the Service Provider
shoul d specify an error response description identifying the Consumer
error; e.g., 'The operator 'regex’ is not supported.

String type attributes are case insensitive by default unless the
attribute type is defined as a caseExact string. Attribute operators
"eq’, 'co’, and 'sw MJIST perform caselgnore matching for all string
attributes unless the attribute is defined as caseExact. By default
all string attributes are casel gnhore.

Exanpl es:
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fi
fi
fi
fi
fi
fi
fil
fil
fil
fil
fil

co

3.2. 2.

t er =user Nane eq "bjensen”

ter=nane.fam | yNane co "O Ml | ey"

t er=user Nane sw "J"

ter=title pr

ter=neta.last Modified gt "2011-05-13T04: 42: 342"
ter=neta.l astMdified ge "2011-05-13T04: 42: 34Z"
ter=nmeta.lastMdified It "2011-05-13T04: 42: 347"
ter=neta.lastMdified | e "2011-05-13T04: 42: 347"
ter=title pr and userType eq "Enpl oyee"
ter=title pr or userType eq "Intern"

ter=user Type eq "Enpl oyee" and (emails co "exanple.conm or enmails

"exanpl e. org")

3. Sorting

Sort is OPTIONAL. Sorting allows Consuners to specify the order in

whi

ch Resources are returned by specifying a conbi nation of sortBy

and sort Order URL paraneters.

sortBy: The sortBy paraneter specifies the attribute whose val ue

SHALL be used to order the returned responses. |If the sortBy
attribute corresponds to a Singular Attribute, Resources are
sorted according to that attribute’s value; if it’s a Milti-val ued
Attribute, Resources are sorted by the value of the primary
attribute, if any, or else the first value in the list, if any.

If the attribute is conplex the attribute nane nust be a path to a
Sub-Attribute in standard attribute notation (Section 3.8) ; e.g.,
sort By=nane. gi venNane. For all attribute types, if there is no
data for the specified sortBy value they are sorted via the
"sortOrder’ paraneter; i.e., they are ordered |last if ascendi ng
and first if descending.

sortOrder: The order in which the sortBy paraneter is applied.

Dr ake,

Al |l owed val ues are "ascendi ng" and "descending”. |If a value for
sortBy is provided and no sortOrder is specified, the sortOder
SHALL default to ascending. String type attributes are case
insensitive by default unless the attribute type is defined as a
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caseExact string. sortOrder MJUST sort according to the attribute
type; i.e., for caselgnore attributes, sort the result using case
i nsensitive, Unicode al phabetic sort order, with no specific

| ocal e inplied and for caseExact attribute types, sort the result
usi ng case sensitive, Unicode al phabetic sort order.

3.2.2.4. Pagination

Pagi nation paraneters can be used together to "page through” |arge
nunbers of Resources so as not to overwhel mthe Consuner or Service
Provider. Pagination is not session based hence Consuners SHOULD
never assune repeatable results. For exanple, a request for a list
of 10 Resources beginning with a startlindex of 1 may return different
results when repeated as a Resource in the original result could be
del eted or new ones coul d be added i n-between requests. Pagination
par anet ers and general behavior are derived fromthe OpenSearch
Protocol [7].

The follow ng table describes the URL pagi nati on paraneters.

The 1-based i ndex of
the first search
result.

| | | |
I I I I
I I I I
| count | Non-negative | None. Wen specified the |
| | I'nteger. Specifies | Service Provider MJST not |
| | the desired maxinmum | return nore results than |
| | nunber of search | specified though MAY return |
| | results per page; | fewer results. If |
| | e.g., 10. | unspecified, the maximm |
| | | nunber of results is set by |
| | | the Service Provider. |
SRR e Y +

Tabl e 5: Pagi nati on Request paraneters

The foll ow ng tabl e describes the query response pagi nation
attri butes specified by the Service Provider.

| Non-negative Integer. Specifies the nunber of |
| search results returned in a query response

| page; e.g., 10. |
| Non-negative Integer. Specifies the total |
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3.

2.

| nunmber of results matching the Consunmer query;
| e.g., 1000.

| The 1-based index of the first result in the

| current set of search results; e.g., 1.

Tabl e 6: Pagi nati on Response El enents

For exanple, to retrieve the first 10 Users set the startindex to 1
and the count to 10.

GET / Users?startl| ndex=1&count =10
Host: exanpl e.com

Accept: application/json

Aut hori zati on: Bearer h480dj s93hd8

{
"total Results": 100,
"itemsPer Page": 10,
"startlndex":1,
"schemas":["urn:scimschenas: core: 2. 0"],
"Resources": [{
1
}
G ven the exanpl e above, to continue paging set the startlndex to 11
and re-fetch; i.e., /Users?startlndex=11&ount =10
3. Querying Resources Using HITP POST

Clients MAY execute queries w thout passing paraneters on the URL by

using the HTTP POST verb conbined with the '/.search’ path extension.
The inclusion of '/.search’ on the end of a valid SCI M endpoi nt SHALL
be used to indicate the HITP POST verb is intended to be a query

oper ati on.

To create a new search result set, a SCIMclient sends an HTTP POST
request to the desired SCIMresource endpoint (ending in '/.search’).
The body of the POST request MAY include any of the paraneters as
defined in Section 3.2.2.

Search requests MJST be identified using the follow ng URI
"urn:scimschemas: core: 2. 0: SearchRequest’. The following attributes
are defined for search requests:
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attributes A multi-valued list of strings indicating the nanes of
Resource attributes to return in the response. Attribute nanes
MUST be in standard attribute notation (Section 3.8) form See
additional retrieval query paraneters (Section 3.7). OPTI ONAL.

filter The filter string used to request a subset of Resources. The
filter string MIUST be a valid filter (Section 3.2.2.2) expression.
OPTI ONAL.

sortBy A string indicating the attribute whose val ue SHALL be used
to order the returned responses. The sortBy attribute MJST be in
standard attribute notation (Section 3.8) form See sorting
(Section 3.2.2.3). OPTIONAL

sortOrder A string indicating the order in which the sortBy
paranmeter is applied. Allowed values are "ascendi ng" and
"descending". See sorting (Section 3.2.2.3). OPTI ONAL

startlndex An integer indicating the 1-based index of the first
search result. See pagination (Section 3.2.2.4). OPTI ONAL

count An integer indicating the desired maxi mum nunber of search
results per page. See pagination (Section 3.2.2.4). OPTIONAL

After receiving a HTTP POST request, a response is returned as
specified in Section 3.2.2.

The foll ow ng exanpl e shows an HTTP POST Search request with search
paraneters attributes, filter, and count i ncluded:

POST /. search

Host: exanpl e.com

Accept: application/json
Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{
"schemas": ["urn:scimschemas: core: 2. 0: Sear chRequest "],
"attributes": ["displayNane", "usernane"],
“filter": "displayNane sw\"smth\"",
"startlndex": 1,
“count": 10
}

Figure 1. Exanple POST Search Request
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A search response is shown with the first page of results. For
brevity reasons, only two nmatches are shown: one User and one G oup.

HTTP/ 1.1 200 XK
Content - Type: application/json
Location: https://exanple.coni.search

{

"schemas": ["urn:scimschemas: core: 2. 0: Li st Response"],
"total Results": 100,

"itemsPer Page": 10,
"startlndex": 1,
"Resources": |

"meta": {
"l ocation":
"https://exanpl e.com Users/ 2819c223- 7f 76- 413861904646" ,
"resourceType": "User",
"l ast Modi fied":
}

"usernanme":"jsmth",
"di spl ayNane":"Sm th, Janes"

{
"meta": {
"l ocation":

"https://exanpl e.com G oups/ c8596b90- 7539- 4f 20968d1908",
"resourceType": " G oup”

"l ast Modi fi ed":

"di splayNanme":"Smth Fam|y"

Figure 2: Exanple POST Search Response

3.3. Mdifying Resources

Resources can be nodified in whole or in part via PUT or PATCH,
respectively. Inplenmenters MJST support PUT as specified in RFC2616
[8] . Resources such as Groups may be very | arge hence inplenenters
SHOULD support PATCH [9] to enable partial resource nodifications.

3.3.1. Mdifying with PUT

PUT perfornms a full update. Consuners nust retrieve the entire
Resource and PUT the desired nodifications as the operation
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overwites all previously stored data with the exception of the
password attribute. |If the password attribute of the User resource
is unspecified, it should be left in-tact. Since this perforns a
full update, Consumers MAY send read-only attributes of the retrieved
resource and the Service Provider MJST ignore any read-only
attributes that are present in the payload of a PUT request. Unless
ot herw se specified a successful PUT operation returns a 200 OK
response code and the entire Resource within the response body,

enabl ing the Consuner to correlate the Consunmer’s and Provider’s
views of the updated Resource. Exanple:

PUT / Users/2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com

Accept: application/json

Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas":["urn:sci mschenas: core: 2.0: User"],
"id":"2819c223-7f 76- 453a- 919d- 413861904646"
"user Nane": " bj ensen”,

"external 1d":"bjensen",
"nanme": {
"formatted":"Ms. Barbara J Jensen I11",
“fam | yName": " Jensen",
"gi venNane": " Bar bar a"
"m ddl eName": " Jane"
}
"emai |l s": [
{ _
"val ue": " bj ensen@xanpl e. cont
1
{
"val ue": "babs@ ensen. or g"
}
]
}

The service responds wth the entire, updated User

HTTP/ 1.1 200 XK
Content - Type: application/json
ETag: W "b431laf 54f 0671a2"
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Location: "https://exanple.comvl/ Users/2819c223- 7f 76- 453a- 919d- 4138619046
46"

{
"schenmas":["urn:sci mschenas: core: 2.0: User"],
"id":"2819c223-7f 76- 453a- 919d- 413861904646" ,
"user Name": " bj ensen"”,

"external 1d":"bjensen",
"name": {
"formatted":"Ms. Barbara J Jensen I1I1",
“fam | yNanme": " Jensen",
"gi venNane": " Bar bar a"
"m ddl eNane": " Jane"
}
"email s": [
{
"val ue": " bj ensen@xanpl e. cont
{
"val ue": "babs@ ensen. org"
}
1,
"meta": {

"resourceType": "User",
"created":"2011-08-08T04: 56: 227",
"l ast Modi fied":"2011-08-08T08: 00: 127",
"l ocation":"https://exanpl e.conl vl/ Users/2819¢c223-7f 76- 453a- 919d- 4138
61904646",
"version":"W/\"b431laf 54f 0671a2\""
}

}

3.3.2. Mdifying with PATCH

PATCH i s OPTIONAL. PATCH enabl es consuners to send only those
attributes requiring nodification, reducing network and processing
overhead. Attributes may be del eted, replaced, nerged, or added in a
singl e request.

The body of a PATCH request MJUST contain a partial Resource with the
desired nodifications. The server MIST return either a 200 OK
response code and the entire Resource (subject to the "attri butes”
gquery paraneter - see Additional Retrieval Query Paraneters

(Section 3.7)) within the response body, or a 204 No Content response
code and the appropriate response headers for a successful PATCH
request. The server MJUST return a 200 OK if the "attri butes”
paraneter is specified on the request.

The server MJST process a PATCH request by first renoving any
attributes specified in the nmeta.attributes Sub-Attribute (if
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present) and then nerging the attributes in the PATCH request body
into the Resource.

The meta.attri butes Sub-Attri bute MAY contain a list of attributes to

be renoved fromthe Resource. |f the PATCH request body contains an
attribute that is present in the neta.attributes list, the attribute
on the Resource is replaced with the value fromthe PATCH body. |If

the attribute is conplex the attribute nane nust be a path to a Sub-
Attribute in standard attribute notation (Section 3.8); e.qg.,
name. gi venNarne.

Attributes that exist in the PATCH request body but not in the
nmeta.attributes Sub-Attribute will be either be updated or added to
t he Resource according to the follow ng rul es.

Singular attributes: Singular attributes in the PATCH request body
replace the attribute on the Resource.

Conpl ex attributes: Conplex Sub-Attribute values in the PATCH
request body are nmerged into the conplex attribute on the
Resour ce.

Mul ti-valued attributes: An attribute value in the PATCH request
body is added to the value collection if the value does not exi st
and nerged if a matching value is present. Values are matched by
conparing the value Sub-Attribute fromthe PATCH request body to
t he val ue Sub-Attribute of the Resource. Attributes that do not
have a val ue Sub-Attribute; e.g., addresses, or do not have uni que
val ue Sub-Attributes cannot be matched and nust instead be del eted
t hen added. Specific values can be renoved froma Resource by
addi ng an "operation" Sub-Attribute with the value "delete" to the
attribute in the PATCH request body. As w th addi ng/ updating
attribute value collections, the value to delete is determ ned by
conparing the value Sub-Attribute fromthe PATCH request body to
t he val ue Sub-Attribute of the Resource. Attributes that do not
have a val ue Sub-Attribute or that have a non-uni que val ue Sub-
Attribute are matched by conparing all Sub-Attribute values from
t he PATCH request body to the Sub-Attribute values of the
Resource. A delete operation is ignored if the attribute’s nane
isin the neta.attributes list. |If the requested value to delete
does not match a uni que val ue on the Resource the server MAY
return a HITP 400 error

The foll ow ng exanpl e shows how to add a nenber to a group
PATCH / G- oups/ acbf 3ae7- 8463- 4692- b4f d- 9b4da3f 908ce

Host: exanpl e.com
Accept: application/json
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Content - Type: application/json
Aut hori zati on: Bearer h480dj s93hd8
| f-Match: W "a330bc54f 0671c9"

{
"schemas": ["urn:scimschemas: core:2.0: Goup"],
"menbers": [
"di splay": "Babs Jensen",
"$ref": "https://exanple.com vl/ Users/2819c223-7f 76- 453a- 919d- 41386
1904646",
"val ue": "2819c223-7f 76- 453a- 919d- 413861904646"
}
]
}

The "di spl ay" Sub-Attribute in this request is optional since the
value attribute uniquely identifies the user to be added. |If the
user was already a nenber of this group, no changes should be nade to
t he Resource and a success response should be returned. The server
responds with either the entire updated G oup or no response body:

HTTP/ 1.1 204 No Content
Aut hori zati on: Bearer h480dj s93hd8
ETag: W "b43laf 54f 0671a2"

Location: "https://exanple.comvl/ G oups/acbhf3ae7-8463-4692- b4f d- 9b4da3f 9
08ce"

The foll ow ng exanpl e shows how to renove a nmenber froma group. As
with the previous exanple, the "display" Sub-Attribute is optional.

If the user was not a nenber of this group, no changes shoul d be nmade
to the Resource and a success response shoul d be returned.

Not e that server responses have been omtted for the rest of the
PATCH exanpl es.

PATCH / G- oups/ acbf 3ae7- 8463- 4692- b4f d- 9b4da3f 908ce
Host: exanpl e. com

Accept: application/json

Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

"schemas": ["urn:scimschemas:core:2.0: Goup"],
"menbers": |

"di splay": "Babs Jensen",
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"$ref": "https://exanple.comvl/ Users/2819c223-7f 76- 453a- 919d- 41386
1904646",

"val ue": "2819c223-7f 76- 453a-919d- 413861904646"

"operation": "del ete"

}
]
}

The foll owi ng exanpl e shows how to renove all nmenbers froma group

PATCH / G- oups/ acbf 3ae7- 8463- 4692- b4f d- 9b4da3f 908ce
Host: exanpl e.com

Accept: application/json

Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas": ["urn:scimschemas: core: 2. 0: Goup"],
"meta": {
"attributes": |
"menbers"
]
}
}

The foll ow ng exanpl e shows how to replace all of the nenbers of a
group with a different nenbers |ist:

PATCH / G- oups/ acbf 3ae7- 8463- 4692- b4f d- 9b4da3f 908ce
Host: exanpl e. com

Accept: application/json

Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

[ f-Match: W"a330bc54f 0671c9"

{
"schenmas": ["urn:scimschemas: core: 2. 0: G oup"],
"meta": {
"attributes": |
" menber s”
]
}
"menbers": [
"di splay": "Babs Jensen",
"$ref": "https://exanple.comvl/ Users/2819c223-7f 76- 453a- 919d- 41386
1904646",
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"val ue": "2819c223-7f 76- 453a- 919d- 413861904646"

1
L, .
"display": "Janes Smth",
"$ref": "https://exanple.comvl/ Users/08eld05d-121c-4561- 8b96-473d9
3df 9210",
"val ue": "08eld05d-121c-4561-8b96-473d93df 9210"
}

]
}

The foll ow ng exanpl e shows how to add a nenber to and renove a
menber froma Goup in a single request:

PATCH / G- oups/ acbf 3ae7- 8463- 4692- b4f d- 9b4da3f 908ce
Host: exanpl e.com

Accept: application/json

Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{
"schemas": ["urn:scimschemas:core:2.0: Goup"],
"menbers": [
{
"di splay": "Babs Jensen",
"$ref": "https://exanple.com vl/ Users/2819c223-7f 76- 453a- 919d- 41386
1904646",
"val ue": "2819c223- 7f 76- 453a- 919d- 413861904646"
"operation": "del ete"
}s
t. .
"display": "Janes Smth",
"$ref": "https://exanple.comvl/ Users/08eld05d-121c-4561-8b96-473d9
3df 9210",
"val ue": "08eld05d-121c-4561-8b96-473d93df 9210"
}
]
}
The foll ow ng exanpl e shows how to change a User’'s primary email. |If

the User already has the email address, it is nmade the primary
address and the current prinmary address (if present) is nade non-
primary. |f the User does not already have the email address, it is
added and nade the prinmary address.

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com
Accept: application/json



Dr ake, et al. Expires March 03, 2014 [ Page 24]



I nternet-Draft draft-sci mapi-02 August 2013

Content - Type: application/json
Aut hori zati on: Bearer h480dj s93hd8
| f-Match: W "a330bc54f 0671c9"

{
"schemas": ["urn:scimschenmas: core: 2. 0: User"],
"emails": |
"val ue": "bjensen@xanpl e. cont,
"primary": true
]
}

The foll ow ng exanpl e shows how to change a User’s address. Since
address does not have a value Sub-Attribute, the existing address
nmust be renoved and the nodified address added.

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Accept: application/json

Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

[ f-Match: W"a330bc54f 0671c9"

"schenmas": ["urn:scimschemas: core: 2. 0: User"],
"addresses": |

{
"type": "work",
"street Address”: "100 Universal Gty Plaza",
“locality": "Hollywod",
"region": "CA",
"post al Code": "91608",
“country": "US",
"formatted": "100 Universal Gty Plaza\nHollywod, CA 91608 US",
"primary": true
"operation": "del ete"
s
{

"type": "work",

"street Address”: "911 Universal Gty Plaza",

“locality": "Hollywod",

"region": "CA",

"post al Code": "91608",

“country": "US",

"formatted": "911 Universal Cty Plaza\nHol |l ywood, CA 91608 US",
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“primary": true
}

]
}

The foll owm ng exanpl e shows how to change a User’s ni cknane:

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Accept: application/json

Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"a330bc54f 0671c9"

{

"schemas": ["urn:scimschemas: core:2.0: User"],
"ni ckName": " Bar bi e"

}

The foll ow ng exanpl e shows how to renove a User’s ni cknane:

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com

Accept: application/json

Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W "a330bc54f 0671c9"

"schemas": ["urn:scimschenas: core: 2.0: User"],

"meta": {
"attributes": |
"ni ckNang"
]
}

}

The foll ow ng exanpl e shows how to change a User’s fam | yNane. This
only updates the fam | yNane and formatted on the "nanme" conpl ex
attribute. Any other name Sub-Attributes on the Resource renmain
unchanged.

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646

Host: exanpl e.com
Accept: application/json
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Content - Type: application/json
Aut hori zati on: Bearer h480dj s93hd8
| f-Match: W "a330bc54f 0671c9"

{
"schemas": ["urn:scimschenmas: core: 2. 0: User"],
"name": {
"formatted": "Ms. Barbara J Jensen II1",
“fam | yName": "Jensen"
}
}

The foll ow ng exanpl e shows how to renove a conpl ex Sub-Attribute and
an extended schema attri bute froma User.

PATCH / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e. com

Accept: application/json

Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W "a330bc54f 0671c9"

{
"schemas": ["urn:scimschenmas: core: 2. 0: User"],
"meta": {
"attributes": |
"nane. fornatted",
“urn: hr:schenas: user: age"
]
}
}

3.4. Deleting Resources

Consuners request Resource renoval via DELETE. Service Providers MAY
choose not to permanently delete the Resource, but MJST return a 404
error code for all operations associated with the previously del eted
Id. Service Providers MJUST also omt the Resource fromfuture query
results. In addition the Service Provider MJST not consider the

del eted resource in conflict calculation. For exanple if a User
resource is del eted, a CREATE request for a User resource with the
same userNanme as the previously deleted resource should not fail with
a 409 error due to userNane conflict.
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DELETE / User s/ 2819¢223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com

Aut hori zati on: Bearer h480dj s93hd8

| f-Match: W"c310cd84f 0281b7"

Server Response:

HTTP/ 1.1 200 OK

Exanpl e: Consuner attenpt to retrieve the previously del eted User

GET / Users/2819c223- 7f 76- 453a- 919d- 413861904646
Host: exanpl e.com
Aut hori zati on: Bearer h480dj s93hd8

Server Response:

HTTP/ 1.1 404 NOT FOUND

"schemas": ["urn:scimschemas:core:2.0:Error"],
"Errors":[

"description":"Resource 2819c223- 7f 76- 453a- 919d- 413861904646 not fo
und",
"code": " 404"

}
]
}

3.5. Bulk

Bul k is OPTIONAL. The bul k operation enabl es Consuners to send a
potentially large collection of Resource operations in a single
request. The body of a a bul k operation contains a set of HITP
Resource operations using one of the APl supported HITP mnet hods;
i.e., POST, PUT, PATCH or DELETE
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Bul k requests are identified using the follow ng URI

"urn:scimschemas: core: 2. 0: Bul kRequest’. Bul k responses are
identified using the follow ng URI
"urn:sci mschemas: core: 2. 0: Bul kResponse’. Bul k requests and bul k

responses share many attributes. Unless otherw se specified, each
attribute belowis present in both bulk requests and bul k responses.

The follow ng Singular Attribute is defined in addition to the common
attributes defined in SCI M core schens.

failOnErrors An Integer specifying the nunber of errors that the
Service Provider will accept before the operation is term nated
and an error response is returned. OPTIONAL in a request. Not
valid in a response.

The foll owi ng Conplex Miulti-valued Attribute is defined in addition
to the conmmon attributes defined in core schema

Qperations Defines operations within a bulk job. Each operation
corresponds to a single HTTP request agai nst a Resource endpoint.
REQUI RED.

met hod The HTTP nethod of the current operation. Possible values
are POST, PUT, PATCH or DELETE. REQUI RED

bul kld The transient identifier of a newy created Resource,
unique within a bulk request and created by the Consuner.
The bul kld serves as a surrogate Resource id enabling
Consuners to uniquely identify newy created Resources in
t he Response and cross reference new Resources in and across
operations within a bulk request. REQU RED when nethod is
POST

version The current Resource version. Version is REQURED if the
Service Provider supports ETags and the nethod is PUT
DELETE, or PATCH.

path The Resource’s relative path. |If the nethod is POST the
val ue nust specify a Resource type endpoint; e.g., /Users or
/| Groups whereas all other nethod val ues nust specify the
path to a specific Resource; e.g., /Users/2819c223-7f76
-453a-919d- 413861904646. REQUI RED in a request.

data The Resource data as it would appear for a single POST, PUT

or PATCH Resource operation. REQU RED in a request when
nmet hod is POST, PUT and PATCH.
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| ocation The Resource endpoint URL. REQUI RED in a response,
except in the event of a POST failure.

status A conplex type that contains informati on about the success
or failure of one operation within the bulk job. REQU RED
in a response.

code The HTTP response code that woul d have been
returned if a a single HITP request woul d have been
used. REQUI RED.

description A human readabl e error nessage. REQU RED when
an error occurred.

If a bulk job is processed successfully the HITP response code 200 K
MUST be returned, otherw se an appropriate HTTP error code MJST be
returned.

The Service Provider MJST continue perform ng as nmany changes as
possi bl e and di sregard partial failures. The Consuner MAY override
this behavior by specifying a value for failOnErrors attribute. The
fail OnErrors attribute defines the nunber of errors that the Service
Provi der shoul d accept before failing the remaini ng operations
returning the response.

To be able to reference a newy created Resource the attribute bul kld
MUST be specified when creating new Resources. The bulkld is defined
by the Consunmer as a surrogate identifier in a POST operation. The
Service Provider MJUST return the sane bul kld together with the newy
created Resource. The bulkld can then be used by the Consuner to map
the Service Provider id with the bulkld of the created Resource.

There can be nore then one operation per Resource in each bul k job.
The Service Consunmer MJST take notice of the unordered structure of
JSON and the Service Provider can process operations in any order.
For exanple, if the Service Consuner sends two PUT operations in one
request, the outcone is non-determnistic.

The Service Provider response MIST include the result of al

processed operations. A location attribute that includes the
Resource’s end point MJST be returned for all operations excl uding
fail ed POSTs. The status attribute includes information about the
success or failure of one operation within the bulk job. The
attribute status MJST include the code attribute that holds the HITP
response code that would have been returned if a single HTTP request
woul d have been used. |If an error occurred the status MJST al so

i nclude the description attribute containing a human readabl e

expl anation of the error.
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"status": {
"code": "201"

}

The followng is an exanple of a status in a failed operation.

"status": {

"code": "400",
"description": "Request is unparseable, syntactically incorrect, or vio
| ates schena."

}

The foll owi ng exanpl e shows how to add, update, and renbve a user.
The fail OnErrors attribute is set to 1 indicating the Service
Provi der should return on the first error. The POST operation’s
bul kld value is set to "gwerty’ enabling the Consuner to match the
new User with the returned Resource id ’'92b725cd- 9465-4e7d-

8c16- 01f 8el46b87a’ .

POST /v1/ Bul k

Host: exanpl e.com

Accept: application/json
Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{

"schemas": ["urn:scimschemas: core: 2. 0: Bul kRequest "],
"fail OnErrors": 1,
"Operations":|

{
"met hod": " POST",
"path":"/Users",
“bul kI d":"qwerty",
"data": {
"schenmas": ["urn:scimschemas: core: 2.0: User"],
"user Name":"Alice"
}
b
{

"met hod": " PUT",
"pat h":"/Users/ b7cl14771-226c¢c- 4d05- 8860-134711653041",
"version":"W/\"3694e05e9df f 591\ " ",
"data": {
"schemas": ["urn:scimschenmas: core: 2. 0: User"],
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"id":"b7c14771-226¢c-4d05-8860-134711653041",
"user Nane": " Bob"

}
3
{

"met hod": " PATCH',

"pat h": "/ Users/5d8d29d3- 342c- 4b5f - 8683- a3cbh6763ffcc",

"version":"W/\"edac3253e2c0Oef 2\ "",

"data": {
"schenmas":["urn:sci mschenas: core: 2.0: User"],
"id":"5d8d29d3- 342c- 4b5f - 8683- a3chb6763f fcc",
"user Nanme": " Dave",

"meta": {
"attributes":|
"ni ckName"
]

}
}

"met hod": " DELETE",
"pat h": "/ Users/e9025315- 6bea- 44el- 899c- 1e07454e468b"
"version":"W/\"0Oee8add0a938ela\""

The Service Provider returns the follow ng response.

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"schemas": ["urn:scimschemas: core: 2. 0: Bul kResponse"],
"Operations": |

{
"l ocation": "https://exanple.con vl/ Users/92b725cd- 9465- 4e7d-
8c16- 01f 8e146b87a",
"met hod": "POST",
“"bul kI d": "gwerty",
"version": "W/\"oY4AmAiwn58t kVj IxK\ " "
"status": {
"code": "201"
}

b

{
"l ocation": "https://exanple.con vl/ Users/b7cl14771-226c-4d05-
8860- 134711653041",
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“met hod": " PUT",
"version": "W/\"huJj 29dMNgu3WKPD\ " ",
"status": {
"code": "200"
}

b

{
"l ocation": "https://exanple.conl vl/ Users/5d8d29d3- 342c- 4b5f -
8683-a3ch6763ffcc"”,
“met hod": " PATCH',
"version": "W/\"huJdj 29dM\Ngu3WKPD\ " ",
"status": {
"code": "200"
}

3

{
"l ocation": "https://exanple.confvl/ Users/e9025315- 6bea- 44el-
899c- 1e07454e468b",
"“met hod": "DELETE",
"status": {
"code": "200"
}

The foll owi ng response is returned if an error occurred when
attenpting to create the User 'Alice’. The Service Provider stops
processing the bul k operation and imediately returns a response to
t he Consunmer. The response contains the error and any successf ul
results prior to the error.
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HTTP/ 1.1 200 OK
Content - Type: application/json

{
"schemas": ["urn:scimschemas: core: 2. 0: Bul kResponse"],
"Operations": |
"met hod": "POST",
“"bul kI d": "gwerty",
"status": {
"code": "400",
"description": "Request is unparseable, syntactically incorrect,
or violates schema."
}
}
]
}

If the failOnErrors attribute is not specified or the Service

Provi der has not reached the error Iimt defined by the Consuner the
Service Provider will continue to process all operations. The
followng is an exanple in which all operations fail ed.

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"schemas": ["urn:sci mschemas: core: 2. 0: Bul kResponse"],
"Operations": |
“met hod": "POST",
“"bul kI d": "gwerty",
"status": {
"code": "400",
"description": "Request is unparseable, syntactically incorrect,
or violates schenma."
}
%,
"l ocation": "https://exanple.conlvl/ Users/b7cl1l4771-226c¢c-4d05-8860-1
34711653041",
"met hod": "PUT",
"status": {
"code": "412",
"description": "Failed to update as user changed on the server si
nce you last retrieved it."
}
s
{

"l ocation": "https://exanple.conl vl/ Users/5d8d29d3- 342c- 4b5f - 8683-a
3ch6763ffcc",
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"met hod": " PATCH',
"status": {
"code": "412",
"description": "Failed to update as user changed on the server si
nce you last retrieved it."

}
3
{

"l ocation": "https://exanple.conl vl/ Users/e9025315- 6bea-44el-899c-1
e07454e468b" ,
“met hod": "DELETE",

"status": {
"code": "404",
"description": "Specified resource; e.g., User, does not exist."

}
}
]
}

The Consuner can, within one bul k operation, create a new User, a new
Group and add the newy created User to the newy created G oup. In
order to add the new User to the G oup the Consuner nust use the
surrogate id attribute, bulkld, to reference the User. The bulkld
attri bute val ue nust be pre-pended with the literal "bulkld:"; e.g.,
if the bulkld is "gqwerty’ the value is "bulkld:qwerty". The Service
Provi der MUST replace the string "bulkld:gwerty” with the pernanent
Resource id once created.

The foll ow ng exanple creates a User with the userNane "Alice’ and a
G oup with the displayNanme ' Tour Guides’ with Alice as a nenber.

PCST /v1/ Bul k

Host: exanpl e.com

Accept: application/json
Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{

"schemas": ["urn:scimschemas: core: 2. 0: Bul kRequest "],
"Operations": |

"met hod": "POST",
"path": "/Users",
“bul kI d": "qwerty",

"data": {
"schemas": ["urn:scimschenmas: core: 2. 0: User"],
"user Nane": "Alice"
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"pat h":
"bul kI d":
"data": {

"schenmas":
“di spl ayNane":
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" pPOST",

"/ Groups",

"ytrewg",

["urn:scimschemas: core: 2. 0: G oup"],
"Tour Cuides",

"menbers": [

{

"type":

"val

1] user 1] ,

ue": "bul kld:gwerty"

The Service Provider returns the foll owi ng response.

HTTP/ 1.1 200 OK
Cont ent - Type:

"schemas":
"Operations":

"l ocati on":

1f 8el146b87a",
"met hod":
"bul kI d":
"version":
"status":
"code":

}
3
{

d5c6a331660a"
"met hod":
"bul kI d":
"version":
"status":
"code":

}

"l ocation":

}

Dr ake, et al.

appl i cation/json

["urn:scimschenas: core: 2. 0: Bul kResponse"],

[
"https://exanpl e.com vl/ Users/ 92b725cd- 9465- 4e7d- 8c16-0

"POST",
"gqwerty",
"W /\"4weynr ESh506CcAEK\ " "

{
"201"

"https://exanpl e. confvl/ G oups/ e9e30dba-f 08f - 4109- 8486-

" POST",
"ytrewg",
"W /\"| habbbazU3f Nvfeb\"",

{
"201"
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A subsequent request for the 'Tour Quides’ Goup (’'e9e30dba-
f 08f - 4109- 8486- d5c6a331660a’ ) returns the foll ow ng:

GET /v1/ G oups/ e9e30dba- f 08f - 4109- 8486- d5c6a331660a
Host: exanpl e. com

Accept: application/json

Aut hori zati on: Bearer h480dj s93hd8

HTTP/ 1.1 200 XK

Content - Type: application/json

Location: https://exanple.comvl/ G oups/e9e30dba-f08f-4109-8486-d5c6a3316
60a

ETag: W "I haS5bbazU3f Nvf e5"

{

"schemas": ["urn:scimschemas:core:2.0: Goup"],
"1d": "e9e30dba-f 08f-4109-8486- d5c6a331660a",
"di spl ayNanme": "Tour Guides",
"meta": {
"resourceType": "G oup"
"created": "2011-08-01T18: 29:49. 793Z",
"l ast Modi fied": "2011-08-01T20: 31: 02. 315Z2",
"l ocation": "https://exanple.conlvl/ G oups/e9e30dba-f08f-4109-8486-d5
c6a331660a",
"version": "W/\"| haSbbazU3f Nvfeb\""

}
"menbers": [
{
"val ue": "92b725cd- 9465-4e7d-8c16- 01f 8el46b87a",
"$ref": "https://exanple.comvl/ Users/92b725cd- 9465-4e7d- 8c16- 01f 8e
146b87a",
"type": "User"
}

]
}

Extensi ons that include references to other Resources MJST be handl ed
in the sane way by the Service Provider. The follow ng exanpl e uses
the bulkld attribute within the enterprise extensi on nmanagerld
attribute.

POST /v1/ Bul k
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Host: exanpl e.com

Accept: application/json
Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{
"schemas": ["urn:scimschemas: core: 2. 0: Bul kRequest "],
"Operations": |
“met hod": " POST",
"path": "/ Users",
“"bul kI d": "qwerty",
"data": {
"schemas": ["urn:scimschemas: core: 2.0: User"],
"user Nane": "Alice"
}
1
{
“met hod": " POST",
"path": "/Users",
“"bul kI d": "ytrewq",
"data": {
"schemas": |
"urn:sci mschemas: core: 2. 0: User",
"urn:sci mschemas: extensi on: enterprise: 2.0: User”
1,
"user Nanme": "Bob",
"urn:sci mschemas: extensi on: enterprise: 2.0: User": {
"“enpl oyeeNunber": "11250",
“manager": {
"manager | d": "batchld: gwerty"”,
"di spl ayNane": "Alice"
}
}
}
]
}

The Service Provider MIUST try to resolve circular cross references
bet ween Resources in a single bulk job but MAY stop after a failed
attenpt and instead return the status code 409 Conflict. The
foll ow ng exanpl e exhibits the potential conflict.

POST /v1/ Bul k
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Host: exanpl e.com

Accept: application/json

Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

"schemas": ["urn:scimschemas: core: 2. 0: Bul kRequest "],
"Operations": |

“met hod": " POST",
"path": "/ G oups",
“"bul kI d": "qwerty",
"data": {
"schemas": ["urn:scimschemas: core: 2. 0: Goup"],
"di spl ayNane": "G oup A",
"menbers": |
{
"type": "group",
"val ue": "bul kld:ytrewq"
}
]
}

"met hod": "POST",
“path": "/ G oups",
“"bul kI d": "ytrewq",
"data": {
"schemas": ["urn:scimschemas: core:2.0: Goup"],
"di spl ayNane": "G oup B",
"menbers": [
{
"type": "group",
“val ue": "bul kld: qwerty"

If the Service Provider resolved the above circular references the
following is returned froma subsequent CGET request.

CET /v1l/ Goups?filter=di splayNane sw ' G oup’
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Host: exanpl e. com
Accept: application/json
Aut hori zati on: Bearer h480dj s93hd8

HTTP/ 1.1 200 OK
Cont ent - Type: application/json

"schemas": ["urn:scimschemas: core: 2.0: Li st Response"],
"total Results": 2,
"Resources": |

"id": "c3a26dd3-27a0- 4dec-a2ac-ce211el05f 97",
"schenmas": ["urn:scimschemas: core: 2. 0: G oup"],
"di spl ayNane": "G oup A",
"meta": {
"resourceType": "G oup",
"created": "2011-08-01T18: 29:49. 793Z",
"l ast Modi fied": "2011-08-01T18:29:51.135Z2",
"l ocation": "https://exanple.con vl/ Goups/c3a26dd3-27a0-4dec-a2a
c-ce2l11e105f 97",
"version": "W/\"m/wWNGaxB5SDq074p\""

}s
"menbers": [
"val ue": "6c¢5bb468-14b2-4183- baf 2- 06d523e03bd3",
"$ref": "https://exanple.comvl/ G oups/6c5bb468-14b2- 4183- baf 2-
06d523e03bd3",

"type": "G oup"

]
%,
"id": "6c5bb468-14b2- 4183- baf 2- 06d523e03bd3",
"schemas": ["urn:scimschemas: core: 2.0: Goup"],
"di spl ayNane": "G oup B",
"meta": {
"resourceType": "G oup"
"created": "2011-08-01T18: 29:50. 873Z2",
"l ast Modi fied": "2011-08-01T18: 29: 50.8732",
"l ocation": "https://exanple.com vl/ G oups/ 6¢c5bb468-14b2-4183- baf

2-06d523e03bd3",
"version": "W/\"wGB85s2QIM i Nnul\""
}

"y nbers": |

"val ue": "c3a26dd3-27a0-4dec-a2ac-ce211el05f 97",
"$ref": "https://exanple.conm vl Goups/c3a26dd3-27a0- 4dec- a2ac-

ce211el105f 97",
"type": "G oup"
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The Service Provider MJST define the maxi num nunber of operations and
maxi mum payl oad size a Consunmer may send in a single request. If
either limts are exceeded the Service Provider MIUST return the HTTP
response code 413 Request Entity Too Large. The returned response
MUST specify the imt exceeded in the body of the error response.

The foll ow ng exanpl e the Consuner sent a request exceeding the
Service Provider’s max payl oad size of 1 negabyte.

POST /v1/ Bul k

Host: exanpl e.com

Accept: application/json
Cont ent - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Content - Lengt h: 4294967296

HTTP/ 1.1 413 Request Entity Too Large
Content - Type: application/json
Location: https://exanple.con vl/Bul k/ yf Cr VJhFI JagAH 8

"schenmas":["urn:scimschemas: core:2.0:Error"],
"Errors":|

"description":"The size of the bulk operation exceeds the nmaxPayl oa
dSi ze (1048576).",
"code":"413"
}
]
}
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3.6. Data |nput/Qutput Formats

Consuners MUST specify the format in which the data is subnmtted via
the HTTP header content-type [10] and MAY specify the desired
response data format via an HITP Accept Header; e.g.,"Accept:
application/json" or via URl suffix; e.g.

GET / Users/2819c223- 7f 76- 453a- 919d- 413861904646. j son
Host: exanpl e. com

Service Providers MJST support the Accept Headers "Accept:
application/json" for JSON [11]. The format defaults to JSON if no
format is specified.

Singular attributes are encoded as string nane-val ue-pairs in JSON,
e.g.,

"attri bute": "val ue"

Mul ti-valued attributes in JSON are encoded as arrays; e.g.

“attributes": [ "valuel", "value2" ]

El ements with nested el enents are represented as objects in JSON;
e. g,

“attribute": { "subattributel": "valuel", "subattribute2": "value2" }

3.7. Additional retrieval query paraneters

Consuners MAY request a partial Resource representation on any
operation that returns a Resource within the response by specifying
the URL query parameter 'attributes’. Wen specified, each Resource
returned MUST contain the mniml set of Resource attributes and MJST
contain no other attributes or Sub-Attributes than those explicitly
requested. The query paraneter attributes value is a comma separat ed
list of Resource attribute nanmes in standard attribute notation
(Section 3.8) form (e.g. userNane, nanme, enmails).

GET / Users/ 2819c223- 7f 76- 453a-919d- 4138619046467at t ri but es=user Nane
Host: exanpl e. com

Accept: application/json

Aut hori zati on: Bearer h480dj s93hd8
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G ving the response

HTTP/ 1.1 200 XK

Content - Type: application/json

Location: https://exanple.con vl/ Users/2819c223-7f 76- 453a-919d- 4138619046
46

ETag: W "a330bc54f 0671c9"

{

"schemas":["urn:scimschenas: core: 2. 0: User"],
"id":"2819c223- 7f 76- 453a- 919d- 413861904646" ,
"user Nanme": " bj ensen”,
"meta": {
"resourceType": "User",
“created":"2011-08-01T18: 29: 49. 793Z2",
"l ast Modi fied":"2011-08-01T18: 29: 49. 793Z2",
"l ocation":"https://exanple.comvl/ Users/2819c223-7f 76- 453a- 919d- 4138
61904646",
"version":"W/\"a330bc54f 0671co\""
}

}

3.8. Attribute Notation

Al'l operations share a common schenme for referencing sinple and
conplex attributes. |In general, attributes are identified by
prefixing the attribute nanme with its schema URN separated by a ':
character; e.g., the core User Resource attribute 'userName’ is
identified as "urn:sci mschemas: core: 2. 0: userNane’. Consuners MNAY
omt core schema attribute URN prefixes though MJUST fully qualify
extended attributes with the associ ated Resource URN, e.g., the
attribute "age’ defined in 'urn:hr:schemas:user’ is fully encoded as
"urn: hr:schemas: user:age’. A Conplex attributes’ Sub-Attributes are
referenced via nested, dot ('.’) notation; i.e., {urn}:{Attribute
name}. {Sub- Attri bute name}. For exanple, the fully qualified path
for a User’s givenNanme is urn:scimschemas: core: 2. 0: nane. gi venNane
Al facets (URN, attribute and Sub-Attribute nanme) of the fully
encoded Attribute name are case insensitive.

3.9. HITP Response Codes

The SCI M Protocol uses the response status codes defined in HITP [ 12]
to indicate operation success or failure. |In addition to returning a
HTTP response code inplenenters MIST return the errors in the body of
the response in the client requested format containing the error
response and, per the HTTP specification, human-readabl e

expl anations. Error responses are identified using the follow ng
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URI: "urn:scimschemas:core:2.0:Error’. The followng nulti-val ued
attribute is defined in addition to those attributes defined in SCl M
Core Schema:
Errors The list of errors encountered by the Service Provider. The
value attribute is a conplex type with the foll ow ng sub-
attri butes.
description A human-readabl e expl anation of the error. REQU RED
code A string indicating the HTTP response code. REQUI RED

| mpl enenters SHOULD handl e the identified errors as described bel ow.

Fom e e e o e e e e e e e e e e - o +

| Code | Applicability | Suggest ed |

| | | Explanation |

Ry Fommmmmemeeemaeacieeaeaaaaa- e +
400 BAD CGET, POST, PUT, PATCH, DELETE | Request is

REQUEST unpar seabl e,
syntactically
i ncorrect, or
vi ol ates schenmn
401 CGET, POST, PUT, PATCH, DELET Aut hori zati on

UNAUTHCRI ZED
403 FORBI DDEN

I

I

|

|

|

|
failure |
Server does not |
support requested |
oper ati on |
Speci fied resource; |
e.g., User, does not |
exi st |
The specified |
ver si on nunber does |
|

|

|

I

I

|

|

|

|

I

I

|

|

|

|

I
I
I
I
E |
I
E |
I
I
I
I
I
I
I
| not match the
I
I
I
I
I
I
I
I
I
I
I
I
I
I

GET, POST, PUT, PATCH, DELET

404 NOT FOUND GET, PUT, PATCH, DELETE

409 CONFLI CT PCST, PUT, PATCH, DELETE

resource’s | atest
ver si on nunber or a
Service Provider
refused to create a
new, duplicate
resource

Fail ed to update as
Resource {id}
changed on the
server | ast
retrieved

{" maxQperati ons":
1000, "maxPayl oad":
1048576}

412
PRECONDI TI ON
FAI LED

PUT, PATCH, DELETE

413 REQUEST
ENTI TY TOO
LARGE

POST
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500 | NTERNAL
SERVER ERROR

| | An internal error.
| | I'nplenmenters SHOULD |
| | provide descriptive
| | debuggi ng advi ce |
501 NOT | CET, POST, PUT, PATCH, DELETE | Servi ce Provider |
| MPLEMENTED | | does not support the
| | request operation; |
| | e.g., PATCH |

Table 7: Defined error cases

Error exanple in response to a non-existent CGET request.

HTTP/ 1.1 404 NOT FOUND

{
"schemas": ["urn:scimschemas:core:2.0:Error"],
"Errors":[
"description":"Resource 2819c223- 7f 76- 453a- 919d- 413861904646 not fo
und",
"code": " 404"
}
]
}

3.10. APl Versioning

The Base URL MAY be appended with a version identifier as a separate
segnent in the URL path. At this time the only valid identifier is
"vl'. If specified, the version identifier MJST appear in the URL
path i medi ately precedi ng the Resource endpoint and conformto the
foll ow ng scheme: the character "v' followed by the desired SCI M
version nunber; e.g., a version 'vl1' User request is specified as /vl
/ Users. \When specified Service Providers MJST performthe operation
using the desired version or reject the request. Wen omtted
Service Providers SHOULD performthe operation using the nost recent
APl supported by the Service Provider.

3.11. Versioning Resources

The APl supports resource versioning via standard HITP ETags [ 13].
Service providers MAY support weak ETags as the preferred nechani sm
for performng conditional retrievals and ensuring Consuners do not
i nadvertently overwite each others changes, respectively. Wen
supported SCI M ETags MJST be specified as an HITP header and SHOULD
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be specified within the 'version attribute contained in the
Resource’s 'nmeta attribute.

Exanpl e:

POST /Users HITP/ 1.1

Host: exanpl e. com

Content-Type: application/json
Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{
"schemas":["urn:scimschenmas: core: 2.0: User"],
"user Nanme": " bj ensen”,
"external 1d":"bjensen",
"nane": {
"formatted":"Ms. Barbara J Jensen III",
"fam | yNane": " Jensen",
"gi venNane": " Bar bar a"
}
}

The server responds with an ETag in the response header and neta
structure.
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HTTP/ 1.1 201 Created

Content - Type: application/json

Location: https://exanple.conl vl/ Users/2819c223-7f 76- 453a-919d- 4138619046
46

ETag: W "el80ee84f0671bl"

{

"schemas":["urn:sci mschenas: core: 2.0: User"],
"id":"2819c223- 7f 76- 453a- 919d- 413861904646" ,
"meta": {

"resourceType": "User",

"“created":"2011-08-01T21: 32: 44.8822",

"l ast Modi fied":"2011-08-01T21: 32: 44. 882Z2",

"l ocation":"https://exanpl e.conl vl/ Users/2819¢c223-7f 76- 453a- 919d- 4138

61904646",
"version":"W/\"el80ee84f 0671b1\""

}

"nanme": {
"formatted":"Ms. Barbara J Jensen I11",
“fam | yNanme": " Jensen",
"gi venNane": " Bar bar a"

}

ser Nane": " bj ensen”

Wth the returned ETag, Consumers MAY choose to retrieve the Resource
only if the Resource has been nodifi ed.

Conditional retrieval exanple using If-None-Match [14] header:

GET / Users/ 2819c223- 7f 76- 453a-919d- 4138619046467at t ri but es=di spl ayNane
Host: exanpl e. com

Accept: application/json

Aut hori zati on: Bearer h480dj s93hd8

| f-None- Match: W "el80ee84f 0671b1"

If the Resource has not changed the Service Provider sinply returns
an enpty body with a 304 "Not Modified" response code.

If the Service Providers supports versioning of resources the
Consuner MJST supply an If-Match [15] header for PUT and PATCH
operations to ensure that the requested operation succeeds only if

t he supplied ETag matches the | atest Service Provider Resource; e.g.,
| f-Match: W"el80ee84f0671b1"

3.12. HITP Method Overl oadi ng
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In recognition that some clients, servers and firewalls prevent PUT,
PATCH and DELETE operations a client MAY override the POST operation
by specifying the custom header "X-HTTP-Method-Override” with the
desi red PUT, PATCH, DELETE operation. For exanpl e:

POST / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
X- HTTP- Met hod- Overri de: DELETE

4. Milti-Tenancy
A single Service Provider may expose the SCIM protocol to nmultiple
Consuners. Depending on the nature of the service, the Consuners may
have authority to access and alter Resources initially created by
ot her Consuners. Alternatively, Consuners may expect to access
di sjoint sets of Resources, and may expect that their resources are
i naccessi bl e by other Consuners. These scenarios are called "multi-
t enancy"”, where each Consuner is understood to be or represent a
"tenant” of the Service Provider. Consuners may also be nulti-
t enant ed.
The foll owi ng conmon cases may occur
1. Al Consuners share all Resources (no tenancy)

2. Each single Consuner creates and accesses a private subset of
Resources (1 Consuner:1 Tenant)

3. Sets of Consuners share sets of Resources (M Consuners:1 Tenant)
4. One Consuner to Miultiple Tenants (1 Consuner: M Tenants)
Service Providers may inplenent any subset of the above cases.

Mul ti-Tenancy is OPTIONAL. The SCI M protocol does not define a
scheme for nmulti-tenancy.

The SCI M protocol does not prescribe the nechani snms whereby Consuners
and Service Providers interact for:

0 Registering or provisioning Tenants
0 Associating a subset of Consuners with a subset of the Tenants

o Indicating which tenant is associated with the data in a request
or response, or indicating which Tenant is the subject of a query

Drake, et al. Expires March 03, 2014 [ Page 48]



I nternet-Draft draft-sci mapi-02 August 2013

o |Inplenenters are encouraged to use nmechani sns which conply with
RESTf ul conventi ons.

4.1. Associating Consuners to Tenants

The Service Provider MAY use the authentication nmechani sm (Section 2)
to determine the identity of the Consumer, and thus infer the
associ ated Tenant.

For inplenentations where a Consuner is associated with nore than one
Tenant, the Service Provider MAY use one of the follow ng nethods for
explicit specification of the Tenant.

If any of these nethods of allow ng the Consunmer to explicitly
speci fy the Tenant are enployed, the Service Provider should ensure
that access controls are in place to prevent or allow cross-tenant
use cases.
The Service Provider should consider precedence in cases where a
Consumer may explicitly specify a Tenant while being inplicitly
associated with a different Tenant.

4.1.1. URL Prefix Exanple
htt ps://ww. exanpl e. conf Tenants/{tenant _i d}/vl/ Users

4.1.2. Subdomai n Exanpl e
https://{tenant _id}. exanpl e.conm vl/ G oups

4.1.3. HITP Header
The Service Provider nay recognize a {tenant __id} provided by the
Consuner in the HITP Header "SCIM TENANT |ID' as the indicator of the
desired target Tenant.

In all of these nethods, the {tenant _id} is a unique identifier for
the Tenant as defined by the Service Provider.

4.2. SCIMldentifiers with Miultiple Tenants
Consi derations for a Miulti-Tenant |nplenentation:
The Service Provider may choose to inplenment SCIMids which are

uni que across all Resources for all Tenants, but this is not
required.
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The externalld, defined by the Consumer, is required to be unique
ONLY within the Resources associated with the associ ated Tenant.

5. Security Considerations
The SCI M Protocol is based on HITP and thus subject to the security
consi derations found in Section 15 of [RFC2616] [16]. SCI M Resources
(e.g., Users and Groups) can contain sensitive information.
Therefore, SCIM Consuners and Service Providers MJST inplenent TLS.
Wi ch version(s) ought to be inplenmented will vary over tinme, and
depend on the w despread depl oynent and known security
vul nerabilities at the tinme of inplenentation. At the tine of this
witing, TLS version 1.2 [RFC5246 [17]] is the nost recent version,
but has very limted actual deploynent, and m ght not be readily
avai lable in inplenmentation toolkits. TLS version 1.0 [RFC2246 [18]]
is the nost wi dely deployed version, and will give the broadest
interoperability.
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