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Abstract

The System for Cross-Donain Identity Managenent (SCIM specification
is designed to nake managi ng user identity in cloud based
applications and services easier. The specification suite builds
upon experience wth existing schemas and depl oynents, placing

speci fic enphasis on sinplicity of devel opnent and integration, while
appl yi ng exi sting authentication, authorization, and privacy nodel s.
Its intent is to reduce the cost and conplexity of user managenent
operations by providing a conmon user schema and extension nodel, as
wel | as binding docunents to provide patterns for exchanging this
schema using standard protocols. 1In essence, nmake it fast, cheap,
and easy to nove identity in to, out of, and around the cloud.

Thi s docunent provides a platformneutral schema and extensi on nodel
for representing users and groups in JSON format. This schema is

i ntended for exchange and use wth cloud service providers.
Addi ti onal binding docunents provide a standard REST API, SAM

bi ndi ng, and use cases.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

Throughout this docunent, values are quoted to indicate that they are
to be taken literally. Wen using these values in protocol nessages,
t he quotes MUST NOT be used as part of the val ue.

2. Overview

Wil e there are existing standards for describing and exchangi ng user
i nformati on, many of these standards can be difficult to inplenent
and/or use; e.g., their wire protocols do not easily traverse
firewalls and/or are not easily |ayered onto existing web protocols.
As a result, many cloud providers inplenent non-standard APl s for
managi ng users within their services. This increases both the cost
and conpl exity associated with organi zati ons adopting products and
services frommnmultiple cloud providers as they nust performredundant
integration developnent. Simlarly, cloud services providers seeking
to interoperate with nultiple application marketplaces or cloud
identity providers nmust be redundantly i ntegrated.

SCI M seeks to sinplify this problemthrough a sinple to inplenent
specification suite that provides a conmobn user schema and extension
nodel , as well as binding docunents to provide patterns for
exchanging this schema via a REST API. It draws inspiration and best
practice, building upon existing user APIs and schemas froma w de
vari ety of sources including, but not limted to, existing APlIs
exposed by cloud providers, PortableContacts, and LDAP directory
servi ces.

Thi s docunment provides a platform neutral schema and extensi on nodel
for representing users and groups in JSON format. This schema is

i ntended for exchange and use with cloud service providers.
Addi ti onal binding docunents provide a standard REST API, SAM

bi ndi ng, and use cases.
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2. 1. Definitions

Service Provider: A web application that provides identity
information via the SCI M protocol .

Consuner: A website or application that uses the SCI M protocol to
manage identity data maintained by the Service Provider.

Resource: The Service Provider managed artifact containing one or
nore attributes; e.g., User or Goup

Resource Type: A type of a Resource that is managed by a Service
Provider. The Resource Type defines the Resource nanme, endpoi nt
URL, Schemas, and ot her neta-data which indicate where a Resource
is managed and how it is conposed; e.g., User or G oup.

Schema: A collection of Attribute Definitions that describe the
contents of an entire or partial Resource; e.g.
urn: sci mschenmas: core: User: 2. 0.

Singular Attribute: A Resource attribute that contains 0..1 val ues;
e.g., displayNane.

Multi-valued Attribute: A Resource attribute that contains 0..n
val ues; e.g., enmails.

Sinple Attribute: A Singular or Miulti-valued Attribute whose val ue
is aprimtive; e.g., String.

Conpl ex Attribute: A Singular or Multi-valued Attribute whose val ue
is a conposition of one or nore Sinple Attributes.

Sub-Attribute: A Sinple Attribute contained within a Conpl ex
Attribute.

3. SCIM Schema Structure

SCI M schema provides a mninmal core schema for representing users and
groups (resources), enconpassing common attributes found in many
exi sting depl oynments and schenss.

A resource is a collection of attributes identified by one or nore
schemas. Mninmally, an attribute consists of the attribute nane and
at | east one Sinple or Conplex value either of which nmay be Multi -
val ued. SCI M schema defines the data type, plurality and ot her

di stinguishing features of an attribute. Unless otherw se specified
all attributes are nodifiable by Consuners. |nmmutable (read-only)
attributes SHALL be specified as "READ-ONLY' within the attribute
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definition. Additionally, Service Providers MAY choose to nmake sone
or all Resource attributes immutable and SHOULD i dentify those
attributes via the associ ated Resource’s schema endpoi nt

(Section 5.2).

A JSON [1] (JavaScript Qoject Notation) format is defined. Attribute
nanmes SHOULD be canel Cased. SCI M resources represented in JSON MJST
speci fy schema via the schemas attribute (Section 5.2).

3.1. Attribute Data Types

Attribute data types are derived fromJSON [2] and unl ess ot herw se
specified are optional, nodifiable by Consuners, and of type String
(Section 3.1.1). The JSON format defines a limted set of data
types, hence, where appropriate, alternate JSON representations
derived from XM. schema [3] are defined below. SCl M extensions
SHOULD not introduce new data types.

3.1.1. String

A sequence of zero or nore Unicode characters. The JSON format is
defined in section 2.5 [4] of RFC 4627. A String attribute MAY
specify a required data format. Additionally, when Canonical Val ues
are specified Service Providers SHOULD conformto those values if
appropriate, but MAY provide alternate String values to represent
addi ti onal val ues.

3.1. 2. Bool ean

The literal "true" or "false". The JSON format is defined in section
2.1 [5] of RFC 4627.

3.1. 3. Deci mal

A real nunber with at |least one digit to the left and right of the
period. The JSON format is defined in section 2.4 [6] of RFC 4627.

3.1.4. Integer
A Decimal nunmber with no fractional digits. The JSON format is

defined in section 2.4 [7] of RFC 4627 with the additional constraint
that the value MUST NOT contain fractionial or exponent parts.
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3.1.5. Dat eTi ne

A DateTinme val ue (e.g. 2008-01-23T04:56:22Z). The attribute val ue
MUST be encoded as a valid xsd:dateTine as specified in section 3.2.7
[8] of the XM. Schema Dat at ypes Specification.

Val ues represented in JSON MJUST conformto the XM. constraints above
and are represented as a JSON String [9].

3.1.6. Binary

Arbitrary binary data. The attribute value MJUST be encoded as a
val i d xsd: base64Bi nary as specified in section 3.2.16 [10] of the XM
Schema Dat at ypes Speci ficati on.

Val ues represented in JSON MUST conformto the XM. constrai nts above
and are represented as a JSON String [11].

3.1.7. Ref er ence

A reference to a SCI M Resource. The value MJST be the absol ute or
relative URI of the target Resource. Relative URI's should be

resol ved as specified in section 5.2 [12] of RFC 3986. The base UR
for relative URI resolution MJST include all URI conponents and path
segnments up to but not including the Endpoint URI; e.g., the base UR
for a request to https://exanple.comvl/ Users/2819c223-7f 76- 453a-
919d- 413861904646 woul d be https://exanple.comvl/ and the relative
URI for this Resource would be Users/2819c223-7f 76- 453a-
919d-413861904646.

Perform ng a GET operation on a reference URI MJST return the target
Resource or an appropriate HTTP response code. The Service Provider
MAY optionally choose to enforce referential integrity for

ref erences.

By convention, a reference is cormmonly represented as a "$ref" sub-
attribute in conplex or nmulti-valued attributes, however this is
OPTI ONAL.

3.1.8. Conpl ex
A Singular or Miulti-valued Attribute whose value is a conposition of
one or nore Sinple Attributes. The JSON format is defined in section
2.2 [13] of RFC 4627.

3. 2. Mul ti-val ued Attri butes
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Mul ti-valued attributes are unordered lists of attributes. Each
attri bute MAY contain Sub-Attributes and therefore nulti-val ued
attributes may contain Conplex Attributes. The bel ow Sub-Attri butes
are considered normative and when specified SHOULD be used as
def i ned.

type A label indicating the attribute’' s function; e.g., "work"™ or
n horrell .

primary A Bool ean value indicating the "primary’ or preferred
attribute value for this attribute, e.g. the preferred mailing
address or primary e-mail address. The primary attribute val ue
"true’ MJST appear no nore than once.

di splay A human readable nanme, primarily used for display purposes.
READ- ONLY.

operation The operation to performon the nulti-valued attribute
during a PATCH request. The only valid value is "delete", which
signifies that this instance should be renoved fromthe Resource.

value The attribute s significant value; e.g., the e-nmail address,
phone nunber, etc. Attributes that define a "value" sub-attribute
MAY be alternately represented as a collection of primtive types.
For exanpl e:

"email s": |
{"val ue":"bj ensen@xanpl e. cont'},
{"val ue": "babs@xanpl e. cont'}

]
}

May al so be represented as:

"emai | s": ["bj ensen@xanpl e. cont', "babs@xanpl e. coni]
}

$ref The Reference of the target Resource, if the attribute is a
ref erence.

When returning nulti-valued attributes, Service Providers SHOULD

canoni calize the value returned, if appropriate (e.g. for e-nai
addresses and URLs). Providers NMAY return the sane val ue nore than
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5.

5.

once with different types (e.g. the sane e-mail address may used for
wor k and hone), but SHOULD NOT return the sane (type, val ue)

conmbi nation nore than once per Attribute, as this conplicates
processi ng by the Consuner.

Schema Ext ensi on Mbdel

SCI M schema foll ows an obj ect extension nodel simlar to

bj ect Cl asses used in LDAP. Unlike LDAP there is no inheritance
nodel ; all extensions are additive (simlar to LDAP Auxiliary Object
Classes [14]). Each value indicates additive schema that nmay exi st
in a SClMrepresentation as specified by extensions not defined in
this suite. Schema extensions MJST NOT redefine any attributes
defined in this specification and SHOULD fol | ow conventi ons defi ned
in this specification. Each schenma extension nust identify a UR
used to identify the extension. The JSON format MJST use the
"schemas" attribute (Section 5.2) to distinguish extended resources
and attri butes.

SCI M Core Schema
1. Common Schema Attri butes

Each SCI M Resource (Users, Goups, etc.) includes the bel ow common
attributes. These attributes MJUST be included in all Resources,

i ncl udi ng any extended Resource types. It is not necessary to
specify the schemas attribute if the Resource is fully defined in
this docunment as the core schema is inplicitly included.

id Unique identifier for the SCI M Resource as defined by the Service
Provider. Each representation of the Resource MJST include a non-
enpty id value. This identifier MJST be uni que across the Service
Provider’s entire set of Resources. |t MJST be a stable, non-
reassi gnabl e identifier that does not change when the sane
Resource is returned in subsequent requests. The value of the id
attribute is always issued by the Service Provider and MJST never
be specified by the Service Consumer. bulkld: is a reserved
keyword and MUST NOT be used in the unique identifier. REQU RED
and READ- ONLY.

externalld An identifier for the Resource as defined by the Service
Consuner. The externalld may sinplify identification of the
Resource between Service Consuner and Service provider by allow ng
the Consuner to refer to the Resource with its own identifier
obviating the need to store a |ocal nmapping between the | ocal
identifier of the Resource and the identifier used by the Service
Provi der. Each Resource MAY include a non-enpty externalld val ue.
The value of the externalld attribute is always issued be the
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5.

2.

Servi ce Consuner and can never be specified by the Service
Provider. The Service Provider MJST always interpret the
externalld as scoped to the Service Consuner’s tenant.

meta A conplex attribute containing resource netadata. All sub-
attributes are OPTI ONAL

resourceType The nane of the Resource Type of the Resource.
READ- ONLY.

created The DateTine the Resource was added to the Service
Provider. The attri bute MJST be a DateTi nme. READ- ON\LY.

| ast Modi fied The npbst recent DateTime the details of this
Resource were updated at the Service Provider. |If this
Resource has never been nodified since its initial creation,
t he val ue MJUST be the sane as the value of created. The
attribute MIUST be a DateTime. READ O\LY.

| ocation The URI of the Resource being returned. This value MJST
be the sane as the Location HTTP response header. READ
ONLY.

version The version of the Resource being returned. This value
nmust be the sane as the ETag HTTP response header. READ-
ONLY.

attributes The nanes of the attributes to renove fromthe
Resource during a PATCH operati on.

"schemas" Attribute

SCl M supports resources of different types, with extensible schensas.
Each resource MJUST be indicated using fully qualified URLs.

When a representation does not explicitly provide support for
i ndi cating a schema, such as JSON, a schemas attribute is used to
indicate the version of SCIM schenma as well as any schena extensions.

schemas The schemas attribute is an array of Strings which allows
i ntrospection of the supported schema version for a SCI M
representation as well any schema extensions supported by that
representation. Each String value nust be a unique URI. This
specification defines URIs for User, Goup, and a standard
"enterprise” extension. All representations of SCI M schema MJST
i nclude a non-zero value array with value(s) of the URI's supported
by that representation. The schemas attribute for a Resource MJST
only contain val ues defined as "schema" and "schenmaExtensi ons" for
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t he Resource’s Resource Type. Duplicate values MJUST NOT be
i ncluded. Value order is not specified and MJST not i npact
behavi or. REQUI RED

6. SCI M User Schema

SCI M provi des a schema for representing Users, identified using the
following URI: "urn:scimschemas: core:2.0:User’. The follow ng
attributes are defined in addition to those attributes defined in
SCI M Core Schema:

6.1. Singular Attributes

userName Unique identifier for the User, typically used by the user
to directly authenticate to the service provider. O ten displayed
to the user as their unique identifier within the system (as
opposed to id or externalld, which are generally opaque and not
user-friendly identifiers). Each User MJST include a non-enpty
user Name value. This identifier MJST be uni que across the Service
Consuner’s entire set of Users. REQU RED

nanme The conponents of the User’s real nane. Providers MAY return
just the full nane as a single string in the formatted sub-
attribute, or they MAY return just the individual conponent
attributes using the other sub-attributes, or they MAY return
both. If both variants are returned, they SHOULD be descri bi ng
the sane nanme, with the formatted name indicating how the
conmponent attributes should be conbi ned.

formatted The full name, including all mddle nanes, titles, and
suffixes as appropriate, formatted for display (e.g. Ms.
Bar bara Jane Jensen, I11.).

fam | yNane The famly name of the User, or "Last Nane" in nost
Western | anguages (e.g. Jensen given the full nane M.
Bar bara Jane Jensen, 111.).

gi venName The given nanme of the User, or "First Name" in nost
Western | anguages (e.g. Barbara given the full name M.
Bar bara Jane Jensen, 111.).

m ddl eNanme The m ddl e nane(s) of the User (e.g. Jane given the
full name Ms. Barbara Jane Jensen, |I1.).

honorificPrefix The honorific prefix(es) of the User, or "Title"

in nost Western | anguages (e.g. Ms. given the full nane M.
Bar bara Jane Jensen, I11.).
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honorificSuffix The honorific suffix(es) of the User, or "Suffix"
in nost Western | anguages (e.g. I1l. given the full name M.
Bar bara Jane Jensen, 111.).

di spl ayNane The nane of the User, suitable for display to end-users.
Each User returned MAY include a non-enpty displayNanme val ue. The
name SHOULD be the full name of the User being described if known
(e.g. Babs Jensen or Ms. Barbara J Jensen, |I11), but MAY be a
usernanme or handle, if that is all that is available (e.g.
bj ensen). The val ue provided SHOULD be the primary textual | abel
by which this User is normally displayed by the Service Provider
when presenting it to end-users.

ni ckName The casual way to address the user inreal life, e.g. "Bob"
or "Bobby" instead of "Robert". This attribute SHOULD NOT be used
to represent a User’s usernane (e.g. bjensen or npepperidge).

profileUl A fully qualified URL to a page representing the User’s
online profile.

title The user’s title, such as "Vice President."

userType Used to identify the organization to user rel ationship.
Typi cal val ues used m ght be "Contractor"”, "Enployee", "Intern"
"Tenp", "External", and "Unknown" but any val ue nmay be used.

pref erredLanguage |Indicates the User’s preferred witten or spoken
| anguage. Generally used for selecting a |ocalized User
interface. Valid values are concatenation of the 1SO 639-1 two
| etter | anguage code [15], an underscore, and the |SO 3166-1 2
letter country code [16]; e.g., 'en_US specifies the |anguage
English and country US.

locale Used to indicate the User’s default |ocation for purposes of
| ocalizing itenms such as currency, date tinme format, nuneri cal
representations, etc. A locale value is a concatenation of the
| SO 639-1 two letter |anguage code [17], an underscore, and the
| SO 3166-1 2 letter country code [18]; e.g., 'en_US specifies the
| anguage English and country US.

timezone The User’s tinme zone in the "A son" tinmezone dat abase
format [19]; e.qg., Anerical/lLos_Angel es’.

active A Boolean value indicating the User’s admnistrative status.
The definitive neaning of this attribute is determ ned by the
Service Provider though a value of true infers the User is, for
exanple, able to login while a value of false inplies the User’s
account has been suspended.
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2.

password The User’s clear text password. This attribute is intended
to be used as a neans to specify an initial password when creating
a new User or to reset an existing User’s password. No accepted
standards exi st to convey password policies, hence Consuners
shoul d expect Service Providers to reject password values. This
val ue MJUST never be returned by a Service Provider in any form

Mul ti-valued Attributes
The followi ng nmulti-valued attributes are defi ned.

emails E-mail addresses for the User. The val ue SHOULD be
canoni cal i zed by the Service Provider, e.g. bjensen@xanple.com
i nstead of bjensen@XAMPLE. COM  Canoni cal Type val ues of work,
home, and ot her.

phoneNunbers Phone nunbers for the User. The val ue SHOULD be
canoni cal i zed by the Service Provider according to format in
RFC3966 [20] e.g. 'tel:+1-201-555-0123'. Canonical Type val ues of
wor k, home, nobile, fax, pager and ot her.

ims Instant nmessagi ng address for the User. No official
canoni calization rules exist for all instant nessagi ng addresses,
but Service Providers SHOULD, when appropriate, renove al
whi t espace and convert the address to | owercase. |Instead of the
standard Canoni cal Values for type, this attribute defines the
foll owi ng Canonical Values to represent currently popular I'M
services: aim gtalk, icqg, xmpp, msn, skype, qg, and yahoo.

photos URL of a photo of the User. The value SHOULD be a
canoni cal i zed URL, and MJUST point to an image file (e.g. a G F
JPEG or PNGinmage file) rather than to a web page containing an
i mge. Service Providers MAY return the sanme imge at different
sizes, though it is recognized that no standard for descri bing
i mges of various sizes currently exists. Note that this
attri bute SHOULD NOT be used to send down arbitrary photos taken
by this User, but specifically profile photos of the User suitable
for display when describing the User. Instead of the standard
Canoni cal Values for type, this attribute defines the foll ow ng
Canoni cal Values to represent popul ar photo sizes: photo,

t hunbnai | .

addresses A physical nmailing address for this User. Canonical Type
Val ues of work, honme, and other. The value attribute is a conplex
type with the followi ng sub-attributes. Al Sub-Attributes are
OPTI ONAL.
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formatted The full mailing address, formatted for display or use
with a mailing label. This attribute MAY contain new i nes.

street Address The full street address conponent, which nay
i ncl ude house nunber, street nane, P.O box, and nulti-Iline
extended street address information. This attribute MAY
contain new i nes.

locality The city or locality conponent.
region The state or region conponent.
post al Code The zi pcode or postal code conponent.

country The country nane conponent. \Wen specified the val ue
MUST be in | SO 3166-1 al pha 2 "short" code format [21];
e.g., the United States and Sweden are "US" and " SE"
respectively.

groups A list of groups that the user belongs to, either thorough
di rect nmenbershi p, nested groups, or dynam cally cal cul ated. The
val ues are neant to enabl e expressi on of common group or role
based access control nodels, although no explicit authorization
nodel is defined. It is intended that the semantics of group
menber shi p and any behavi or or authorization granted as a result
of menbership are defined by the Service Provider. The Canoni cal
types "direct” and "indirect" are defined to describe how the
group nmenbership was derived. D rect group nmenbership indicates
the User is directly associated with the group and SHOULD i ndi cate
t hat Consuners may nodi fy nenbership through the G oup Resource.
I ndi rect nmenbership indicates User nenbership is transitive or
dynam c and inplies that Consunmers cannot nodify indirect group
menber ship through the G oup resource but MAY nodi fy direct group
nmenber ship through the G oup resource which MAY influence indirect
menberships. |If the SCIM Service Provider exposes a G oup
resource, the "value" sub-attribute MIJST be the "id" and the
"$ref" sub-attribute must be the URI of the correspondi ng G oup
resources to which the user belongs. Since this attribute is
read-only, group nenbershi p changes MJUST be applied via the G oup
Resource (Section 8). READ ONLY.
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entitlements A list of entitlenments for the User that represent a
thing the User has. That is, an entitlenent is an additional
right to a thing, object or service. No vocabulary or syntax is
speci fied and Service Providers/ Consunmers are expected to encode
sufficient information in the value so as to accurately and
wi t hout anbiguity determ ne what the User has access to. This
val ue has NO canoni cal types though type may be useful as a neans
to scope entitlenents.

roles A list of roles for the User that collectively represent who
the User is; e.g., 'Student’, "Faculty". No vocabulary or syntax
is specified though it is expected that a role value is a String
or |abel representing a collection of entitlenents. This value
has NO canoni cal types.

x509Certificates A list of certificates issued to the User. Val ues
are Binary (Section 3.1.6) and DER encoded x509. This val ue has
NO canoni cal types.

7. SCIMEnterprise User Schema Extension

The foll owi ng SCI M extension defines attributes comonly used in

representing users that belong to, or act on behalf of a business or

enterprise. The enterprise user extension is identified using the

followng URI: *urn:scimschenmas: extension: enterprise:2.0:User’.

The follow ng Singular Attributes are defined:

enpl oyeeNunber Nuneric or al phanuneric identifier assigned to a
person, typically based on order of hire or association with an
or gani zati on.

costCenter ldentifies the name of a cost center.

organi zation Ildentifies the nane of an organi zation.

division Identifies the nane of a division.

departnment Identifies the name of a departnent.

manager The User’s manager. A conplex type that optionally allows
Service Providers to represent organizational hierarchy by
referencing the "id" attribute of another User.

managerld The id of the SCIMresource representing the User’s
manager. REQUI RED
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8.

$ref The URI of the SClMresource representing the User’s
manager. REQUI RED.

di spl ayNanme The di spl ayNanme of the User’s manager. OPTIONAL and
READ- ONLY.

SCI M G oup Schema

SCI M provi des a schema for representing groups, identified using the
followng URI: "urn:scimschenmas: core: 2. 0: Goup’.

G oup resources are neant to enabl e expression of common G oup or
rol e based access control nodels, although no explicit authorization
nodel is defined. It is intended that the semantics of group
menber shi p and any behavi or or authorization granted as a result of
nmenber ship are defined by the Service Provider are considered out of
scope for this specification.

The follow ng Singular Attribute is defined in addition to the common
attributes defined in SCI M Core Schema

di spl ayName A human readabl e nane for the G oup. REQU RED

The followng nmulti-valued attribute is defined in addition to the
common attributes defined in SCIM Core Schema

menbers A list of nmenbers of the G oup. Canonical Types "User" and
"Group" are READ-ONLY. The "value" sub-attribute nmust be the "id"
and the "$ref"” sub-attribute nust be the URI of a SCI M resource,
either a User, or a Goup. The intention of the Goup type is to
all ow the Service Provider to support nested G oups. Service
Providers MAY require Consuners to provide a non-enpty nenbers
val ue based on the "required" sub attribute of the "nmenbers"
attribute in Goup Resource Schema.

Servi ce Provider Configuration Schema

SClI M provides a schema for representing the Service Provider’s
configuration identified using the follow ng URI
"urn:scimschemas: core: 2. 0: Servi ceProvi der Confi g’

The Service Provider Configuration Resource enables a Service
Provider to expose its conpliance with the SCI M specification in a
standardi zed formas well as provide additional inplenentation
details to Consuners. Al attributes are READ-ONLY. Unlike other
core Resources, the "id" attribute is not required for the Service
Provi der Configuration Resource.
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The follow ng Singular Attributes are defined in addition to the
common attributes defined in Core Schema

docunentati onUrl An HTTP addressable URL pointing to the Service
Provi der’s human consumabl e hel p docunent ati on.

patch A conplex type that specifies PATCH configuration options.
REQUI RED.

supported Bool ean val ue specifying whether the operation is
supported. REQUI RED

bul k A conplex type that specifies BULK configuration options.
REQUI RED

supported Bool ean val ue specifying whether the operation is
supported. REQUI RED

maxOperations An integer val ue specifying the maxi num nunber of
operations. REQU RED

maxPayl oadSi ze An integer val ue specifying the nmaxi num payl oad
size in bytes. REQUI RED

filter A conplex type that specifies FILTER options. REQU RED

supported Bool ean val ue specifying whether the operation is
supported. REQUI RED.

maxResul ts | nteger val ue specifying the maxi mum nunber of
Resources returned in a response. REQU RED

changePassword A conpl ex type that specifies Change Password
configuration options. REQU RED

supported Bool ean val ue specifying whether the operation is
supported. REQUI RED

sort A conplex type that specifies Sort configuration options.
REQUI RED.

supported Bool ean val ue specifying whether sorting is supported.
REQUI RED.

etag A conplex type that specifies Etag configuration options.
REQUI RED.
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supported Bool ean val ue specifying whether the operation is
supported. REQUI RED

The following nmulti-valued attribute is defined in addition to the
comon attributes defined in Core Schema

aut henti cati onSchenes A conplex type that specifies supported
Aut hentication Schene properties. Instead of the standard
Canoni cal Values for type, this attribute defines the foll ow ng
Canoni cal Val ues to represent common schenes: oauth, oauth2,
oaut hbear ert oken, httpbasic, and httpdigest. To enable seamn ess
di scovery of configuration, the Service Provider SHOULD, with the
appropriate security considerations, make the
aut henti cati onSchenes attri bute publicly accessible w thout prior
aut hentication. REQU RED.

name The common aut hentication schene nane; e.g., HITP Basic.
REQUI RED.

description A description of the Authentication Schene.
REQUI RED.

specUrl A HITP addressable URL pointing to the Authentication
Schene’ s specification. OPTI ONAL.

docunentationU |l A HITP addressable URL pointing to the
Aut hentication Schene’s usage docunentation. OPTI ONAL

Resource Type Schenma

The Resource Type schema specifies the neta-data about a Resource
Type. Resource Type Resources are READ-ONLY and identified using the
following URI: "urn:scimschemas: core: 2. 0: ResourceType’. Unlike

ot her core Resources, all Attributes are REQU RED unl ess ot herw se
specified, and the "id" attribute is not required for the Resource
Type Resource.

The follow ng Singular Attributes are defined:

nanme The Resource Type nanme. Wen applicable Service Providers MJST
specify the nane specified in the core schema specification; e.g.,
"User" or "Group”. This nanme is referenced by the
nmet a. resourceType attribute in all resources.

description The Resource Type' s human readabl e description. Wen
appl i cabl e Service Providers MJST specify the description
specified in the core schema specification.
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endpoi nt The Resource Type's HITP addressabl e endpoint relative to
the Base URL; e.g., /Users.

schema The Resource Type’'s primary schema URI; e.g.,
urn:sci mschemas: core: 2. 0: User. This MJST be equal to the "id"
attribute of the Schema.

schemaExtensions A list of URIs of the Resource Type's schema
extensi ons.  OPTI ONAL.

schema The URI of an extended schema; e.g., urn:edu:2.0:Staff.
This MJUST be equal to the "id" attribute of a Schema
REQUI RED.

required A Bool ean val ue that specifies whether the schema
extension is required for the Resource Type. If true, a
Resource of this type MJST include this schema extension and
include any attributes declared as required in this schem
extension. |If false, a Resource of this type MAY omt this
schema extension. REQUI RED

Schema Schema

The Schema schema specifies the Attribute(s) and neta-data that
constitute a Schema. Schema Resources are READ-ONLY and identified
using the following URI: "urn:scimschenmas:core: 2.0: Schema’. Unlike
ot her core Resources the Schema Resource MAY contain a conpl ex object
within a Sub-Attribute and all Attributes are REQU RED unl ess ot her
speci fi ed.

The follow ng Singular Attributes are defined:

id The unique URI of the schema. \When applicable Service Providers
MUST specify the URI specified in the core schema specification;
e.g., "urn:scimcore:2.0:User". Unlike nost other schemas, which
use sonme sort of a GUD for the "id", the Schema "id" is a URI so
that it can be registered and is portable between different
Service Providers and Cients.

nanme The Schema’ s human readabl e nane. \When applicable Service
Provi ders MJUST specify the nanme specified in the core schema
specification; e.g., "User" or "Goup". OPTIONAL

description The Schema’s human readabl e description. Wen
appl i cabl e Service Providers MJST specify the description
specified in the core schema specification. OPTI ONAL.

The followng nmulti-valued attribute is defined:
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attributes A conplex type that specifies the set of Resource

attri butes.

nane The attribute’ s nane.

type The attribute’'s data type; e.g., String.

mul ti Val ued Bool ean value indicating the attribute’s plurality.

description The attribute’ s human readabl e description. Wen
applicable Service Providers MJUST specify the description

specified in the core schema specification.

readOnly A Bool ean value that specifies if the attribute is
nmut abl e.

requi red A Boolean value that specifies if the attribute is
required.

caseExact A Bool ean value that specifies if the String attribute
is case sensitive.

referenceTypes The nanes of the Resource Types that may be
referenced; e.g., User. This is only applicable for
attributes that are of the "reference" data type.

The followi ng multi-valued attributes are defined. There
are no canoni cal type val ues defined and the primary val ue
serves no useful purpose.

SubAttributes A list specifying the contained attri butes.

OPTI ONAL.
nanme The attri bute' s nane.
type The attribute’ s data type; e.g.,

String.

description The attribute’s human readabl e
description. Wen applicable Service
Provi ders MJUST specify the description
specified in the core schema
speci ficati on.

readOnly A Bool ean val ue that specifies if the
attribute is nutable.
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required A Bool ean val ue that specifies if the
attribute is required.

caseExact A Bool ean val ue that specifies if the
String attribute is case sensitive.

ref erenceTypes The nanmes of the Resource Types
that may be referenced; e.g., User.
This is only applicable for attributes
that are of the "reference" data type.

canoni cal Val ues A coll ection of canonical val ues.
When applicable Service Providers MJST
speci fy the canonical types specified
in the core schema specification;
e.g.,"work","home". OPTI ONAL.

12. JSON Representation
12.1. Mniml User Representation

The following is a non-normative exanple of the mnimal required SCI M
representation in JSON fornmat.

{

"schemas": ["urn:scimschemas: core: 2.0: User"],
"id": "2819c223-7f 76-453a-919d-413861904646",

"user Nane": "bjensen@xanpl e. cont
"meta": {
"resourceType": "User",

"created": "2010-01-23T04:56: 222",
"l ast Modi fied": "2011-05-13T04:42: 34Z",
"version": "W/\"3694e05e9df f 590\ " ",
"l ocation": "https://exanple.conm vl/ Users/2819c223-7f 76- 453a- 919d- 413
861904646"
}
}

12.2. Full User Representation

The followng is a non-normative exanple of the fully popul ated SC M
representation in JSON format.

{

"schemas": ["urn:scimschenmas: core: 2. 0: User"],
"id": "2819c223-7f 76- 453a- 919d- 413861904646" ,
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"external Id": "701984",

"user Nane": "bjensen@xanpl e.cont,
"name": {
"formatted": "Ms. Barbara J Jensen I|I1",
“fam | yNane": "Jensen",
"gi venNane": "Barbara"
"m ddl eNane": "Jane",
"honorificPrefix": "M.",
"honorificSuffix": "Ill"
}
"di spl ayNane": "Babs Jensen",
"ni ckNane": "Babs",
"profileUl™: "https://|ogin.exanple.com bjensen”
"emails": |
{
"val ue": "bjensen@xanpl e. con',
"type": "work",
"primary": true
¥
{
"val ue": "babs@ ensen.org",
"type": "hone"
}
1,
"addresses": |
{
"type": "work",
"street Address”: "100 Universal Gty Plaza",
"l ocality": "Hollywod",
"region": "CA",
"post al Code": "91608",
"country": "USA",
"formatted": "100 Universal City Plaza\nHoll ywod, CA 91608 USA"
"primary": true
|
{
"type": "hone",
"street Address": "456 Hol | ywood Bl vd",
“locality": "Hollywod",
"region": "CA",
"post al Code": "91608",
“country": "USA",
"formatted": "456 Hol | ywood Bl vd\ nHol | ywood, CA 91608 USA"
}
1,
"“phoneNunbers": [
{

"val ue": "555-555-5555",
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"type": "work"

"val ue": "555-555-4444",
"type": "nobile"

}
"ins" [
{ .
"val ue": "someai mhandl e",
"type": "aint
],
"photos": |
"val ue": "https://photos. exanpl e. cont profil ephot o/ 72930000000Ccne/ F
’ "type": "photo"
"val ue": "https://photos. exanpl e.com profil ephot o/ 72930000000Ccne/ T
’ "type": "thunbnail"
}

1,
"user Type": "Enpl oyee",

"title": "Tour Cuide",
“preferredLanguage": "en_US",

"l ocal e": "en_US",

"timezone": "Anerical/ Los_Angel es",
"active":true,
"password": "t lneMa$heen",
"groups": |

"val ue": "e9e30dba-f08f-4109-8486-d5c6a331660a",

"$ref": "https://exanpl e.conlvl/ G oups/e9e30dba-f 08f-4109- 8486- d5c6
a331660a",

“display": "Tour Cuides"

"val ue": "fc348aa8-3835-40eb-a20b-c726e15c55b5",

"$ref": "https://exanpl e.conlvl/ G oups/fc348aa8- 3835-40eb-a20b-c726
el5c55b5",

“di splay": "Enpl oyees”

"val ue": "7l1lddacd2- a8e7-49b8- a5db- ae50d0a5bf d7",

"$ref": "https://exanple.conlvl/ G oups/ 71lddacd2- a8e7- 49b8- a5db- ae50
dOa5bf d7",

“display": "US Enpl oyees”

],
"x509Certificates": |
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{
"val ue": "M | DQzCCAqygAW BAgl CEAAWDQYJKoZIl hvc NAQEFBQAWT| ELMAK GA1UEB
hMCVVIVK
Ez ARBgNVBAgMCkNhbd nb3J uaWWEx FDASBgNVBAOMC2V4 YWLwb GUu Y29t M
RQWMEQYD
VQQDDAL | eGFt cGxl Lnm\vbTAeFWOXMIEWM | wiNj | OMz FaFwOx M EwivDQWN
j 1 OMzFa
VH8x Cz AJBgNVBAYTAI VTVRMAMEQYDVQQ DApDYWkpZmBy b hIVRQWEQ YDV
QQKDA |
eGFt c&x| Lm\vb TEhVB8GALUEAWWYTXMUI EJhcmdhenEgSi BKZW6zZWAgS
U JVSI w
I AYJKoZI hve NAQKBFhNI amVuc2VuQGVAYWLwWb GUUY29t M | Bl j ANBgkgh
ki GOwOB
AQEFAAOCABAM | BCQKCAQEAT7Kr +Decds/ JQb0Gnej JFcBI P682X3xpj i s5
6AK02bc
1FLgzdLI 8auoR+cC9/ Vr h5t 66HKQ OdA4unHh0AaZ4xL5PhVbXI PVB5VA
PKpzz5i
PSi 8xO8SL71 7SDhcBVJhqVqgr 3Hgl | EGGUCI DAHO7 nkLuwXq8Hcl SKkbT5
WFTVFf FZ
zi dPI 8HZ7DhXkZI Rt IJwBweg4bvnmBhMLOs 7UQHO5ZS6¢ VDgwe KNwdLLr T5
1i kSQG3
DYr | +f t 781UCRI gqxgwgCf XEuDi i nPhOkkvli 5ji vVulZ9Q w YEdRbLJ4
zJBnDr
SGTMYn4l Rc2HgHMDgB/ bnMor HBOCC6AV1QuFKAGPelLwi DAQABO3swe
TAJIBgNV
HRVEA] AAMOWGCWCGSAGGHEI BDQY Fh1Pc GVUULNM EdI bmvy YXRI ZCBDZ
XJ0aWzp
Y2FOZTAdBgNVHQUEFgQU8pDOWOVsZI saAl6l LBEN8bxOF/ gwHWYDVROj B
BgwFoAU
dGeKi t caF7gnzsNwDx 708k gaVt OwDQYJKoZl hvc NAQEFBQADg YEAA81Ss
FnQdYJt
Ng5Tcq+/ ByEDr Bgnusx0j | oUhBy PMEVKOMZ3J7j 1Zgl 8r AbOkNngX8+pK
fTi Dz1R
CA+dx8oU6Za+4NIXU | L5CvVEBEYb1+QAEJW t TWXxB/ A67g42/ vzgAt o
RUeDov 1
+GFi BZ+GNF/ cAYKeM Ger s2i 97ZkJIMo="
}
],
"meta": {
"resourceType": "User",

"created": "2010-01-23T04:56: 222",

"l ast Modi fied": "2011-05-13T04: 42: 347",

"version": "W/\"a330bc54f 0671cO\"",

"l ocation": "https://exanple.com vl/ Users/2819c223-7f 76- 453a- 919d- 413
861904646"

}
}

12.3. Enterprise User Extension Representation

The following is a non-normative exanple of the fully popul ated User
using the enterprise User extension in JSON fornmat.



{

"schemas": ["urn:scimschemas: core:2.0:User", "urn:scimschenas: extensi
on:enterprise:2.0:User"],

"id": "2819c223-7f 76- 453a-919d- 413861904646",

"external 1d": "701984",

"user Nane": "bjensen@xanpl e.cont,
"name": {
"formatted": "Ms. Barbara J Jensen I|I1I1",
"fam | yNane": "Jensen",
"gi venNane": "Barbara",
"m ddl eNanme": "Jane",

“honorificPrefix": "M.",

Mortinore, et al. Expires March 03, 2014 [ Page 23]



I nternet-Draft draft-sci mcore-schema-02 August 2013

"honorificSuffix": "III"

}
"di spl ayNane": "Babs Jensen",
"ni ckName": "Babs",
"profileUrl": "https://1ogin.exanple.com bjensen”
"email s": |
{
"val ue": "bjensen@xanpl e.cont,
"type": "work",
"primary": true
1
{
"val ue": "babs@ ensen.org",
"type": "hone"
}
1,
"addresses": |
{
"street Address”: "100 Universal Gty Plaza",
“locality": "Hollywod",
"region": "CA",
"post al Code": "91608",
“country": "USA",
"formatted": "100 Universal Cty Plaza\nHol |l ywood, CA 91608 USA",
"type": "work",
"primary": true
%,
"street Address": "456 Hol | ywood Bl vd",
"locality": "Hollywod",
"region": "CA",
"post al Code": "91608",
"country": "USA",
"formatted": "456 Hol | ywood Bl vd\ nHol | ywood, CA 91608 USA",
"type": "hone"
}
1,
"phoneNunbers": [
{
"val ue": "555-555-5555",
"type": "worKk"
1
{
"val ue": "555-555-4444",
"type": "nobile"
}
1,
"tms": [
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"soneai mhandl e",
"ai '

"https://photos. exanpl e. cont profil ephot o/ 72930000000Ccne/ F

"phot 0"

"https://photos. exanpl e. con profil ephot o/ 72930000000Ccne/ T
"t hunbnai | "

'serType": " Enpl oyee",
"Tour Cuide",

"preferredLanguage": "en_US",

{
"val ue":
"type":
}
1.
"photos": |
{
"val ue":
"type":
|
{
"val ue":
"type":
}
]
"title":
"l ocal e":
"ti mezone":

"en_ US",

"Ameri cal/ Los_Angel es",

"active":true,
"password": "t ImeMa$heen",
"groups": |

}
]

hMCVVIVK

RQWEQYD
j 1 OMzFa

QQKDAL |
U MBI w

"val ue":

"$ref":

"e9e30dba-f 08f - 4109- 8486- d5c6a331660a",
"/ G oups/ e9e30dba- f 08f - 4109- 8486- d5c6a331660a",

“di splay": "Tour Cuides"

"val ue":

"$ref":

"fc348aa8- 3835- 40eb- a20b- c726e15¢c55b5",
"/ & oups/ fc348aa8- 3835- 40eb- a20b- c726e15c55b5",

"di splay": "Enpl oyees"

"val ue":

"$ref":

"71ddacd2- a8e7-49b8- a5db- ae50d0a5bf d7",
"/ &G oups/ 71ddacd2- a8e7- 49b8- a5db- ae50d0a5bf d7",

"display": "US Enpl oyees”

"val ue":

"’509CErtificates": [

"M | DQz CCAqygAW BAgl CEAAWDQYJKoZI hvcNAQEFBQAWT] ELMAK GALUEB
Ez ARBgNVBAgMCKNnbG nb3J uaVEx FDASBgNVBAOMC2VAYWLWb GUU Y29t M
VQQDDAL | eGFt cGxl Lm\vb TAe FWOXMTEWM | whNj | OMz FaFwOxM EwVDQAN
MHBx Cz AJBgNVBAYTAl VTVRMAVEQYDVQQ! DAPDYW pZnBybni hVRQAEG YDV
eGFt cGx| Lm\vb TEhMB8 GALUEAWWYTXMul EJhcmlhenEgSi BKZWbzZWigS

I AYJKoZI hveNAQKBFhNI amVuc2VuQGv4YWLwbGUuY29t M | Bl ] ANBgkgh



ki GOwOB
AQEFAACCABAM | BCgKCAQEAT7Kr +Dcds/ JQb0Gmej JFcBI P682X3xpj i s5
6AK02bc
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1FLgzdLI 8auoR+cC9/ Vr h5t 66HkQ OdA4unHNO0AaZ4xL5PhVbXI PVB5vVA

PKpzz5i
PSi 8xO8SL71 7SDhcBVJhgVgr 3Hgl | EGGUCI DAHO7 nkLuwXg8Hc | SKkbT5
WFTVf FZ
zi dPl 8HZ7DhXkZl Rt JwBweq4bvnmBhMLOs 7UQHO5ZS6¢c VDgwe KNwdLLr T5
1i kSQG3
DYr | +f t 781LUQRI gxgwqCf XEuDi i nPhOkkvli 5) i vvulZz9Q w YEdRbLJ4
zJQBnDx
SGTMYn4l Rc2HgHMDgB/ bnWor HBOCC6AV1QuFKAGPelLw DAQABO3swe
TAJBgNV
HRVEA] AAMOWGCCWCGSAGGHEI BDQQF FhlPcGVUULNM EdI bnvy YXRI ZCBDZ
XJ0aWzp
Y2F0ZTAdBgNVHQUEFgQU8pDOWOVsZl saAl6l LEEN8bx0F/ gwHWYDVROj B
BgwFoAU
dCeKi t caF7gnzsNwDx708kqgaVt OWDQYJKoZIl hvc NAQEFBQADg YEAA81Ss
FnQdYJt
Ng5Tcqg+/ ByEDr BgnusxO0j | oUhBy PMEVKOMZ3J7) 1Zgl 8r AbOkKNngX8+pK
fTi Dz1R
CA+dx8oU6Za+4NIXY | L5CvVEBEYb1+QAEJW t TWXB/ A67942/ vzgAt o
RUeDov1
+GFi BZ+GN\F/ cAYKeM Ger s2i 97ZkJMo="
}
]' _ _ _
"urn:sci mschemas: extension: enterprise:2.0: User": {
"enpl oyeeNunber": "701984",
"“costCenter": "4130",
"organi zation": "Universal Studios",
“division": "Theme Park",
"departnent": "Tour Operations",
"manager": {
"“manager | d": "26118915-6090-4610-87e4-49d8ca9f 808d",
"$ref": "/Users/26118915- 6090- 4610- 87e4- 49d8ca9f 808d",
"di spl ayNane": "John Smth"
b
"meta": {
"resourceType": "User",

"created": "2010-01-23T04:56: 227",

"l ast Modi fied": "2011-05-13T04: 42: 347",

"version": "W/\"3694e05e9df f 591\ " ",

"l ocation": "https://exanple.conlvl/ Users/2819c223-7f 76- 453a- 919d- 413
861904646"

}
}

12.4. G oup Representation

The followng is a non-normative exanple of SCIM Group representation
in JSON fornat.



"schemas": ["urn:scimschemas: core: 2. 0: Goup"],
"id": "e9e30dba-f 08f-4109-8486-d5c6a331660a",
"di spl ayNane": "Tour Cuides",

"menbers": |

{
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"val ue": "2819c223- 7f 76- 453a- 919d- 413861904646" ,
"$ref": "https://exanple.comvl/ Users/2819c223-7f 76- 453a- 919d- 41386

1904646",
"di splay": "Babs Jensen”
% :
"val ue": "902c246b-6245-4190- 8e05- 00816be7344a",
"$ref": "https://exanple.com vl/ Users/902c246b- 6245- 4190- 8e05- 00816
be7344a",
"di splay": "Mandy Pepperidge"
}
]
"meta": {
"resourceType": "G oup",

"created": "2010-01-23T04:56: 227",

"l ast Modi fied": "2011-05-13T04: 42: 342",

"version": "W/\"3694e05e9dff592\"",

"l ocation": "https://exanple.conlvl/ G oups/e9e30dba-f08f-4109-8486-d5
c6a331660a"

}
}

12.5. Service Provider Configuration Representation

The following is a non-normative exanple of the SCIM Service Provider
Configuration representation in JSON fornat.

{
"schemas": ["urn:scimschemas: core: 2. 0: Servi ceProvi der Config"],
"docunentationUrl":"http://exanple.com hel p/scimhtnm ",
"patch": {
"supported":true
¥,
"bul k": {
"supported":true,
"maxQOper ati ons": 1000,
"maxPayl oadSi ze": 1048576
¥,
"filter": {
"supported":true,
"maxResul ts": 200
}

’hangePassmord" A
"supported":true

"sort": {
"supported":true

"étag": {
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"supported":true

}
"aut henticati onSchemes": |
{
"name": "QAuth Bearer Token",
"description": "Authentication Schenme using the QAuth Bearer Token
St andard",
"specUrl":"http://tools.ietf.org/htm /draft-ietf-oauth-v2-bearer-01
“docunentationUrl":"http://exanpl e.com hel p/ oauth. ht m ",
"type": "oaut hbearertoken",
"primary": true
b
{ .
"nane": "HITP Basic",
"description": "Authentication Scheme using the Http Basic Standard
"specUrl":"http://ww.ietf.org/rfc/rfc2617.txt",
"“docunentationUl":"http://exanpl e.conf hel p/ httpBasic. htm ",
"type":"httpbasic"
}
1,
"meta": {
"resourceType": "ServiceProviderConfig"
"created": "2010-01-23T04:56: 227",
"l ast Modi fied": "2011-05-13T04: 42: 342",
"version": "W/\"3694e05e9df f 594\ " "
}

12.6. Resource Type Representation

The following is a normative exanple of the SCI M Resource Type
representation in JSON format.

{

"schemas": ["urn:scimschemas: core: 2. 0: ResourceType"],

"nanme": "User",

"endpoint": "/Users",

"description": "Core User",

"schema": "urn:scimschenmas: core: 2.0: User",

"schemaExt ensi ons": |
"schema": "urn:scimschenas: extension:enterprise:2.0:EnterpriseUser
"required": true

}
1,
"meta": {

"resourceType": "ResourceType",



Mortinmore, et al. Expires March 03, 2014 [ Page 28]



I nternet-Draft draft-sci mcore-schema-02 August 2013

"created": "2010-01-23T04:56: 227",
"last Modi fied": "2011-05-13T04:42: 347",
"version": "W/\"3694e05e9df f 595\ ""

12.7. Schenma Representation

The following is a normative exanple of the SCI M Schenma
representation in JSON format.

{
"id": "urn:scimschenmas: core: 2.0: User",
"name": "User",
"description": "Core User",
"attributes":|
{
"nanme":"id",
"type":"string",
“mul ti Val ued": f al se,
"description":"Unique identifier for the SCIMresource as defined b
y the Service Provider. Each representation of the resource MJST include a n
on-enpty id value. This identifier MJST be unique across the Service Provide
r's entire set of resources. It MJST be a stable, non-reassignable identifie
r that does not change when the sane resource is returned in subsequent requ
ests. The value of the id attribute is always issued by the Service Provider
and MJST never be specified by the Service Consuner. REQUI RED.",
"readOnl y":true,
"required":true,
"caseExact":fal se

"nanme": " name",
"type":"conpl ex"
"mul ti Val ued": f al se,
"description":"The conponents of the user’s real name. Providers MA
Y return just the full name as a single string in the formatted sub-attri but
e, or they MAY return just the individual conmponent attributes using the oth
er sub-attributes, or they MAY return both. |If both variants are returned, t
hey SHOULD be describing the sane nane, with the formatted nane indicating h
ow t he conponent attributes should be conbined.",
"readOnl y": fal se,
"required": fal se,
"caseExact": f al se,
"SubAttributes":[
{
"nanme":"formatted",
"type":"string",
“mul tiVal ued”: f al se,
“description”:"The full name, including all mddle nanes, title
s, and suffixes as appropriate, formatted for display (e.g. Ms. Barbara J Je
nsen, 111.)." |,



"readOnl y": fal se,
"required": fal se,
"caseExact": fal se

"nane":"fam | yNane",
"type":"string",

Mortinore, et al. Expires March 03, 2014

[ Page 29]



I nternet-Draft draft-sci mcore-schema-02 August 2013

"mul ti Val ued": f al se,

"description":"The famly nanme of the User, or Last Nanme in nos
t Western | anguages (e.g. Jensen given the full nane Ms. Barbara J Jensen,
.).m,

"readOnl y": fal se,

"required":fal se,

"caseExact":fal se

"nane": " gi venNane",

"type":"string",

"mul ti Val ued": fal se,

"description":"The given nane of the User, or First Nane in nos
t Western | anguages (e.g. Barbara given the full name Ms. Barbara J Jensen,
r.).,

"readOnl y": f al se,

"required":fal se,

"caseExact": fal se

"nane": " m ddl eNane",

"type":"string",

“mul tiVal ued": fal se,

"description":"The m ddl e nane(s) of the User (e.g. Robert give
n the full name Ms. Barbara J Jensen, I11.).",

"readOnl y": fal se,

"required": fal se,

"casekxact": fal se

"nanme": "honorificPrefix",

"type":"string",

“mul tiVal ued”: f al se,

"“description":"The honorific prefix(es) of the User, or Title
n nost Western | anguages (e.g. Ms. given the full nane Ms. Barbara J Jensen,

rr.). ",

"readOnl y": fal se

"required":fal se,

"caseExact":fal se

"nanme": "honorificSuffix",

"type":"string",

“mul ti Val ued": f al se,

"“description":"The honorific suffix(es) of the User, or Suffix
in nost Western | anguages (e.g. IIl. given the full name Ms. Barbara J Jense
n, 1r1r.).m,

"readOnl y": fal se,
"required":fal se,
"caseExact":fal se
}
]
1
{



"nane":"emil s",
n t ypeII : mn COerI eXII ,
"mul ti Val ued": true,
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"description":"E-mail addresses for the user. The val ue SHOULD be
canoni cal i zed by the Service Provider, e.g. bjensen@xanple.cominstead of b
j ensen@XAMPLE. COM Canoni cal Type val ues of work, hone, and other.",

"readOnl y": f al se,

"required":fal se,

"caseExact": fal se,

"subAttributes":[

{
"nane": "val ue",
"type":"string",
“mul tiVal ued": fal se,
"description":"E-mai| addresses for the user. The val ue SHOULD
be canonicalized by the Service Provider, e.g. bjensen@xanple.cominstead
of bj ensen@XAMPLE. COM Canoni cal Type val ues of work, hone, and other.",
"readOnl y": fal se,
"required": fal se,
"caseExact": fal se

"nanme": "di spl ay",

"type":"string",

“mul ti Val ued": f al se,

"“description":"A human readable nane, primarily used for displ
ay purposes. READ ONLY.",

"readOnl y":true,

"required":fal se,

"caseEkxact": fal se

"name":"type",

"type":"string",

"mul ti Val ued”: f al se,

"description":"A label indicating the attribute’s function; e.
or ' hone’ .",

"readOnl y": fal se,

"required":fal se,

"caseExact": fal se,

"canoni cal Val ues": [ "wor k", "hone", "ot her"]

g., 'work

"nanme":"primry"

"type":"bool ean",

“mul ti Val ued": f al se,

"description”:"A Bool ean value indicating the "primary’ or pre
ferred attribute value for this attribute, e.g. the preferred mailing addres
s or primary e-mail address. The primary attribute value ’'true’ MJST appear
no nore than once.",

"readOnl y": fal se,

"required":fal se,

"caseExact":fal se

}
s
{

"nane": "addresses",



"type": " conpl ex",

“mul ti Val ued": true,

"description":"A physical mailing address for this User, as descr
bed in (address Elenent). Canonical Type Values of work, honme, and other. Th
e value attribute is a conplex type with the follow ng sub-attributes.",
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"readOnl y": fal se
"required":fal se,
"caseExact": fal se,
"SubAttributes":[
{
"name":"formatted",
"type":"string",
“mul ti Val ued": f al se,
"description":"The full mailing address, formatted for display
or use with a mailing label. This attribute MAY contain newines.",
"readOnl y": fal se,
"required":fal se,
"caseExact":fal se
s
{

"nane": "street Address",

"type":"string",

"rmul ti Val ued": f al se,

"description":"The full street address conponent, which may in
cl ude house number, street nane, PO BOX, and nulti-line extended street addr
ess information. This attribute MAY contain newines.",

"readOnl y": f al se,

"required":fal se,

"caseExact": fal se

"nane":"locality"

"type":"string",

“mul ti Val ued": fal se,

"description":"The city or locality conponent.",
"readOnl y": fal se

"required":fal se,

"caseExact":fal se

"nanme":"region",

"type":"string",

“mul ti Val ued": f al se,

"description":"The state or regi on conponent.",
"readOnl y": f al se,

"required":fal se,

"caseExact": fal se

"nane": " post al Code",

"type":"string",

“mul tiVal ued": fal se,

"description":"The zi pcode or postal code conponent.",
"readOnl y": fal se

"required":fal se,

"caseEkxact": fal se
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b

{
"name": "country"
"type":"string",
“mul ti Val ued": fal se,
"description":"The country name conponent.",
"readOnl y": fal se
"required":fal se,
"caseExact":fal se

s

{

"name":"type",

"type":"string",

"mul ti Val ued": f al se,

"description":"A label indicating the attribute’s function; e.

g., 'work’ or 'home’.",
"readOnl y": fal se,
"required":fal se,
"caseExact": fal se,
"canoni cal Val ues": [ "wor k", "hone", "ot her"]

}
]
}
1,
"meta": {
"resourceType": "Schem"

"created": "2010-01-23T04: 56: 227",
"l ast Modi fied": "2011-05-13T04: 42: 347",
"version": "W/\"3694e05e9df f 596\ " ",
"l ocation": "https://exanple.con vl/ Schemas/ urn:scimschenmas: core: 2.0
s User”
}
}

13. Security Considerations

The SCI M Core schema contains personally identifiable information as
wel | as other sensitive data. Aside from prohibiting password val ues
in a SCl Mresponse this specification does not provide any neans or
guarantee of confidentiality.
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