I nternet Engi neering Task Force Y. Kadobayashi

I nternet-Draft NAI ST
| nt ended status: | nformational K. ANDO
Expires: Septenber 4, 2014 BBsec
K. Kasamat su

S. Kanno

NTT SOFT

March 3, 2014

Use of S/M ME Encryption Function in Enterprises
dr af t - kadobayashi - sm nme- secur eops- 00

Abstract

In this docunment, we provide a nethod for enterprises to utilize and
operate the use of SSMME to handle highly confidential information.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 4, 2014.
Copyright Notice

Copyright (c) 2014 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided w thout warranty as

described in the Sinplified BSD License.
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1. I nt roducti on
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Use of the S/IM ME encryption function within enterprises allows them
to handl e highly confidential information such as business critical

i nformati on. However, use of encryption, decreases the functionality
of anti-virus software and creates the need to nanage expired digital
certificates. In this docunent, we provide a nethod for enterprises

to utilize and operate the use of S/M M to handl e highly
confidential information.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Decrease of anti-virus functionality on the e-mail server

There is an issue where anti-virus software on e-nmail servers may not
properly function when encrypted e-nails are received. The follow ng

i ssues are al so seen when the anti-virus software does not
properly.
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2.1. Use of anti-virus function at S/M ME user agent

Using S/M ME at user agent(MJA), it is highly recommended that the S/
M ME decrypted e-mails nmust be checked by anti-virus function
i mredi ately after the decryption.

2.2. Use of SSMME at the Gateway

Using SSM M at the Gateway is one way to work around the anti-virus
issue. By inplenenting S'M M at the Gateway, viruses can be
detected at the Gateway. By storing and managi ng keys of senders at
the Gateway, e-mails can be decrypted and scanned for viruses at the
Gat eway.

3. Decreased nonitoring of highly confidential e-mails that are sent
and recei ved

Moni toring may decrease when sending highly confidential information,
such as business information to a party outside of the organization.
This issue differs fromthe i ssue where anti-virus functionality
decreases, and an organi zati on nmust consider that e-mails nust be
noni t ored when sending the e-nail (imrediate nonitoring) and e-mail
contents nust be nonitored every so often after the e-mail has been
sent (intermttent nonitoring).

For inmmedi ate nonitoring, SSMME at the Gateway introduced previously
(3.1) can be used to maintain confidentiality outside of the

organi zation and nonitoring in accordance to organi zati onal policies
al so becones possible. For intermttent nonitoring, the follow ng
nmet hods where keys are managed or decrypted e-mails are nmanaged can
be used.

3.1. Method for managi ng keys

When digital certificates are disposed, e-mails that were encrypted
using that certificate cannot be decrypted, so you can choose to
manage and maintain such digital certificates. However, the

di scl osure of a private key for an expired digital certificate
contains the same dangers as the disclosure of a private key for a
valid digital certificate. Keys can be managed by sharing keys or
del egati ng managenent of the keys through the inplenentation of S
M ME at the Gateway.

3.2. Accessing e-mails that have been decrypted
Since the contents of encrypted e-mails cannot be read if the expired

keys are not stored, decrypted e-nmails can be stored in plaintext if
expi red keys are not managed and stored. 1In this case, you may be
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9.

1.

1

saving highly confidential information in plaintext, therefore access
to such informati on nust be managed properly.

| nportance of the managenent of expired certificates
In order to be able to use encrypted e-nails into the future, you
nmust store expired digital certificates of the senders. Expired
digital certificates may be | everaged for inpersonation, so storage
of these certificates nmust be done carefully, increasing the burden
on the recipient. To handle this issue, you can use the follow ng
technol ogi cal neasure in addition to the nethods described in 4.1 and
4. 2.
Use of Dual Key Pairs
Key pairs that have expired shoul d be disposed of as quickly as
possi bl e, but key pairs for encryption nust be stored for an extended
period of time for decryption purposes. One can use separate key
pairs for encryption and signing. This allows a user to not have to
change key pairs for encryption when the certificate has expired.
Acknowl edgenent s
TBD.

| ANA Consi derati ons
This meno includes no request to | ANA

Privacy Consi derations
TBD.

Security Consi derations
TBD.
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