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Abstract

Thi s docunent describes an extension to the Nei ghbor D scovery
protocol (ND). The proposed extension enhances ND by providing it
with a new option: the Prefix Del egation option (ND-PD). ND PD
offers the possibility for routers on a sanme link to ask for or
del egate | Pv6 prefixes.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 29, 2013.

Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
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1. I ntroducti on and noti vati ons

Thi s docunent describes a new option that extends ND with a PD
mechani sm Using this nmechanism a requesting router can ask for a
gl obal IPv6 prefix to a delegating router that is present on the sane
l'ink.

The proposed ND-PD nmechani smreaches the sane objectives as the
DHCPv6- PD nmechani sm descri bed in [ DHCPV6_PD], but in a faster and

| ess ressources consum ng way. The proposed ND-PD has been initially
t hought and desi gned for highly nobile networks such as vehicul ar

net wor ks, where opportunities for comrunicating may be quite short.
Therefore, the |l ess signaling nessages are required to auto-configure
nobi | e nodes, the nore tine can be exploited by applications during

t hese short comuni cati on wi ndows. Mreover, the default

avai lability of the ND protocol in any |IPv6 stack makes it a strong
candi date to handl e the PD service rather than inplenenting an

addi tionnal software, especially in hardware and ressources
constrai ned devices |ike sensors or on-board devi ces.
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2. Term nol ogy

Thi s docunent uses the term nol ogy defined in [ DHCPV6_PD],
[ NEI GHDI SC], and [SLAAC]. Also the follow ng additionnal terns are
used:

Requesting router: A router that is asking for prefixes to be

del egat ed.

Del egating router: A router that provides prefixes to requesting
routers.

Prefix Information: A logical structure that stores all informations

related to a specific prefix.

DPDB: The Del egated Prefi xes DataBase (DPDB) is a
| ogi cal structure that stores all prefixes that
have been del egated from a specific del egating
router along with other informations related to
this delegating router. One DPDB MJST be created
on both the requesting and the del egating routers
si des for each requesting/del egating routers
tuple (see Section 8.1 for nore details).
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3. Requirenents
The keywords MJUST, MUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD

SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ KEYWORDS] .
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4. Rel at ed wor ks

A few drafts about providing a PD mechanismto the ND protocol have
al ready been proposed in the past.

I n [ DRAFT_LUTCHANSKY] the author proposes to add a PD option to the
Router Solicitation (RS) and Router Advertisenent (RA) nessages
generated by routers. A router that needs a global prefix can ask
for one by including a PD option in a RS nessage. Then, a router
that owns prefixes for delegation replies to the request with a RA
that includes a PD option. The nmain advantage of this proposal is
that it is very sinple and does not require any additionnal nessage
to work. However it |lacks of conpleteness: the handling as well as
t he renewi ng and rel easing of the del egated prefixes are not taken
i nto consi derati on.

I n [ DRAFT_HABERVMAN] a nore conpl ete PD nechani smfor ND protocol is
proposed. The nmechanismis based on two new | CMP nessages: the
Prefix Request and the Prefix Delegation. The former is used by a
requesting router to ask for a prefix. Conversely, the latter is
used by a delegating router to reply to the request. The proposal
al so includes the possibility for a requesting router to renew a
del egated prefix that has not expired yet and to return a del egated
prefix that is no | onger required.

The proposed ND-PD nmechanismthat is described in this docunent is

cl ose to the one described in [ DRAFT_HABERMAN]. However, our
nmechanismrelies on the creation of new RS/ RA options rather than the
creation of new | CMP nessages. Also, the ND PD service provided by a
router is advertised using the RA flags option [ RAFLAGS]. This

i nformati on enabl e requesting routers to be aware of the presence of
routers that provide the ND-PD service on link without firstly asking
for it.
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5.

Use case exanpl e: V2V2i

Figure 1 shows a vehicular scenario. Two vehicles are depicted: a
Leaf Vehicle (LV) and an Internet Vehicle (1V). Both of them enbed a
vari ous nunber of Local Fixed Nodes (LFN) (like, for instance,
sensors) and a Mobile Router (MR) that acts as a gateway between the
network inside the vehicle and the outdoor. The main difference
between the LV and the IV is the nunber of interfaces that are
enbedded on their MR and, consequently, their (in)ability to connect
to an infrastructure network. In this figure, the MR1V has two
egress interfaces: one connected to the infrastructure (E2) using a
| ong range communi cation technology (e.g. 3G or LTE) and the other
one connected to the LV (E1) in an ad-hoc manner using a short range
conmuni cation technol ogy (e.g. 802.11p).

The objective in the V2V21 use case is to provide an |IPv6 end-to-end
connectivity to the LFN that are enbedded in the LV. To this end, a
gl obal and topologically correct |IPv6 pefix nust be advertised by the
MR-LV on its I1 interface. The MR- LV gets the required prefix by
asking for one to the MR IV using the ND-PD nechanism It is assuned
that the MRI1V is provided with IPv6 prefixes by the infrastructure,
ei t her using DHCPv6- PD or any ot her way.

Detai |l s about the nessages exchanges generated by ND-PD in the V2V2i
use case can be found in Section 10, with the MR LV being the
requesting router and MR-1V being the del egating router.

Kai ser, et al. Expi res August 29, 2013 [ Page 7]



I nternet-Draft ND- PD February 2013

oo +
| | NTERNET ACCESS
| VI A THE |
| | NFRASTRUCTURE |
| NETWORK |
. . +
I
I
E2 |
o m e e e e e e e e e e m + o m e e e e e e e e e e m +
I I I I I
I I I I I
| L + | E1 E1l | Fomm e + |
I I MR-LV  |------ R R | ------ I M-IV | I
| Fomm - o - + | | Fom o - + |
| 11 | | | 11| I
I I I I I I
R Hommoo I R Ho-moo I
I I I I I I I I
| LFN-1 LFN-2 LEN-x | | LFN-1 LFN-2 LEN-x |
I I I I
o m e e e e e e e e e e m + o m e e e e e e e e e e m +
Leaf Vehicle I nternet Vehicle

Figure 1. The V2V2l use case
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6.

Format of the Prefix Del egati on option

This section details the format of the option used in the ND-PD
nmechanism This option is only valid if included in RS or RA
nmessages and MJUST NOT be included in NS, NA or Redirect nessages.

The Prefix Delegation option is used to manage everything related to
t he del egation of prefixes. The follow ng operations are consi dered:

REQ Request operation. A requesting router asks for a prefix to
a del egating router.

REN: Renew operation. A requesting router asks the del egating
router that provided it the prefix to extend its lifetine.

REL: Rel ease operation. A requesting router that does not use
anynore a del egated prefix inforns the del egating router
that provided it the prefix its intention of releasing it.

REP: Reply operation. A delegating router replies to a nessage
sent by a requesting router.

SYN: Synchroni zati on operation. Wen an error is detected, the
del egating router sends its DPDB to the requesting router in
order to re-synchronize their DPDB

The Prefix Delegation option is conposed of a Prefix Del egation
header that is followed by a list of Prefix Information (PlI). The
format of the Prefix Del egati on header is as foll ows:

0 1 2 3
01234567890123456789012345678901
B il a i S I o I i ot S S S I S S S S it o

| Type | Lengt h | Transac. ID | Op. Type

I e T e s i i i st SR S S SR SR I

| N P. Total | N P. cncrnd. | Reser ved |

i S e T S i S S
Li st of PI

T T S S T e T o S S S e i S S Tk i o S

Type: Val ue that describes the Prefix Del egati on option
(TBD: | ANA).

Lengt h: Si ze of the option in blocks of 64 bits (according
to [NEIGHDI SC]) including the fields "Type" and
"Lengt h".
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6.

1

Transac. |D: Identifier of the current nessages exchange between
t he requesting router and the del egating router.

Op. Type: Descri bes the type of the operation (REQ REN, REL,
REP or SYN).

N. P. Total: The total nunber of prefixes that have been al ready

del egated by the delegating router to the requesting
router (used for synchronization).

N. P. cncrnd.: The nunber of prefixes that are concerned by the
oper ati on.
Reser ved: Unused field. MJST be set to "0" by sender and
i gnored by recipient.
Li st of PI: A list of Prefix Informations.
Format of the Prefix Information

A Prefix Information is a structure that holds all informations
related to a prefix. The format of the Prefix Information is as
foll ow

0 1 2 3

01234567890123456789012345678901
B I S I T i ai S i i S S
| Prefix length | Reser ved |
e S e sl S S T st s S S S i S
| Reserved |
T i S S i S I S S R o h
| Preferred Lifetine |
B I S I T i ai S i i S S
| Valid Lifetine |
T S S i T S it S S S S ik SR S SR S S
I
I
I
i

Prefix

I
I
I
I
+

B ik i TR R S e i i s i o S S e S e
Prefix | ength: The |l ength of the prefix.
Reser ved: Unused field. MJST be set to "0" by sender

and i gnored by recipient.
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Preferred Lifetine: Time length in seconds (relative to the tine
t he packet is sent) during which addresses
generated fromthis prefix remain preferred
(see [SLAAC]). A value of all one bits
represents infinity.

Valid Lifetine: Time length in seconds (relative to the tine
t he packet is sent) during which the prefix
is valid and can be used by nodes for auto-
configuration (see [SLAAC]). A value of all
one bits represents infinity.

Prefix: The | Pv6 del egated prefix. Al bits in the

prefix positionned after the prefix length
MJUST be set to "0".
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7. Operations details
7.1. Requesting and del egating prefixes
7.1.1. Request

A requesting router requests prefixes froma del egating router with
the REQ operation. REQ operations are only valid if included in a RS
nmessage. This RS nessage MJUST be sent in unicast to a del egating
router present on link (see Section 9 for delegating routers

di scovery). The fields of the PD option for a REQ operati on MJST be
filled in wwth the foll ow ng val ues:

Transac. |D: An |1 D of the current nmessages exchange between the
requesting router and the delegating router. This ID
is chosen by the requesting router and MJST be uni que
anong all other current transactions that the
requesting router nay have start ed.

. Type: "REQ'. It is a request for prefixes.

N. P. Total: The total nunber of prefixes that have al ready been
del egated by the delegating router to the requesting
router. This value MJST be set to "0" when requesting
prefixes to the delegating router for the first tine,
even if sone prefixes have al ready been del egated by
ot her del egating routers.

N. P. cncrnd.: The nunber of prefixes that are requested by the
requesting router.

Reser ved: Unused field. MJST be set to "0" by sender and
i gnored by recipient.

Li st of PI: The list of Pl is not necessary with a REQ operati on.
However, if the requesting router has sonme preferences
about the parameters of the requested prefixes (e.g.
the prefix length) it MAY add a Pl for each requested
prefix that describes its preferences. For exanple,
if a requesting router requests three prefixes and has
a preference for one of the three to have a prefix
l ength of /48, it SHOULD add one PI with the "Prefix
Length" field filled in with the value "48".
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7.1.2. Reply

A del egating router replies to a REQ operation with a REP operation.
REP operations are only valid if included in a RA nessage. This RA
nmessage MUST be sent in unicast to the requesting router that
initiated the nessage exchange. The fields of the PD option for a
REP operation in reply to a REQ operation MJST be filled in with the
fol |l ow ng val ues:

Transac. |D: This I D MUST be the sanme as the one received with the
REQ.

Op. Type: "REP'. It is a reply.

N. P. Total: The total nunber of prefixes that have been del egat ed

by the delegating router to the requesting router.
This value MJST include the prefixes that are

del egated via this nessage. For exanple, if a
requesting router has already recceived a prefix from
t he del egating router and asks for another one, the
value of this field MJUST be "2" (the previously

del egated plus the new one).

N. P. cncrnd.: The nunmber of prefixes that are delegated via this
message. It may be possible that this value is | ower
than the one received in the REQ (e.g. if the
requesting router requested 3 prefixes but only 2 can
be delegated). |If no prefix can be delegated, this
field MUST be set to "0".

Reser ved: Unused field. MJST be set to "0" by sender and
i gnored by recipient.

Li st of PI: For each del egated prefix a Pl that describes it MJST
be added in the list. |If no prefixes are del egated,

no Pl MJUST be added.
7.2. Renew ng prefixes
7.2.1. Request

A requesting router renews its del egated prefixes with the REN
operation. REN operations are only valid if included in a RS
message. This RS nessage MJST be sent in unicast to the del egating
router that del egated the concerned prefixes. The fields of the PD
option for a REN operation MJST be filled in with the foll ow ng

val ues:
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Transac. |D:

. Type:

N P.

N P

Tot al :

cncrnd. :

Reser ved:

Li st

7.2.2.

of PI:

Repl y

ND- PD February 2013

An |1 D of the current messages exchange between the
requesting router and the delegating router. This ID
is chosen by the requesting router and MJST be uni que
anong all other current transactions that the
requesting router nmay have start ed.

"REN'. It is a renew of prefixes.

The total nunber of prefixes that have been del egat ed
by the delegating router to the requesting router.

The nunber of prefixes that are requested to be
renewed. This value MJST be the same as the "N. P
Total " val ue because the renew operation acts for al
t he del egated prefi xes.

Unused field. MJST be set to "0" by sender and
i gnored by recipient.

As the REN operation acts for all the del egated
prefixes, no list of Pl is necessary.

A del egating router replies to a REN operation wth a REP operation.
REP operations are only valid if included in a RA nessage. This RA
nmessage MUST be sent in unicast to the requesting router that
initiated the nessage exchange. The fields of the PD option for a
REP operation in reply to a REN operation MJST be filled in with the
foll ow ng val ues:

Transac. |D:

Op. Type:

N P

N P.

Kai ser,

Tot al :

cnernd. :

et al.

This I D MJUST be the sane as the one received with the
REN.

"REP". It is a reply.

The total nunber of prefixes that have been del egat ed
by the delegating router to the requesting router.

The nunber of prefixes that are successfully renewed
via this nessage. It MAY be possible that this val ue
is lower than the one received in the REN (e.g. if the
requesting router requested to renew 3 prefixes but
only 2 can be renewed). |If no prefix can be renewed,
this field MIUST be set to "0".

Expi res August 29, 2013 [ Page 14]
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Reser ved: Unused field. MJST be set to "0" by sender and
i gnored by recipient.

Li st of PI: The foll owi ng cases are possi bl e:

1. If no prefix is renewed, the list of PI MJST be

enpty.

2. If only part of the prefixes are renewed, a Pl
MUST be added for each successfully renewed
prefix.

3. If all the prefixes are renewed, the list of Pl is

not necessary, except if the paraneters of one or
nore of the renewed prefixes have changed conpared
with the | ast delegation/renew tine. As an
exanple, let us consider that the del egating
router has delegated two prefixes to the
requesting router with preferred and valid
lifetimes equal to "10" and " 15" respectively.

The requesting router now asks for renew ng these
prefixes. |If both prefixes are renewed for the
sane anmount of tine (sane preferred and valid
lifetimes than previously), no Pl SHOULD be added.
But, if the prefixes are renewed for a different
anmount of tinme (e.g. preferred and valid lifetines
equal to "8" and "12" respectively), a Pl MJST be
added for each renewed prefix.

.3. Releasing prefixes
.3.1. Request

A requesting router releases its delegated prefixes with the REL
operation. REL operations are only valid if included in a RS
message. This RS nessage MJST be sent in unicast to the del egating
router that del egated the concerned prefixes. The fields of the PD
option for a REL operation MJST be filled in with the foll ow ng

val ues:

Transac. |D: An I D of the current nessages exchange between the
requesting router and the delegating router. This ID
is chosen by the requesting router and MJST be uni que
anong all other current transactions that the
requesting router nmay have start ed.
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7.

7.

3.

4.

Op. Type: "REL". It is a release of prefixes.

N. P. Total: The total nunber of prefixes that have been del egat ed
by the delegating router to the requesting router.
This value MJST include the prefixes that are included
in this message as the rel ease operation has not been
successfully processed yet.

N. P. cncrnd.: The nunber of prefixes that are requested to be

rel eased.

Reser ved: Unused field. MJST be set to "0" by sender and
i gnored by recipient.

Li st of PI: If the REL operation concerns all the prefixes that
have been del egated by the del egating router, the |ist
of Pl is not needed. |If the REL operation concerns

only part of the del egated prefixes, a Pl MJST be
added for each concerned prefix.

2. Reply
A del egating router does not reply to a REL operation.
Prefi xes synchroni zation and error detection

The SYN operation is sent by a delegating router to a requesting
router when an error about the DPDB is detected. SYN operations are
only valid in a RA nessage. This RA nessage MJST be sent in unicast
to the requesting router that initiated the nessage exchange.

The goal of the SYN operation is to re-synchronize the DPDB of the
requesting and the delegating router. Each tinme a del egating router
receives a RS nessage with a PD option, it first starts by checking
if the total nunber of delegated prefixes that the requesting router
has in its DPDB (advertised in the "N. P. Total" field) is the sane
as the one the delegating router has in its DPDB. |If both values are
t he sane, the process of the PD option can be continued. O herw se,
an error occurred and both DPDB MUST be re-synchronized (thus the
operation requested by the requesting router is NOT processed). The
rule is sinple: the delegating router sends its DPDB back to the
requesting router via a RA nessage that includes the PD option with
t he SYN operation. Upon reception of the nessage, the requesting
router updates its DPDB to fit the one advertised by the del egating
router. The requesting router MAY then re-send its initial request.

The fields of the PD option for a SYN operation MJST be filled in
with the foll ow ng val ues:
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Transac. |D:

Op. Type:

N P

N P.

Tot al :

cncrnd. :

Reser ved:

Li st

Kai ser,

of PI:

et al.

ND- PD February 2013

This I D MUST be the sanme as the one received in the PD
option of the RS nessage sent by the requesting
router.

"SYN'. It is a synchronization operation.

The total nunber of prefixes that have been del egat ed
by the delegating router to the requesting router.

The nunber of prefixes that are concerned by this
operation. This value MJST be the sane as the one
above.

Unused field. MJST be set to "0" by sender and
i gnored by recipient.

The list of all the PI MJST be added.

Expi res August 29, 2013 [ Page 17]
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8.

8.

8.
8.

1

2.

2.

Local operations on requesting and del egating routers

Upon reception of a RS or a RA nessage, requesting and del egating
routers MUST first check the validity of the nessage as described in
section 6.1. "Message Validation" of [NEIGHDI SC]. The processing of
the nessage itself along with any option other than the PD option
described in this docunent is out of the scope of this docunent.

Del egat ed prefixes handling

The del egated prefixes on both the requesting and the del egati ng
routers are handl ed using the DPDB. The DPDB is a |ogical structure
that stores all informations related to a requesting/del egating
routers tuple. One and only one DPDB MJUST be created for each
requesting/ del egating routers tuple. The DPDB includes but is not
restricted to the followi ng informations:

o The link-local IPv6 address of the requesting router.
o The link-1ocal IPv6 address of the del egating router.

o The Transaction ID used in the |ast RS or RA nessage received that
i ncl udes a PD option.

o0 The Transaction ID used in the |last RS or RA nessage sent that
i ncludes a PD option.

o The total nunber of prefixes that have been del egat ed.

o0 The shortest preferred and valid lifetinmes anong the del egat ed
prefixes (for an easier handling of the renew operation).

o The list of all the prefixes that have been del egated (list of
Pl).

Del egati ng router behavi our
1. Checking the validity of the PD option

Upon reception of a RS nessage that includes a PD option, the

del egating router MJUST first check that the type of operation of the
PD option is either REQ or REN or REL and that the PD flag (see
Section 9) is not set. |If one or both of these conditions are not
met the nmessage MUST be silently discarded.
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8.2.2. Checking the synchronization of the DPDB

Bef ore processing the operation, the DPDB synchroni zati on MJST be
checked. To this end, the delegating router conpares the val ue of
the "N. P. Total" field of the PD option with the total nunber of
del egated prefixes of its DPDB. |If both values are the sane, the
operation can be processed. Oherw se, the del egating router MJST
send back to the requesting router a SYN operation in order to re-
synchroni ze both DPDB

8.2.3. Processing the operations

If the PD option includes a REQ operation, the del egating router
checks its possibility to delegate the requested prefixes to the
requesting router. For each successfully del egated prefix the

del egating router MIUST add in its routing table one entry with the
follow ng paraneters: the destination network is the del egated prefix
and the next-hop is the | Pv6 address of the requesting router. The
del egating router MIUST then reply with a RA nessage that includes a
PD option with the REP operation filled accordingly. Wile the

del egated prefixes are not released (either with a REL operation or
when their valid lifetime has expired) they MIUST NOT be del egat ed
agai n.

If the PD option includes a REN operation, the del egating router
checks its possibility to renew all the prefixes present in the DPDB
For each successfully renewed prefix, the del egating router MJST
update the corresponding entry in its routing table. The del egating
router MIUST then reply with a RA nessage that includes a PD option
with the REP operation filled accordingly.

If the PD option includes a REL operation, the del egating router MJST
rel ease the corresponding prefixes. For each successfully rel eased
prefix, the delegating router MJST del ete the corresponding entry in
its routing table.

If the delegating router detects that one or nore of the prefixes
specified by the requesting router in the REN or REL operations are
not valid, the del egating router MJST NOT process the operation and
MUST send back to the requesting router a SYN operation to re-
synchroni ze the DPDB

Wien the Valid Lifetinme of a delegated prefix has expired, the

del egating router MJST update its routing table by renoving the
corresponding entry. The expired prefix is then available for future
del egati on.
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8.3. Requesting router behaviour
8.3.1. Checking the validity of the PD option

Upon reception of a RA nessage that includes a PD option, the
requesting router MJUST first check that the type of operation of the
PD option is either REP or SYN and that the PD flag is set (see
Section 9). |If one or both of these conditions are not net the
nmessage MUST be silently discarded.

8.3.2. Checking the synchroni zati on of the nessages exchange

In order to ensure that the received RA nessage is a reply to the
initiated request, the requesting router MJST check that the
"Transac. |D'" of the received nmessage fits the one it generated for
its last request.

8.3.3. Processing the operations

If the PD option includes a REP operation, the requesting router is
free of advertising the prefixes included in the REP nessage on any
of its interfaces except the one fromwhich the REP nessage was
received. For each prefix that is advertised on an interface, the
requesting router MUST add an entry in its routing table with the
foll ow ng paraneters: the destination network is the advertised
prefix and the output interface is the one where the prefix is
adverti sed.

If the PD option includes a SYN operation, the requesting router MJST
update its DPDB with the inputs included in the RA nessage along wth
its routing table entries. The requesting router MAY then re-send
its initial request.

Wien the Valid Lifetinme of a delegated prefix has expired, the
requesting router MJST update its routing table by renoving the
corresponding entry. Also the requesting router MJST stop
advertising this prefix on the corresponding interface.
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9. Advertising the ND-PD service

Each del egating router that del egates prefixes using the ND PD
nmechani sm descri bed in this document MJST advertise this service by
adding the new PD flag (for Prefix Delegation) in each RA nessage it
sends. The PD flag MJUST be advertised using the RA flags option
descri bed i n [ RAFLAGS] .
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10. Messages exchange di agram

This section depicts the nmessages exchanges generated by ND PD

bet ween a requesting router and a del egating router. Val ues under
“"N. P. Total" represent the current total nunber of del egated
prefixes that each router has in its DPDB. All nessages shown in
this exanple include a PD option (except the periodic RA nessage).
For each of those nessages, the type of operation as well as the
corresponding Pl that are carried out by the PD option are pointed

out .
S R + S R +
| Req. | | Del |
| Router | | Router |
I + I +
| |
N. P. Total | | N P. Total
0 | | 0
| periodic RA - flag PD set |
| < |
| |
I I
| RS - REQ |
R R EEEEEEEE >
0 | | 0
| RA - REP(P1, P2) |
| <o |
2 | | 2
|

The del egating router sends periodic RA nessages with the PD fl ag
set. Upon reception of such nessage, the requesting router knows
that the del egating router provides the ND-PD service. At sone

poi nt, the requesting router asks for two prefixes. The delegating
router accepts the request and del egates prefixes P1 and P2. Both
DPDB are updated: the total nunber of delegated prefix for this tuple
of requesting/delegating routers is set to 2.

| |
| RS - REQ |
e P RREELEEEEEEEE >]
I
I

I
| RA - REP(P3)
I
|
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Let us consider that the del egating router now needs one nore prefix.
It asks for a new prefix to the delegating router. The del egating
router accepts the request and replies with the new del egated prefix
P3. However, for sone reasons, this nessage never arrives to the
requesting router. Only the DPDB of the delegating router is

updat ed: the del egating router has del egated three prefixes to the
requesting router but this latter owns only two of them

Let us assune that the Preferred Lifetinme of P1 and P2 is now over.
However, the requesting router would |ike to keep both prefixes
active for nore tinme. Hence, it asks the delegating router to renew
its del egated prefixes. Upon checking the synchronization of the
DPDB, the del egating router detects that the total nunber of

del egated prefixes is not the sane. Therefore, the del egating router
replies with a SYN operation in order to re-synchroni ze both DPDB

Now t hat both DPDB are re-synchroni zed, the requesting router asks
once again for renewing its del egated prefixes. For sone reasons,
the del egating router accepts the renew only for P1 and P3 and
replies consequently. Both DPDB are updated.

| RS - REL(P3)

Finally, the requesting router does not need anynore P3. It thus
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rel eases it and both DPDB are updat ed.
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11.

Security Consi derations

This section describes the security issues related to prefix
del egati on usi ng ND_PD.

The ND_PD nechanismis prone to attacks that nmay target either the
requesting router or the delegating router, particularly by |aunching
deni al -of -service (DoS) attacks as discussed in [DHCPV6_PD]. If the
requesting router is malicious, it may repeatedly request prefixes to
a delegating router until the exhaustion of all the avail able
prefixes. This attack could be |aunched with the sane requesting
router identity or wwth different spoofed |ink addresses. On the
other side, a malicious delegating router may issue bogus prefixes to
the requesting router which may cause DoS due to unreachability.
Furthernore, the del egated prefixes could be eavesdropped, suppressed
or altered during their transm ssion to the requesting router,

wher eby external attackers aim at using spoofed | P addresses or

| aunchi ng DoS attacks in the network.
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12. | ANA Consi der ati ons

IANA is kindly requested by the authors to allocate the follow ng
val ues:

o0 Prefix Delegation option type, which should be added to the
Nei ghbor Di scovery option type space defined in section 13 of
[ NElI GHDI SC]

o Prefix Del egation operation types:

*  REQ
*  REN
*  REL
*  REP
*  SYN

o Space allocation for the PD flag in the RA flags option.
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