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Abstract

Thi s docunent specifies the application of security staining on an

| Pv6 datagrans and the m ninumrequirenents for | Pv6 nodes staining
flows, 1 Pv6 nodes forwarding stained packets within a given donmai n of
control, and nodes interpreting stains on flows.

The usage of the packet staining destination option enables proactive
delivery of security intelligence to | Pv6 nodes such as firewalls and
i ntrusion prevention systens, and end-points such servers,

wor kst ations, nobile and smart devices and an infinite array of as-
yet-to-be-invented sensors and controllers.

The usage of packet staining is not intended for use across the open
internet, where fragnentation i ssues associated with increased header
size may induce service degradation; packet staining is intended as a
security adjunct within a given doam n of control such as an carrier
or enterprise network.

Status of this Mno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on February 2, 2013.
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1

I nt roducti on

From the vi ewpoint of the network layer, a flowis a sequence of
packets sent froma particular source to a particul ar unicast,
anycast, or nulticast destination. From an upper |ayer viewpoint, a
fl ow coul d consist of all packets in one direction of a specific
transport connection or nedia stream However, a flowis not
necessarily 1:1 mapped to a transport connecti on.

Traditionally, flow classifiers have been based on the 5-tuple of the
source and destination addresses, ports, and the transport protocol
type. However, as the growth of internetworked devices continues
under |1 Pv6, security issues associated with the reputation of the
source of flows are becoming a critical criterion associated with the
trust of the data payl oads and the security of the destination end-
poi nts and the networks on which they reside.

The usage of security reputational intelligence associated with the
source address field and possibly the port and protocol [REF1]
enabl es packet-by-packet I Pv6 security classification, where the | Pv6
header extensions in the formof Destination Options nay be used to
stain each packet with security reputation information such that the
network routing is unaffected, but internediate security nodes and
endpoi nt devices can apply policy decisions about incom ng
information flows without the requirement to assenble and treat

payl oads at higher |evels of the stack.

| Pv6 packet staining support consists of |abeling datagrans with
security reputation information through the addition of an | Pv6
destination option in the packet header by packet mani pul ation
devices (PMDs) in the carrier or enterprise network. This
destination option may be read by in-line security nodes upstream
fromthe packet destination, as well as by the destination nodes
t hensel ves.

The usage of packet staining is not intended for use across the open
internet, where fragnmentation issues associated with increased header
size may i nduce service degradation; packet staining is intended as a
security adjunct within a given doam n of control such as an carrier
or enterprise network.

Conventions used in this docunent

The key words "MJST", "MJIST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3.

3.

Backgr ound

Internet based threats in the formof both malicious software and the
agents that control this software (organized crime, spys,

hackitivits) have surpassed the abilities of signature-based security
systens; whether they be on the enterprise perinmeter, within the
corporate network, on the endpoint point or in-the-cloud (internet-
based service). Additionally, the sensitivity of IP network
continues to grow as new generation of smart devices is appearing on
the networks in the form of broadband nobil e devices, |egacy

i ndustrial control devices, and very | ow power sensors. This diverse
col l ections of |P-based assets is comng to be known as the Internet
of Things (10OT).

In response to the accelerating threats, the security vendor
community have integrated their products with proprietary fornms of
security reputation intelligence. This intelligence is about IP
addresses and domai ns whi ch have been observed engaged in attack-
behavi ours such as inappropriate nmessaging and traffic vol unes,
domai n managenent, Botnet command-and-control channel exchanges and
ot her indicators of either conprom se or malicious intent. [REF 1]

| P address may al so end up on a security reputation list if they are
identified as conprom sed through vendor-specific signature-based
processes. Security reputation intelligence fromvendors is
typically nade avail able to perineter and end-point products through
proprietary, internet-based queries to vendor information bases.

This system of using proactive, security reputation intelligence has
many benefits, but also several weakness and scaling chall enges.
SpeC|f|caIIy existing intelligence systens are:

subject to direct attack fromthe internet on distribution

poi nts, for instance

2. are proprietary to vendor devices

3. require fat-clients consum ng both bandwi dth and CPU, and

4. introduces flow | atency while queries are sent, received and
processed

5. introduces intelligence |latency as reputation lists wll be

i nevitably cached and only periodically refreshed given the
nunber and range of vendor-specific processing el enents

Packet Staining Benefits

In contrast to the challenges of current security reputation

intelligence systens, packet staining has the follow ng strengths

1. packet staining can occur transparently in the network,
presenting no attack surface
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2. packet staining uses standardized, public domain |IPv6
capabilities

3. security rules can be easily applied in hardware or firmare

4. readi ng packet stains introduces little to no | atency

5. near-real-tine threat intelligence distribution systens can be
i npl emented can be inplenented out of band in PMDs using a
st andar di zed packet staining nethod allowng nmultiple
intelligence sources (vendor sources) to be aggregated and
applied in an agnostic (cross-vendor) nanner.

3.2. Inplenentation and support nodel s

Packet staining may be acconplished by different entities including
carriers, enterprises and third-party val ue-added service providers.

Carriers or service providers may elect to inplenment staining centres
at strategic locations in the network to provide val ue-added services
on a subscription basis. Under this nodel, subscribers to a security
staining service would see their traffic directed through a staining
centre where Destination Options are added to the | Pv6 headers and
IPv4 traffic is encapsulated within IPv6 tunnels, with stained
headers.

Carriers or service providers may elect to stain all IPv6e traffic
entering their network, and all ow subscribers to process the stains
at their own discretion.

I f such upstream network-based staining services are inappropriate
or unavail able, Enterprise data centre managers / cloud conputing
service providers nmay elect to deploy IPv6 staining at the perineter
into the internal network, tunnelling all I1Pv4 traffic, and all ow
data centre/cloud service users to process stains at their

di scretion.

Enterprise may wish to deploy IPv6 on internal networks, and stain
all internal traffic whereby security nodes and end-points may apply
corporate security policy related to reputation.

3. 3. Use cases

The followi ng are exanpl e use-cases for a security techni que based
upon a packet staining system

Organi zation Perinmeter Use-case Traffic to a subscriber is routed
through a PMD in the carrier network configured to stain (apply
Destinati on Options extensions) all packets to the subscriber (TMs
| P-range, which have entries in the threat intelligence information
base. The PMD accesses the information base froma |locally cached
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file or other method not defined in this draft. Packets from sources
not in the information base pass through the PDM unchanged. Packets
fromsources in the informati on base have a Destinations Option added
to the datagram header. The Destination Options contains reputation
fromthe informati on base. The format of the destination option is
di scussed later in this draft. |Pv6 perineter devices such as
firewalls, web proxies or security routers on the perineter of the
subscri ber network | ook for Destination Options on incom ng packets
with reputation stains. |If a stain is found, the perineter device
applies the organization policy associated with the reputation

i ndicated by the stain. For instance, drop the packet, quarantine

t he packet, issue alarns, or pass the packets and associated flow to
speci al |y hardened extra-net authentication systens, or do nothing.

| Pv4 support Use-case" |Pv4 header fields and options are not

sui tabl e for packet staining; however, there is a clear security
benefit to supporting IPv4 flows. [|Pv4 traffic to a subscriber is
routed through a PMD in the carrier network configured to encapsul ate
the IPv4 traffic in an IPv6 tunnel. The PMD applies a stain
(Destination Options extension) to the |IPv6 tunnel as per the

Peri neter Use-case above. Subscriber perineter devices such as
firewalls, web proxies or security routers are configured to support
both native IPv6 flows and | Pv6 tunnels contain | egacy |Pv4 flows.
Perinmeter devices |ook for Destination Options on incomng |Pv6

packets with reputation stains. If a stain is found, the perineter
devi ce applies the organization policy associated with the reputation
indicated by the stain to the | Pv4 packet within the IPv6 tunnel. In

this manner |Pv4 support may be transparent to end-users and
appl i cations.

| Pv6 end-poi nt use-case" |Pv6 end-points may nmake use of reputation
stains by processing Destination Options before engaging in any
application | evel processing. 1In the case of certain classes of
smart device, renote and nobil e sensors, reputation stains may be a
critical formof security when other mtigations such as signature
bases and firewalls are too power and processor intensive to support.

URL-specific stains"” it is a comobn occurrence to see |large public
content portals with mllions of users sharing dozens of addresses.
Frequently, malicious content will be |loaded to such sites. This
content represents a very small fraction of the otherwise legitinmate
content on the site, which nmay be under the direct control of
entirely separate entities . Degrading the reputation of IP
addresses used by these large portals based on a very small anount of
content is problematic. For such sites, reputation stains should
have the ability to include the URL of malicious content, such that
the reputation of the only specific portions of these large portals
i s degraded according to threat evidence, rather than the entire IP
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address, CIDR bl ock, ASN or domai n nane.

4. Requirenments for staining | Pv6 packets

1. The default behaviour of a security node MJIST be to | eave a
packet unchanged (apply no stain).

2. Reputation stains may be inserted or overwitten by security
nodes in the path.

3. Reputation stains may not be applied by the sender/source of the
packet .

4. The reputation staining nechanismneeds to be visible to al
st ai n-awar e nodes on the path.

5. The nmechani sm needs to be able to traverse nodes that do not
understand the reputation stains. This is required to ensure
t hat packet-staining can be increnmentally depl oyed over the
| nternet.

6. The presence of the reputation staining nechani sm shoul d not
significantly alter the processing of the packet by nodes, unless
policy is explicitly configured. This is required to ensure that
st ai ned packets do not face any undue del ays or drops due to a
badl y chosen nechani sm

7. A PMD should be able to distinguish a trusted stain from an
untrusted stain, through nechani smsuch as digital signatures or
intrinsic trust anong network el enents.

8. A staining node MAY apply nore specific and sel ective staining
services according to subscriptions. Staining nodes SHOULD
support different reputation taxonom es to support different
subscri bers and/or interoperability with other staining entities,
and have the ability to stain flows to different subscriber
sources according to different semantics.

9. Staining MIUST NOT increase header size such that headers are
fragnmented due to nodes supporting MU snal |l er than the conplete
header, once stained. Therefore staining should only be applied
within a domain of control where MIU is known and can be nanaged.

5. Packet Stain Destination Option (PSDO
The Packet Stain Destination Option (PSDO) is a destination option
that can be included in | Pv6 datagrans that are inserted by PMDs in

order to inform packet staining aware nodes on the path, or
endpoi nts, that the PSDO has an alignment requirenment of (none).
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Figure 1. Packet Stain Destination Option Layout

Option Type

8-bit identifier of the type of option. The option identifier
for the reputation stain option will be allocated by the | ANA

Option Length

8-bit unsigned integer. The length of the option (excluding
the Option Type and Option Length fields).

S Bit
When this bit is set, the reputation stain option has been signed.
UBit

When this bit is set, the reputation stain option contains a
mal i ci ous URL.

Stai n Data

Cont ai ns the staining data.
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7. Security Considerations

Sone inplenentation may elect to no apply digital signature to
reputation stains in the Destination Option, in which case the stain
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is not protected in any way, even if |Psec authentication [ RFC4302]
is in use. Therefore an unsigned reputation stain can be forged by
an on-path attacker. |Inplenenters are advised that any en-route
change to an unsigned security reputation stain value is
undet ect abl e. Therefore packet staining use the Destination Options
extension without digital signatures requires intrinsic trust anong
the network el enents and the PMD, and the destination node or

i ntervening security nodes such as firewalls or |IDS services. For
this reason, receiving nodes MAY need to take account of the network
from whi ch the stai ned packet was received. For instance, a nulti-
homed organi zati on may have sone service providers with staining
services and others that do not. A receiving node SHOULD be able to
di stingui sh which source fromwhich stains are expected. A receiving
node SHOULD by default ignore any reputation stains from sources
(networ ks or devices) that have not been specifically configured as
trust ed.

The reputation intelligence of I P source addresses, ASNs, ClDR bl ocks
and domains is fundanmental to the application of reputation stains
wi t hi n packet headers. Such reputation information can be seeded
froma variety of open and cl osed sources. Poorly managed or

conprom sed intelligence information bases can result in denial of
service against legitimate | P addresses, and allow malicious entities
to appear trustworthy. Intelligence information bases thensel ves may
be conpromised in a variety of ways; for instance the raw information
feeds may be corrupted with erroneous information, alternately the
intelligence reputation algorithnms could be flawed in design or
corrupted such that they generate fal se reputation scores. Therefore
seed intelligence SHOULD be sourced and nonitored with denonstratabl e
diligence. Simlarly, reputation algorithnms should be protected from
unaut hori zed change with nulti-layered access controls.

The val ue of reputation stains will be directly proportional to the
trustworthiness, reliability and reputation of the intelligence
source itself. Operators of security nodes SHOULD have defined and
audi t abl e net hods upon which they sel ect and nmanage the source of
reputation intelligence and the packet staining infrastructure
itself.

8. | ANA Consi der ati ons

Thi s docunent defines a new | Pv6 destination option for carrying
security reputation packet stains. I1ANA is requested to assign a new
destination option type (TBAl) in the Destination Options registry

mai ntai ned at http://ww.iana. org/assi gnnents/ipv6-paraneters 1)
Signed Security Reputation Option, 2) Unsigned Security Reputation
Option 3) Signed Security Reputation OQption with malicious URL 4)
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Unsi gned Security Reputation Option with malicious URL The act bits
for this option need to be 10 and the chg bit needs to be O.
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