6man Wbr ki ng Group T. Macaul ay
I nternet-Draft 2Keys Security Sol utions
I nt ended status: |nformational D. McMahon
Expires: Decenber 1, 2012 Bel | Canada
E. Doron

Radwar e

P. Jungck

Gl oudshi el d

May 30, 2012

Internet reputation intelligence: Problem Statenent
draft-macaul ay- 6man-reputation-intelligence-00

Abstract

This draft represent the initial public discussion of the val ue of
proactive, reputation intelligence on the Internet and sone of the
chal | enges associated with these services that may be partially
addr essed through novel use of IPv6 features and functions.

This docunent is intended to outline the concept of Internet
reputation intelligence, the benefits it brings to network el enents
and endpoints. This draft al so addresses the chal |l enges associ at ed
with | egacy security systens based on threat-signatures, and sone of
the current weaknesses of reputati on managenent systens.

Status of this Mno

By submtting this Internet-Draft, each author represents that any
appl i cabl e patent or other IPR clains of which he or she is aware
have been or will be disclosed, and any of which he or she becones
aware will be disclosed, in accordance with Section 6 of BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 1, 2012.
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1

I nt roducti on

Threats on the public Internet in fornms such as malware (malicious
sof tware) and phi shing have reached new | evel s of efficiency and

ef fecti veness, where vulnerabilities are routinely discovered and
exploited faster than vendors can rel ease patches. Simlarly, the
ti me between system penetration (when the attack succeeds), and

expl oitation (when the asset is utilized in a manner unauthorized by
t he owner) can be very small.

This situation is creating a major burden for risk managers. On the
busi ness side, increased vulnerabilities and associ ated system
exploitations |ead to increased regulation and | egi slative sancti ons.
On the technical side, ever nore security tools, products and vendors
are required to keep even basic I T services "reasonabl y" secure,

rai sing overall costs and conplexity.

Security resources inside organi zations are frequently overworked,
and are often limted to reactive neasures. Enterprises are | ooking
towards a variety of service-providers (carriers, |ISPs, managed
security service providers - MSSPs) to provide themw th proactive
capabilities. Some service providers now create and nmai ntain
reputation information, and use existing trusted, business

rel ati onships with organizations to deliver this intelligence through
novel a variety of neans; the challenge becones the effective and
efficient delivery of this intelligence.

| Pv6 may offer sonme useful abilities to deliver reputational
information in-band, in near-real-tinme, through the use of features
such as the flow | abel or headers extensions. |Pv6 headers may be
formatted with reputation scores such that network el enents or end-
points could read the reputations and apply organi zati onal security
policy on inbound or outbound packets and fl ows.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in

Backgr ound

Internet based threats in the formof malware and the agents that
control this software (organized crine, spies, hacktivists) have
surpassed the abilities of signature-based security systens to renmain
up to date and provide tinely mtigations. Wether they be: on the
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enterprise perinmeter in elenents such as firewalls and proxies, in
el ements such as Intrusion Detection Services (IDS) within the
organi zati onal network, at the endpoint points in the formof anti-
virus or host-1DS, or as managed services in the formof anti-virus/
spam "in the cloud", a signature-based system needs suppl enentary
support fromreputation-based systens.

Si gnat ur e- based security systens all rely upon nmal ware bei ng
detected, isolated, dissected, and tenplated i nto uni que hash-
identifiers or regular expression filters, which are then distributed
far and wi de as information-bases containing hundreds of thousands if
not mllions of malware "signatures”. |In order to utilize these

si gnature bases, perinmeter, network or end-point security elenents
nmust typically assenbl e data payl oads and hash the contents | ooking
for mtches with the signature base. Sonme security systenms try to
enhance or suppl ement signature-based approach with heuristic-based
anal ysis, looking for patterns in network traffic or packet contents
as indicators of malware or nmalicious activity. Signature-based
systens are highly effective for known mal ware, but they don’t know
what they don’t know. Meanwhile, heuristic based systens make
intelligence guesses, but are subject to desensitizing fal se-
positives. Al these systens represent resource-intensive
infrastructure and adm ni stration.

The sensitivity of | P networks continues to grow as a new generation
of "smart" devices is enabled with Internet Protocol. These devices
i ncl ude those using both fixed |ine and wirel ess networks for renote
operation and networking highly dispersed devices. The range of

t hese devices nakes this situation new and exceptional in a security
context: control devices and sensors represent the interface between
the logic world of networks and software applications, and the

physi cal world where affects are kinetic in nature. This diverse

col l ections of |P-based assets is conmng to be known as the Internet
of Things (10OT). 1In response to the accelerating threats and

el evati ng consequences associated with incidents, the security vendor
community and various non-profit entities have devel oped products and
services integrated with fornms of reputation intelligence. This
intelligence enabl es proactive security controls to suppl enent

si gnat ure- based and heuristic systens, and better protect | ogical
systens.

Reputation intelligence typically consists of |IP addresses and
domai ns (associated with I P addresses through DNS), which have been
observed engaged in either attack or victimbehaviours such as:

i nappropriate nessaging and traffic vol unes, suspicious domai n nane
managemnment , Botnet command-and-control traffic, attenpts to send or
relay malware and other indicators of either nmalicious intent or
conprom se. [ REF 2] I P addresses may al so end up on a security
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reputation list if they are identified as conprom sed through vendor -
speci fic signature-based processes. The proactive el enent of the
reputation intelligence lies in the ability for hosts to be
forewarned of the reputation of addresses on the Internet. The
overall effect is a new |layer of security which can be applied

wi thin, on, or beyond the organizational perinmeter. For instance,
security managers coul d configure perineter access control services
to escal ate authenticati on based on reputation, or instruct upstream
service providers or carriers to not route packets below a certain
reputation to organi zati onal gateways.

Security reputation intelligence can be derived froma nmultiple
sources. It can cone fromsecurity vendors or other analytics
organi zati ons who trace active malware attack-vectors and publish
themto open and cl osed subscriber-lists. Another reputation source
is security or network-managenent infrastructure within a carrier or
servi ce provider network, or vendor security products |ocated on
custoner prem ses. |In these instances reputation may be | earnt

t hrough anal yti cs aggregated on anbi guous data from nmany devi ces
after attacks.

At this time, security reputation intelligence fromclosed and open
sources is typically made avail able to perineter and end- poi nt
products through both standards-based and proprietary queries to on-
l[ine informati on bases. In many cases, this reputation intelligence
is distributed over the open Internet and relies on subscriber "pull™
requests for batched downl oads of |arge or increnmental info-bases, or
i ndi vi dual queries on source IPs attenpting to connect to a given
host. [ REF 3]

This system of using proactive, security reputation intelligence has
many benefits, specifically:
1. provides an additional |layer of security based on enpirical
observations ot herwi se beyond the visibility of nost
or gani zati ons

2. is proactive in natures, allowng threats to be nanaged at the
network | evel before the payload is delivered at the application
| evel

3. facilitates the conservation of application-layer security and
associ ated resource (processing, storage, |icensing,
adm ni stration, power)

4. is flexible, and can be applied at different |ocations in the

subscri ber infrastructure, fromupstream of the perineter to deep
in the internal network

5. is applicable to a variety of different comunications el enents
and end-points, from organi zational nessaging infrastructure to
renote, enbedded sensors and controllers
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Conversely, proactive, reputation intelligence has current
chal | enges. Specifically:

1. the "pull™ distribution nodel is subject to direct attack/deni al
of service at Internet distribution points
2. is often proprietary to vendor products and not i nteroperable,

requiring i ndependent adm ni stration of elenents
3. can create network-|ayer processing overhead on comruni cations
el ements and endpoints

4. introduces flow latency while reputation queries are sent,
recei ved and processed
5. introduces intelligence |atency as reputation lists wll be

i nevitably cached and periodically refreshed by subscribers
3.1. Use cases

The foll owi ng are exanpl e use-cases for a security controls based
upon proactive reputation intelligence systens.

G oud- based (Upstream Use-case: Traffic to a user (a subscriber) of
reputation intelligence is routed through a proxy-type device off
prem ses (in the service-provider "cloud") configured to conpare
source IPs of flows to the reputation intelligence. The proxy-type
device applies a policy established by the subscriber. For instance,
according to reputation score, drop the packets, quarantine the
packet for nore inspection, issue alarns, or pass the packets and
associ ated flows to escal at ed-aut henti cati on systens, or do nothing.

Peri net er - based (subscriber-prem ses) Use-case: Security elements on
t he subscriber perinmeter or wwthin the DMZ such as firewalls, |IDS,
proxi es, DNS, SMIP server and other assets are enabled to conpare
source IPs of flows to reputation intelligence. The security el enent
applies a policy established by the subscriber according to the
reputation score. For instance, drop the packets, quarantine the
packet for nore inspection, issue alarns, or pass the packets and
associ ated flows to escal at ed-aut hentication systens, or do nothing.

I nternal network (subscriber-prem ses) Use-case: The objective is to
det ect out bound conmuni cations to sites with a degraded reputation,
potentially indicating that the internal device has been conprom sed.
Security elenents inside the subscriber enterprise such as zone-
firewalls, routers, IDS, proxies, DNS, SMIP servers and other assets
are enabled to conpare destination IPs of flows to reputation
intelligence. For instance, a vulnerable internal device is
attenpting to downl oad a botnet mal ware payl oad froma known mal war e
drop-site domain (IE, malware.exanple.con); in response, the internal
security elenent may drop the packets, quarantine the packet for nore
i nspection, or issue alarns.
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End- poi nt Use-case: Subscriber end-points, such as desktops, servers,
phones, physical security (door strikes, canmeras), automation and
control devices, environnmental sensors and other elenents are enabl ed
with reputation intelligence. These elenments conpare source or
destination IPs of flows to reputation intelligence. The subscriber
end-point applies a policy established by the subscriber according to
reputation score and possibly differentiated by the type of end-
point. Gven that end-points may be very sinple or |ow power

devi ces, using the appropriate intelligence delivery systens may nake
t he policy-enforcenment options conparably sinple; for instance, drop
t he packets.

Coar se-grade refinenment: Organizations which possess independent
reputation capabilities may choose to al so procure upstream or cl oud-
based reputation services, which are used as adjuncts. For instance,
an organi zati on operating a gl obal network for internal

communi cati ons supporting thousands of servers and desktops will have
access to an internal reputation and intelligence base with uni que
reputational insights. Such organizations may w sh to receive
reputation intelligence froma third party to support further
processing on the perineter, the internal network and/or end-points.

4. Security Considerations

The creation of a reputation intelligence is conplex, and requires
the ability to collect l|arge volunmes of anbi guous network, sensor and
end- point systeminformation. This information nust then be
normal i zed, aggregated, weighted and correl ated usi ng sophisticated
intelligence algorithms. The first task of collecting information is
hard, but already acconplished by many carriers, service providers
and vendors as part of existing operations. It is the devel opnent
and application of intelligence algorithns to the |arge, anbi guous
data sets that creates reputation intelligence and adds novel and

uni que value, and a proactive security potential.

Reputation intelligence algorithnms are necessarily used by al
suppliers of reputation information to create sone sort of relative
score or degree of positive or negative reputation. Frequently,
reputation algorithnms are unpublished. As a result, the quality of
the intelligence can be difficult to assess and conpare. For
i nstance, the follow ng el enents could be considered as functions
within a reputation algorithmthat may influence the accuracy of the
intelligence:
o A function to account for large Internet portals w th many,
i ndependent URLs with good reputations, but also sone proportion
of dangerous (bad reputation) URLs sharing the sane | P address
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o A function to account for the distance in tinme between the | ast
observed suspicious or illicit behavior and the present

o A function to account for the reputations of adjacent |P addresses
or domai ns

o A function to account for the original, per-processed source of
the intelligence (open source, closed source, domain of control,
uncontrol | ed domai n)

o A function to account for the volunme or velocity of suspicious or
illicit behavior (IE. H gh spamrate or low n’ slow data
exfiltration)

o A function to account for the duration of suspicious or illicit
behavi our (1 E. Sustained spam or infrequent beaconi ng)

o A function to account for lifetime of domain to source IP
associations (IE. Newy mnted domain nanes or previously un-
obser ved/ un- assi gned addr esses

o A function to account for the proportion of traffic fromthis

source which is benign versus denonstrably illicit

o A function to account of the nature of the suspicious or illicit
behavi or (automated port scanni ng versus mal war e- drop)

o other?

Even given the assunption that reputation algorithns anong suppliers

of reputation intelligence are sonehow conparabl e, the issue of

common scal es effects interoperation and security managenent. For

i nstance, reputation scores can be expressed in many nmanners:

0o As a positive or negative score above or bel ow a benign score or a
score for which no reputation information is avail abl e

0o A negative score relative to a conpletely trusted class of IP
0 A positive score relative to the least trusted | P addresses

0O as a quantitative netric

0O as a qualitative nmetric

Some reputation systens will start with un-processed activity |ogs

under the direct control of the intelligence supplier but also |ogs
submtted froma variety of sources. The degree to which the input
sources of intelligence are controlled has a baring on the potenti al
resi stance of the intelligence to poisoning (injected with m s-
information to ruin good reputations and nmake bad reputations appear
better). For instance, a (presumably open-source) vol unteer-
mai nt ai ned form of reputation intelligence may be nore prone to

poi soning than a carefully authenticated, closed-source of reputation
intelligence. Simlarly, reputation intelligence derived from

sour ces physically outside the domain of control of the service
provider is nore susceptible to poisoning than intelligence from
sources that control physically and logically control the | og and
dat a sources.

Finally, under certain circunmstances the managenent or application of
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reputation intelligence may conme with sone formof |egal or

regul atory burden. As a result, the calculation of reputation
intelligence may need to be distinct fromthe delivery of reputation
intelligence and yet again fromthe enforcenment, in order to mtigate
| egal or regulatory risks.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2012).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
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THE | NFORVATI ON HEREIN W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
VWARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that m ght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or m ght not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copies of IPR disclosures made to the | ETF Secretariat and any
assurances of |icenses to be made available, or the result of an
attenpt made to obtain a general license or permssion for the use of
such proprietary rights by inplenenters or users of this

speci fication can be obtained fromthe IETF on-line IPR repository at
http://ww. ietf.org/ipr.

The I ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inplenent
this standard. Please address the information to the | ETF at
ietf-ipr@etf.org.
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