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Abstract

The honme network nam ng architecture as described in

[1-D. nglt-honenet-front-end-nam ng-del egation] requires a conpl ex
nam ng configuration on the CPE. This configuration MAY not be
handl ed easily by the average end user. Furthernore, such

m sconfigurati on MAY result in nmaking hone network unreachabl e.

Thi s docunent proposes a DHCP options that provide the CPE al
necessary paraneters to set up the hone network nam ng architecture.

First, this DHCP options provide automatic configuration and avoid
nost end users’ msconfiguration. Mst average end users nay not
require specific configuration, and their |ISP default configuration
MAY fully address their needs. In that case, the nam ng honenet
architecture configuration will be conpletely transparent to the end
users. Then, saving nam ng configuration outside the CPE, nekes it
resilient to change of CPE or CPE upgrades. Such configuration may
al so be configured by the end user, via the custoner area of their

| SP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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1. Requirenments notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2.

Ter m nol ogy

Cust oner Prem ses Equi pnent: (CPE) is the router providing
connectivity to the home network. It is configured and nanaged
by the end user. 1In this docunent, the CPE MAY al so hosts

Re

DNS

Pub

DNS

Pub

Pub

M gaul t

services such as DHCPv6. This device MAY be provided by the
| SP.

gi stered Honmenet Domai n: is the Donain Nane associated to the
hone net wor k.

Honmenet Zone: is the DNS zone associated to the honme network.
This zone is set by the CPE and essentially contains the

bi ndi ngs between names and | P addresses of the nodes of the
home network. In this docunent, the CPE does neither perform
any DNSSEC managenent operations such as zone signing nor
provide an authoritative service for the zone. Both are

del egated to the Public Authoritative Server. The CPE
synchroni zes the DNS Homenet Zone with the Public Authoritative
Server via a hidden master / slave architecture. The Public
Aut horitative Server MAY use specific servers for the
synchroni zati on of the DNS Honenet Zone: the Public

Aut horitative Name Server Set.

lic Authoritative Server: per forms DNSSEC managenent
operations as well as provides the authoritative service for
the zone. In this docunent, the Public Authoritative Server
synchroni zes the DNS Honenet Zone with the CPE via a hidden
master / slave architecture. The Public Authoritative Server
acts as a slave and MAY use specific servers called Public

Aut horitative Name Server Set. Once the Public Authoritative
Server synchroni zes the DNS Honenet Zone, it signs the zone and
generates the DNSSEC Public Zone. Then the Public

Aut horitative Server hosts the zone as an authoritative server
on the Public Authoritative Master(s).

SEC Publ i c Zone: corresponds to the signed version of the DNS
Honenet Zone. It is hosted by the Public Authoritative Server,
which is authoritative for this zone, and is reachable on the
Public Authoritative Master(s).

lic Authoritative Master(s): are the visible nanme server
hosti ng the DNSSEC Public Zone. End users’ resolutions for the
Honenet Domain are sent to this server, and this server is a
master for the zone.

lic Authoritative Name Server Set: is the server the CPE
synchroni zes the DNS Honenet Zone. It is configured as a slave
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3.

and the CPE acts as nmaster. The CPE sends information so the
DNSSEC zone can be set and served.

| nt roducti on

Wth I Pv6, nodes inside the hone network are expected to be globally
reachable. CPEs are already providing connectivity to the hone
network, and nost of the tine already assigns |IP addresses to the
nodes of the home network using for exanple DHCPvG6.

Thi s makes CPE good candi date for defining the DNS zone file of the
home network. However, CPEs have not been designed to handl e heavy
traffic, nor heavy operations. As a consequence, CPE SHOULD neit her
host the authoritative nam ng service of the hone network, nor handle
DNSSEC operations such as zone signing. 1In addition, CPE are usually
managed by end users, and the average end user is nost |ikely not
mastering DNSSEC to adm nistrate its DNSSEC zone. As a result, CPE
SHOULD out source both the nam ng authoritative service and its DNSSEC
managenent operations to a third party. This architecture,

desi gnated as the honmenet naming architecture is described in

[1-D. nglt-honmenet-front-end-nam ng-del egation], and the third party
is designated as the Public Authoritative Servers.

The honme network nam ng architecture

[1-D. nglt-honenet-front-end-nam ng-del egati on] defines how t he CPE
and the Public Authoritative Servers interact together, to |everage
some of the issues related to the CPE, and the DNSSEC under st andi ng
of the average end user. Even though nost of the DNSSEC i ssues are
outsourced to the Public Authoritative Servers, setting the honenet
nam ng architecture still requires sonme configurations.

Configuration is fine as it provides the opportunity for advanced end
users to nake the nam ng architecture fit their specific needs.
However nost of the end users do not want to configure the honenet
nam ng architecture. In nost cases, the end users wants to subscribe
and plug its CPE. The CPE is expected to be configured to set
automatically and transparently the appropriated hone network nam ng
architecture.

Usi ng DHCP options to provide the necessary paraneters for setting
t he honmenet nami ng architecture provides nultiple advant ages.
Firstly, it makes the network configuration i ndependent of the CPE
Any new pl ugged CPE configures itself according to the provided
configuration paraneters. Secondly, it saves the configuration
outside the CPE, which prevents re-configuring the CPE when it is
replaced or reset. Finally I1SPs are likely to propose a default
honmenet nam ng architecture that nmay address nost of the end users
needs. For these end users, no configuration will be perforned at
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any tinme. This avoids unnecessary configurations or msconfiguration
that could result in isolating the home network. For nore advanced
end users, the configuration MAY be provided also via the web GU of
the | SPs custoner area for exanple. This configuration MAY enabl e
third party Public Authoritative Servers. By doing so, these end
users wll also benefit from CPE-indepedent configuration and
configuration backup.

Thi s docunment considers the architecture described in

[1-D. nglt-honmenet-front-end-nam ng-del egation]. The DNS(SEC) zone
related to the honme network is configured and set by the CPE and
hosted on a Public Authoritative Server

[1-D. nglt-honenet-front-end-nam ng-del egati on] descri bes how t he
synchroni zati on between the CPE and the Public Authoritative Server
is perforned. This docunment describes DHCP options that provide the
necessary paraneters to the CPE to set the architecture described in
[I-D. nglt-honenet-front-end-nam ng-del egati on].

Section 4 presents an overview of the DHCP options presented in this
docunent and Section 5 describes the format of this option and
Section 6, Section 7 and Section 8 details the behavior of
respectively the DHCP Client, the DHCP Server and the DHCP Rel ay.

Thi s document assunes the reader is famliar with
[1-D. nglt-honmenet-front-end-nam ng-del egation].

Thi s docunment assumes that the comruni cati on between the CPE and the
| SP DHCP Server is protected. This docunment does not specify which
mechani sm shoul d be used. [RFC3315] proposes a DHCP aut hentication
and nessage exchange protection, [RFC4301], [RFC5996] proposes to
secure the channel at the IP | ayer.

Thi s docunent only deals with I Pv6 | P addresses and DHCPv6 [ RFC3315].
When we nention DHCP, it MJUST be understood as DHCPv6.

4. Pr ot ocol Overvi ew

To properly configure the hone network naming architecture defined in
[1-D.nglt-honmenet-front-end-nam ng-del egation], the CPE MJST:

- 1. Determ ne which Registered Domain are considered. Each
Regi stered Domain is associated to a DNS Zone file. Note that
a CPE MAY publish a single zone under different Registered
Domai n Nanes, or set different contents on different Registered
Donmai n Nanes.

- 2. Properly generate the DNS Zone file and associate the
correspondi ng authoritative Nane Server (RRset NS) with
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5.

5.

associ ated | P addresses (RRsets A or AAAA). The CPE derives
the NS RRset fromthe Registered Domain and the Public

Aut horitative Master. Then it MAY derive the glue A or AAAA
records fromthe Public Authoritative Master and associated IP
addresses. These pieces of information are provi ded by the
DHCP Zone Public Master Option (OPTI ON_ZONE_PUBLI C_MASTER)

- 3: Upload the Zone files to the Public Authoritative Mster.
Upl oadi ng the DNS Honenet Zone or the DNSSEC Honmenet Zone may
not be done directly fromthe CPE to the Public Authoritative
Masters. |In fact, the Public Authoritative Server MAY have a
dedi cated server for DNS zone uploads: the Public Authoritative
Nanme Server Set. One of the reason is that the Public
Aut horitative Server MAY perform sone extra operations such as
t he DNSSEC si gni ng before publishing the DNSSEC Honenet Zone to
on the Public Authoritative Masters. As a result, for each
Public Authoritative Master a secure channel MJST be
est abl i shed between the CPE and the Public Authoritative Nane
Server Set. How to set, for each Public Authoritative Mster
the secure channel to the Public Authoritative Nane Server Set
is provided by the DHCP Public Master Upl oad Option
(OPTI ON_PUBLI C_MASTER UPLQAD) .

A common way for the CPE to collect these pieces of information is to
send an Option Request DHCP Option (ORO [RFC3315] for the DHCP DNS
Public Authoritative Server Option and for the DNS Public

Aut horitative Name Server Set Option. |If the DHCP Sever understand

t hese options, it MAY send back one or nultiple instance for each
option. Then, the DHCP Client sets the nam ng architecture.

Simlarly, the DHCP Server MAY provide the DHCP DNS Public
Aut horitative Server Option and for the DNS Public Authoritative Nane
Server Set Option w thout any request fromthe DHCP Cient.

Note that how the CPE manage the nultiple DNS Honenet Zones is

i npl enent ati on dependent. It MAY synchroni ze all DNS Honenet Zone
with the Public Authoritative Servers, or use zone redirection
mechani sns |i ke |ike CNAME [ RFC2181], [RFCL034], DNAME [ RFC6672] or
CNAVE+DNAME [ | - D. sury-dnsext-cnane-dnane]. 1In the first case, any
update requires to update all zone, whereas redirection MAY require
only updating a single DNS Honenet Zone.

Payl oad Descri ption
1. DHCP Zone Public Master Option

The DHCP Zone Public Master Option (OPTION_ZONE PUBLI C MASTER) is
used by the CPE to set the DNS Honmenet Zone with the proper NS RRsets
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and the associ ated | P addresses. The DHCP Zone Public Master Option
provi des bi ndi ngs between Regi stered Domai n Nanes and Public
Aut horitative Master.

Foll ow ng Section 9 of [I-D.ietf-dhc-option-guidelines], the DHCP
Zone Master Option encapsul ates the DHCP Regi stered Domai n Nane
Option (OPTI ON_REGQ STERED DOVAI N_NAMES) that contains a |ist of
regi stered domain nanes and the Public Authoritati ve DHCP Master
Option (OPTION _MASTER) that contains the FQDNs and | P addresses of
each Public Authoritative Masters.

0 1 2 3
01234567890123456789012345678901
i S S s s S S S S e i i S S S S S
OPTI ON_ZONE_PUBLI C_ MASTER | option-len |
i i S S S T i i S S S S e S S R e E e T E
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T i S S e T i SR S S S S S o T

T i S S e T i SR S S S S S o T
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I
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I
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|

/ OPTI ON_MASTER
I
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/
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|

/ OPTI ON_MASTER
I
+-

|
/
|
+
I
/
|
e i r i i S S i sk o S SN S S SR S
/
+
I
/
|
+

e S i i S S i i sk S N R
Fig 1: DHCP Zone Public Master Option
- OPTI ON_ZONE_PUBLI C MASTER: the option code for the DHCP Zone
Public Master Option.

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- OPTI ON_REGQ STERED DOVAI N NAME: the list of Registered Honenet
Domai ns.

- OPTION_MASTER the necessary information to configure properly the

DNS Honmenet Zone file with NS, A and AAA RRsets associated to
the Public Authoritative Master(s).
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5.1.1. Unpacking a DHCP Zone Public Master Option

When a DHCP Zone Public Master Option is received by the DHCP dient,
if the DHCP Regi stered Domai n Name Option does not exist or is void,
the CPE ignores the DHCP Zone Public Master Option. It MAY indicate
t he DHCP Server supports these options but they are not properly
configured. Oherwise, it selects all DNS Honenet Zone designated by
t he DHCP Regi stered Domai n Nane Option and adds the Public

Aut horitative NS, A and AAA records provided by the DHCP Master
Option. |If DHCP Master Option are mssing, the CPE hosts the DNS
Honenet Zone for the Regi stered Domai ns.

Al'l DHCP Options are propositions. The CPE MAY chose a subset of
t hese according to its policies.

Section 13 illustrates with pseudo code how this MAY be perforned.
5.1.2. Packing a DHCP Zone Public Master Option

The DHCP Server sends a DHCP Zone Public Master Option to bind

Regi stered Donmain Nanes to a list of Public Authoritative Masters.
How to col |l ect these pieces of information is inplenentation
dependent, and depends on the data structure that stores the
informati on. However, we can reasonably assune that sendi ng a DHCP
Zone Public Master Option is conposed of two phases:

- 1) First collect all Registered Domain with their associated |i st
of Public Authoritative Masters. Basic inplenentation MAY
bui | d DHCP Zone Public Master Option for each Regi stered
Domai n.  However, we recomrend to group all Registered Donain
with the sane list of Public Authoritative Masters. This |eads
to a list of Registered Domain associated to a list of Public
Aut horitative Masters. Note that lists of Public Authoritative
Masters are equals if they have the same Public Authoritative
Masters, that is for each of themthe sane FQDN and the sane
list of IP addresses. The list is not ordered.

- 2) Then, for each binding build a new DHCP Zone Public Master
Option, build DHCP Regi stered Domain Name Option fromthe |i st
of Regi stered Donmins, add it to the DHCP Zone Public Master
Option. For each Public Authoritative Master of the list of
Aut horitative Masters, build a DHCP Master Option and add it to
t he DHCP Zone Public Master Option.

Section 13 illustrates with pseudo code how this MAY be perforned.

5.1.3. DHCP Regi stered Domai n Nane Opti on
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The DHCP Regi stered Domai n Nane Option

(OPTI ON_REQ STERED DOVAI N NAME) contains a list of DNS domai n nanes.
It MAY have multiple FQDNs. This option follows the description of
section 5.10 [I-D.ietf-dhc-option-guidelines].

0 1 2 3

01234567890123456789012345678901
I i S I T T s S S O S I Tl st s O
| OPTI ON_REGQ STERED DOVAI N NAME | option-len |
I ik aie: ST S S I I i o ST I S S S I il st e S
I I
/ DNS Wre Format Donmi n Nane Li st /
I I
I i S I T T s S S O S I Tl st s O

Fig 2: DHCP Regi stered Domain Name Option

- OPTI ON_REG STERED DOVAI N_NAME: the option code for the DHCP
Regi st ered Domai n Name Option

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- DNS Wre Format Domain Nanme List: The special encoding of this
field supports carrying nmultiple instances of hosts or domain
names in a single option, by term nating each instance with a
byte of 0 val ue.

5.1.3.1. Unpacking a DHCP Regi stered Domai n Nane Opti on

The DHCP Regi stered Domain Nanme Option MAY return one or nultiple
Regi stered Donain Nanes. The DHCP Cient MJST renove enpty strings
fromthe |ist.

5.1.3.2. Packing a DHCP Regi stered Domai n Nanme Opti on

The DHCP Regi stered Domain Name Option is build froma list of non-
enpty strings.

5.1.4. DHCP Master Option

The DHCP Master Option provides the FQDN and associ ated | P addresses
of the Public Authoritative Master. Follow ng Section 9 of
[I-D.ietf-dhc-option-guidelines], the DHCP Master Option encapsul ates
t he DHCP Master FQDN Option (OPTI ON_MASTER FQDN) that contains a
single FQDN foll owed by a DHCP Master | P4 Option (OPTI ON_MASTER | P4)
or a DHCP Master |1 P6 Option (OPTI ON_MASTER | P6) that contains the
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associated I P addresses. Only a single DHCP Master |P6 Option or
DHCP Master | P4 Option is expected.

0 1 2 3
01234567890123456789012345678901
T R e m i i S o S i i I NI
| OPTI ON_MASTER | option-len |
T e i o e i e e S e s
| OPTI ON_MASTER_FQDN |
/ /
T e i T e e e el e I R e S e e s o ok
| OPTI ON_MASTER_| P4

T T i s i i e i S R e e

I
I
I
|
+-

|
+
I
OPTI ON_MASTER | P6 |
I
I
+

T S S T S S S S e T o S S

Fig 3: DHCP Master Option

- OPTION_MASTER: the option code for the DHCP Master Opti on.

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- OPTI ON_VMASTER _FCQDN: the DHCP Master FQDN Option with FCQDN
associated to the Public Authoritative Server. This option is
mandat ory.

- OPTION_MASTER I P4: the DHCP Master P4 Option with | Pv4d address
associated to the Public Authoritative Server. This option is
optional, however the DHCP server SHOULD provide at |east one
DHCP Master | P4 Option or one DHCP Master | P6 Option.

- OPTION_MASTER I P6: the DHCP Master IP6 Option with | Pv6 address
associated to the Public Authoritative Server. This option is
optional, however the DHCP server SHOULD provide at |east one
DHCP Master |1 P6 Option or one DHCP Master |P6 Option.

5.1.4.1. Unpacking a DHCP Master Option

The DHCP Master FQDN Option is mandatory, and a DHCP Master Option
that do not encapsul ate a DHCP Master FQDN Option MJST be ignored.

An enpty DHCP Master FQDN Option indicates the CPE and a FQDN MJUST be
provided by the CPE. DHCP Master | P4 Options and DHCP Master | P6
Options are optional. Follow ng Section 8 of
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[1-D.ietf-dhc-option-guidelines], providing |IP addresses avoi ds

DNS( SEC) resol utions which unnecessarily | oad the network and del ay
the configuration. As aresult, it is reconmmended to provide the IP
addresses. |If at least a single non void DHCP Master | P4 Option or
DHCP Master IP6 Option is provide, the DHCP dient MJST NOT perform
any DNS(SEC) resolution. Oherw se, the DHCP Client SHOULD perform a
DNSSEC r esol uti on.

Section 13 illustrates with pseudo code how this MAY be perforned.
5.1.4.2. Packing a DHCP Master Option

DHCP Master Options are built fromthe master object. If the FQDN of
the Public Authoritative Master is enpty, the DHCP Master Option MJST
NOT be built. If no IP address has been provisioned, the DHCP Server
SHOULD perform a DNS(SEC) resol ution and provide the |IP addresses.

Section 13 illustrates with pseudo code how this MAY be perforned.
5.1.4.3. DHCP Master FQDN Option

The DHCP Master FQDN Option (OPTI ON_MASTER FQDN) desi gnates the FQDN
of the Public Authoritative Server. Only one FQDN is expected. This
option follows the description of section 5.10
[1-D.ietf-dhc-option-guidelines].

0 1 2 3

01234567890123456789012345678901
T e i T e e e el e I R e S e e s o ok
| OPTI ON_MASTER_FQDN | option-len |
T T R e i T e R T Tk N e
I
/
|
+-

DNS Wre Fornmat Domai n Nane /
S S S S S Y i S S S S N N s

Fig 4: DHCP Master FQDN Option Format

- OPTI ON_MASTER FQDN: the option code for the DHCP Master FQDN

Opt i on.
- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- DNS Wre Format Domain Nane: A single FQDN.
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5.1.4.4. DHCP Master P4 Option

This section defines the I P addresses associated to the nmaster. This
option follows the reconmendati on of section 5.1 and 8 of
[I-D.ietf-dhc-option-guidelines].

0 1 2 3

01234567890123456789012345678901
B il a i S I o I i ot S S S I S S S S it o
| OPTI ON_MASTER | P4 | option-len |
i S S i T S T i St S S it it N S
| i p4- addr ess |
T s S e i S T i Suir N S S
I-|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|-|-
| i p4- addr ess |
I S S i T S ik SR N SR S S i SR S SR S

Fig 5: DHCP Master | P4 Option Format

- OPTION_MASTER I P4: the option code for the DHCP Master | P4 Qption.

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- ip4-address: the 32 bit value of the |IPv4 address.
5.1.4.5. DHCP Master IP6 Option

This section defines the IP addresses associated to the master. This
option follows the recomendati on of section 5.1 and 8 of
[I-D.ietf-dhc-option-guidelines].

0 1 2 3
01234567890123456789012345678901
T S T b i e e e i ik R e SR
OPTI ON_MASTER | P6 | option-len |
B i e o T T e S e it sl T I S i S e e S e e 2

T i S S e T i SR S S S S S o T

+-
|

+-

| .

| i p6- addr ess
|

|

+-

| .

| i p6- addr ess
|
|

—_—_
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T T T S T i S S T e S S e it S S
I T T S e T i I S S e S S e T I i e SIS S

Fig 6: DHCP Master | P6 Option Format

- OPTION_MASTER I P6: the option code for the DHCP Master | P6 Option

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- ip6-address: the 128 bit value of |Pv6 address.
5.2. DHCP Public Master Upload Option

The DHCP Public Master Upl oad Option (OPTION _PUBLI C MASTER UPLOAD) is
used to associate a secure channel for each Public Authoritative
Mast er .

More specifically, to publish a DNS Honmenet Zone on a given Public
Aut horitative Master, the CPE establish a secure channel with the
Public Authoritative Nanme Server Set and upl oad the DNS Honenet Zone
using master / slave nmechanisns. It is then the responsibility of
the Public Authoritative Name Server Set to publish the DNS Honenet
Zone to its associated Public Authoritative Msters.

The DHCP Public Master Upload Option enables the CPE to set an
address book where the key is the Public Authoritative and the val ue
is a set of Secure Channels. For each DNS(SEC) Honenet Zone, the CPE
is expect to list the Public Authoritative Master and for each of

t hem upl oad t he DNS(SEC) Honenet Zone file to the Public

Aut horitative Name Server Set via a Secure Channel .

Foll ow ng Section 9 of [I-D.ietf-dhc-option-guidelines], the DHCP
Publ ic Master Upload Option encapsul ates a DHCP Master FQDN Li st
Option (OPTION_MASTER FQDN LI ST) that contains the Iist of the FQDNs
of the Public Authoritative Master and a |list of DHCP Secure Channel
Options (OPTI ON_SECURE _CHANNEL) that list how the CPE can upload the
DNS( SEC) Honenet Zone. For each of the nentioned Public

Aut horitative Master, the CPE is expected to consider one of the DHCP
Secure Channel Options to upload the Zone.

The DHCP Master FQDN List Option is mandatory and MJUST be uni que. At
| east one DHCP Secure Channel Options MJUST be encapsul at ed.

0 1 2 3
01234567890123456789012345678901
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+- T i i o i i it I SR S S
C_MASTER _UPLQAD | option-len |
I T S e T i T S I S S S I S S S S

+%+

+- 4o +- - -
TI ON_PUBLI
i i S SR

OPTI ON_MASTER_FQDN_LI ST

T i S S S s T S T i S o S S S SRS

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

+-

I

+-

|

/

I

+-

I

/ OPTI ON_SECURE_CHANNEL
I

+

I

+-

I

/ OPTI ON_SECURE_CHANNEL
I

+

|
/
|
+
I
/
|
e s i T S S e i R S S e
|
+
I
/
|
+

i e R i T S e e i s it R SR R e S S S

Fig 7: DHCP Public Master Upl oad Option Format

- OPTI ON_PUBLI C_MASTER UPLQAD: the option code that corresponds to
the DHCP Public Master Upl oad Option.

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- OPTI ON_MASTER _FQDN LI ST: The DHCP Master FQDN List Option. A
singl e DHCP Master FQDN List Option MJST be encapsulated in the
DHCP Public Master Upl oad Option.

- OPTI ON_SECURE_CHANNEL: The DHCP Secure Channel Option. One or
mul ti pl e DHCP Secure Channel Option MJST be encapsul ated in the
DHCP Public Master Upl oad Option.

5.2.1. Unpacking a DHCP Public Master Upload Option
When the DHCP Cient receives a DHCP Public Master Upload Option, it
builds a dictionary between, Public Authoritative Master FQDN and
possi bl e Secure Channels. Secure Channel that do not correspond to
the CPE policy, MAY be discarded.
This binding will be used latter when the CPE upl oads the DNS(SEC)
Honenet Zone files. Section 13 illustrates with pseudo code how this
MAY be perf orned.

5.2.2. Packing a DHCP Public Master Upl oad Option
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The DHCP Server SHOULD send at | east a Secure Channel for each of the
Public Authoritative Master. Al Public Authoritative Masters
associated to the DHCP Cient that are provided in a DHCP Zone Public
Master Option MJUST be nentioned in an DHCP Public Master Upl oad

Opt i on.

Packi ng a DHCP Public Master Upload Option is perfornmed in a simlar
way as the DHCP Zone Public Master Option. A binding between the
Public Authoritative Master and the Secure Channels is perforned.
Then, this dictionary is factorized as described in Section 5.1. 2.
More specifically, all keys with the sane val ue are grouped.

5.2.3. DHCP Master FQDN List Option

The DHCP Master FQDN List Option is simlar to the DHCP Master FQDN
Option except that it can indicate multiple Master FQDNs.

5.2.4. DHCP Secure Channel Options
The DHCP Secure Channel Option (OPTI ON_SECURE CHANNEL) i ndi cates:

- 1: How to secure the channel, that is to say which protocols are
used to secure the channel. This is indicated by the DHCP
Secure Protocol Option (OPTI ON_SECURE PROTOCCL) .

- 2. The security credential used to set up the secure channel, that
is to say the cryptographic material to authenticate the CPE
and the Public Authoritative Nanme Server Set. This is carried
by the DHCP Secure Credential Option
( OPTI ON_SECURE_CREDENTI AL) .

- 3: The Public Authoritative Nanme Server Set the secure channel is
established with, that is to say its |IP addresses. These IP
addresses are carried by the DHCP Server Set Option
( OPTI ON_SERVER_SET) .

Foll owi ng Section 9 of [I-D.ietf-dhc-option-guidelines], the DHCP
Secure Channel Option encapsul ates the DHCP Secure Protocol Option,
the DHCP Secure Credential Option and the DHCP Server Set Option.
Each of these options is mandatory and MJST appear only once.

0 1 2 3
01234567890123456789012345678901
T i S S T T s T S S i T SIS SRR S S
| OPTI ON_SECURE_CHANNEL | option-len |
SR I S i S T P S S S S NI S S S I ik Sl S S S I S S e ol
| OPTI ON_SECURE_PROTOCOL |
| T i s S S i SN U S S S S
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| | OPTI ON_SECURE_CREDENTI AL |
Fo b e e e e e e /
L—- T i i S T i S S Tl ks s ol S S S L—
} OPTI ON_SERVER_SET }
.. .

T i S S e T i SR S S S S S o T

Fig 8: DHCP Secure Channel Option Fornat

- OPTI ON_SECURE_CHANNEL: The option code for the DHCP Secure Channel

Opt i on.
- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- OPTI ON_SECURE_PROTOCOL: the DHCP Secure Protocol Option. This
option is mandatory and MJST appear only once.

- OPTI ON_SECURE_CREDENTI AL: the DHCP Secure Credential Option. This
option is mandatory and MJST appear only once.

- OPTI ON_SERVER _SET: the DHCP Server Set Option. This option is
mandat ory and MJUST appear only once.

5.2.4.1. Unpacking a DHCP Secure Channel Option
When the DHCP Secure Channel Option is received, the DHCP dient MJST
check that DHCP Secure Protocol Option, DHCP Secure Credential Option
and DHCP Server Set Option are unique. If not, the DHCP Cient MJST
i gnore the DHCP Secure Channel Option.

The DHCP dient MJUST al so check proposition match its policies and
Secure Credentials match the Secure Protocol.

Section 13 illustrates with pseudo code how this MAY be perforned.
5.2.4.2. Packing a DHCP Secure Channel Option

Packi ng the DHCP Secure Channel Option fromthe Secure_channel object
is straight forward.

5.2.4.3. DHCP Secure Protocol Option
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The DHCP Secure Protocol Option (OPTION_SECURE PROTOCCL) is a 8-bit
i nteger option that fills reconmmendati on of section 5.6 of
[I-D.ietf-dhc-option-guidelines].

0 1 2 3
01234567890123456789012345678901
T i o S e S i e S S

| OPTI ON_SECURE_PROTOCOL | option-1en |
B I S I T i ai S i i S S
| pr ot ocol |

e e e e ek

Fig 9: DHCP Secure Protocol Option Format

- OPTI ON_SECURE_PROTOCOL: The opcode for the DHCP Secure Protocol

Opt i on.
- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- protocol: the 8 bit value that indicates which protocol MJST be
used between the CPE and the Nane Server Set for this secure
channel .

The protocol detailed in this docunent are:

- NONE: TBD
- TSIG TBD
- | PSEC. TBD

- SIG0): TBD
5.2.4.4. DHCP Secure Credential Option

The DHCP Secure Credential Option encapsul ates the necessary el enent
to authenticate and set up the secure channel. Currently, only the
DHCP PSK Credential Option (OPTION PSK CREDENTIAL) is defined in this
docunent but the use of DHCP Secure Credential Option enabl es makes
possi bl e the use of different credential in the future.

0 1 2 3

01234567890123456789012345678901
T S T S S i S S i s Sl SR L S S S
| OPTI ON_SECURE_CREDENTI AL | option-len |
R e o e el i i ol SR

Mgault (Ed), et al. Expires April 23, 2014 [ Page 18]



I nternet-Draft DHCP Public Auth. Server Options Cct ober 2013

/ credenti al -option /
B T o i S S i e i i ST N S S i i R e

Fig 10: DHCP Secure Credential Option Format

- OPTI ON_SECURE_CREDENTI AL: The option code for the DHCP Secure
Credential Option.

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- credential -option: A DHCP Credential Option.
5.2.4.4.1. DHCP PSK Credential Option

The DHCP PSK Credential Option (OPTI ON_PSK CREDENTI AL) contains the
pre-shared key. It can be used with IPsec, TSIG If SIGO0) is

sel ected as a protocol, the DHCP server MJST NOT provide this option,
and it MJST be ignored by the DHCP dient.

Not e that PSK MUST NOT be sent by the DHCP Server over an non trusted
channel. In addition a DHCP Server SHOULD NOT provide the PSK unl ess
requested explicitly by the DHCP Client. Simlarly, the DHCP di ent
MUST NOT request the PSK if the channel between the DHCP Cient and
the DHCP Server is not trusted.

This option follows recomendati on of section 5.9 of
[1-D.ietf-dhc-option-guidelines].

0 1 2 3
01234567890123456789012345678901

i S SRR S S T S S T S S e e i i o
OPTI ON_ _
s i SupE S S T i S i St S SN S S S S SIS

- - - -+ +
PSK_CREDENTI AL | option-len |
- - - - - - |
|

psk /

|

+-
..
)

|-|-- e s i T S S e i R S S e

- OPTI ON_PSK_CREDENTI AL: The opcode for the DHCP PSK Credenti al

Opt i on.
- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].
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- psk: raw preshared key.
5.2.4.5. DHCP Server Set Option

The DHCP Server Set Option (OPTION SERVER SET) carries the IP
addresses of the Public Authoritative Name Server Set. It is
recomended to have one | P address, and eventually two if the Public
Aut horitative Server is dual stack. |In any case no nore than one IP
address of each famly is expected. The use of |P addresses instead
of FQDN foll ows recommendation of [I-D.ietf-dhc-option-guidelines]
section 8.

The DHCP Server Set Option encapsul ates the DHCP Server Set |P4
Option (OPTION_SERVER SET | P4) and the DHCP Server Set |1P6 Option
(OPTI ON_SERVER _SET_1 P6) .

0 1 2 3
01234567890123456789012345678901
T S R i o i i e i e i e i SR R SR R
| OPTI ON_SERVER_SET | option-len |
B il a i S I o I i ot S S S I S S S S it o

OPTI ON_SERVER_SET_| P4 |
T e s o R S S T e e e o o NI e S

I

+-

I

| OPTI ON_SERVER SET | P6
I

|

+-

|
I
I
I
+

T T T o T S i S s Su SN

- OPTI ON_SERVER SET: The option code for the DHCP Server Set Option.

- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- OPTI ON_SERVER SET | P4: DHCP Server Set I1P4 Option with |IPv4
address associated to the Public Authoritative Name Server Set.
This option is optional, however the DHCP server SHOULD provide
at | east one DHCP Server Set |1P4 Option or one DHCP Server Set
| P6 Option.

- OPTI ON_SERVER SET | P6: DHCP Server Set 1P6 Option with | Pv4
address associated to the Public Authoritative Nane Server Set.
This option is optional, however the DHCP server SHOULD provide
at | east one DHCP Server Set |1P4 Option or one DHCP Server Set
| P6 Opti on.
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5.2.4.5.1. DHCP Server Set |IP4 Option

The DHCP Server Set |1P4 Option (OPTION SERVER SET | P4) carries the IP
address of the Public Authoritative Nane Server Set. This option

foll ows the recommendati on of section 5.1 and 8 of
[I-D.ietf-dhc-option-guidelines].

0 1 2 3

01234567890123456789012345678901
I ik aie: ST S S I I i o ST I S S S I il st e S
| OPTI ON_SERVER_SET | P4 | option-1len |
i T e S S il R S e e e S S e o e e S S
| i p4- addr ess |
I i S I T T s S S O S I Tl st s O

- OPTION_SERVER SET | P4: The option code for the DHCP Server Set |P4

Opt i on.
- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].

- 1 p4-address: the 32 bit value of the |IPv4 address.
5.2.4.5.2. DHCP Server Set |IP6 Option

The DHCP Server Set |1P6 Option (OPTION SERVER SET | P6) carries the IP
address of the Public Authoritative Nane Server Set. This option

foll ows the recommendati on of section 5.1 and 8 of
[I-D.ietf-dhc-option-guidelines].

0 1 2 3

01234567890123456789012345678901
I ik aie: ST S S I I i o ST I S S S I il st e S
| OPTI ON_SERVER_SET | P6 | option-1len |
T c i e T S S e h T I I S S S S
I
I
I
|
+-

I
i p6- addr ess I
|
+

T S S i i S S S Tk o S S SR S S S S

- OPTI ON_SERVER SET |1 P6: The option code for the DHCP Server Set |P6

Opt i on.
- option-len: length in octets of the option-data field as descri bed
in [ RFC3315].
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6.

7.

7.

- ip6-address: the 128 bit value of the |Pv6 address.
DHCPv6 Server Behavi or

The DHCPv6 server MAY send DHCP Zone Public Master Option and/ or DHCP
Publ ic Master Upload Option upon receiving or not a DHCP Qpti on
Request Option (ORO) by the DHCP dient.

The DHCP Server MAY send zero, one or multiple DHCP Zone Public
Master Option or DHCP Public Master Upload Option.

The DHCP Server MJST send these option over a trusted channel. The
PSK MJUST NOT be sent over a non trusted channel.

If the DHCP Server is not provisioned properly, it SHOULD send enpty
DHCP Zone Public Master Option or DHCP Public Master Upload Option to
indicate it supports the options, but they are not provisioned

properly.

Al t hough DHCP Zone Public Master Option and DHCP Public Master Upl oad
Option are different options, they MAY be used together by the DHCP
Client. Unless there are good reasons, DHCP Servers SHOULD provide
in their DHCP Public Master Upload Option a Secure Channel for all
Public Authoritative Masters nentioned in the DHCP Zone Public Master
Option. In other words, for all Public Authoritative Masters
mentioned in the DHCP Zone Public Master Option, the DHCP Server
SHOULD send a DHCP Public Master Upload Option that provides a Secure
Channel .

DHCPv6 Cl i ent Behavi or
1. Sending an ORO

The DHCPv6 Client MAY enable different policies to configure the Hone
Net wor Kk Nam ng Architecture. Mre specifically, it MAY allow an end
user to set manually a specific nam ng configuration, which may

di sabl e automatic configuration of the Hone Network Nam ng
Architecture. |If automatic configuration of the Home Network is not
consi dered, the CPE SHOULD NOT send a DHCP Option Request Option
(ORO) fromthe CPE for a DHCP DNS Public Authoritative Server Option
or for a DHCP Public Master Upload Option. This would otherw se
unnecessarily | oad the DHCPv6 Server of the ISP and the network.

The DHCP dient SHOULD NOT send and ORO for a DHCP Zone Public Master
Option or a DHCP Public Master Upload Option if the channel between
the DHCP dient and the DHCP Server is not trusted.
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By sending an DHCP Opti on Request Option (ORO for a DHCP Zone Public
Master Option or a DHCP Public Master Upload Option, the CPE

i ndicates that the response received fromthe DHCP Server wi |l define
how t he Nam ng Architecture of the CPE is configured. However, this
does not necessarily nean that the CPE will automatically configure
its Nam ng Architecture according to according to the el enents

provi ded by the DHCPv6 Server. |In fact the CPE MAY i npl enment various
policies to configure the Nam ng Architecture. Sonme policies MAY
nmerge configuration nmanually provided by the end user and those

provi ded by the DHCPv6 Server, others MAY only accept a subset of
Public Authoritative Nanme Servers provided by the DHCPv6 Server
Defining the selection policies of the CPE is how of scope of this
docunent .

The remai ning of the section describes how the DHCPv6 Cient handl es
i nformati on recei ved by the DHCPv6 Server to configure the Nam ng

Architecture. W assune that all information are consi dered.
Al t hough this docunent restricts the description to a single use
case, we believe this will be the nost commpn and basic use case. In

addi tion, other uses cases inplenenting different configuration
policies only requires small nodifications to the use case consi dered
in this section.

7.2. Receiving no DHCP Opti ons

If the DHCPv6 Client does not receive any DHCP Zone Public Master
Option or DHCP Public Master Upload Option fromthe DHCPv6 Server
The DHCPv6 Cient assumes the DHCPv6 Server does not support the
option. In this case, the Nam ng Architecture can only be set from
| ocal settings.

7.3. Receiving enpty DHCP Options
By receiving enpty DHCP Zone Public Master Option or enpty DHCP
Public Master Upload Option. The DHCP Cient assunes the DHCP Server
supports these options, but they are not or badly provisioned.

7.4. Receiving nultiple DHCP Options

The DHCPv6 Client MAY receive one or nmultiple DHCP Zone Public Master
Option and/ or DHCP Public Master Upload Option. Fromthese Option
the CPE i s expected to :

- 1: Collect all DHCP Zone Public Master Options.
- 2: Set the DNS Honenet Zone with the Public Authoritative Servers

associ ated to each Regi stered Honenet Donmain. This includes
setting NS and Public Authoritative Server A/ AAA RRsets. The
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8.

CPE is expected to proceed to sone checks so these RRSets are
val i d.

3: Collect all DHCP Public Mster Upload Option.

4: Build the master_secure_channel _dict dictionary that associates
to each Public Authoritative Master a list of possible secure
channel s.

5: Upload the DNS Honenet Zone to the Public Authoritative Nane
Server Set so the zone can be published on the correspondi ng
Public Authoritative Servers. The DNS(SEC) Honenet Zone is
consi dered upl oaded if for all Public Authoritative Masters of
t he DNS(SEC) Honenet Zone, upload (i.e. master/slave
synchroni zati on) succeeded at | east with one Secure Channel.
If for a given Public Authoritative Master, upload fails with
all its Secure Channel, it MJST be renoved fromthe DNS(SEC)
Honmenet Zone and upload MJST restarted. |In other words
synchroni zati on MJST be performed again with all Public
Aut horitative Masters of the DNS(SEC) Honenet Zone (not only
t he remai ni ng ones).

DHCPv6 Rel ay Behavi or

DHCP Rel ay behavior are not nodified by this docunent.

9.

| ANA Consi derati ons

The DHCP options detailed in this docunent is:

OPTI ON_ZONE_PUBLI C_MASTER:  TBD
OPTI ON_REG STERED DOMVAI N_NAME:  TBD
OPTI ON_MASTER:  TBD

OPTI ON_MASTER | P4:  TBD

OPTI ON_MASTER | P6:  TBD

OPTI ON_MASTER FQDN:  TBD

OPTI ON_PUBLI C_MASTER UPLOAD:  TBD
OPTI ON_MASTER FQDN LI ST:  TBD

OPTI ON_SECURE_CHANNEL: TBD
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10.

10.

10.

- OPTI ON_SECURE_PROTOCOL:  TBD
- OPTI ON_SECURE_CREDENTI AL: TBD
- OPTI ON_SERVER SET: TBD

- OPTI ON_SERVER SET I P4: TBD

- OPTI ON_SERVER SET I P6: TBD

The security-protocol detailed in this docunent are:

- NONE:  TBD
- TSIG TBD
- |PSEC. TBD

- SIG0): TBD
The security-credential detailed in this docunent are:
- NONE: TBD
- PSK:  TBD
Security Consi derations
1. DNSSEC is recommended to authenticate DNS hosted data

The docunent descri bes how the Secure Del egation can be set between
t he Del egating DNS Server and the Del egated DNS Server.

Depl oyi ng DNSSEC i s reconmended since in sonme cases the infornmation
stored in the DNS is used by the ISP or an IT departnent to grant
access. For exanple sone Servers nmay performed a PTR DNS query to
grant access based on host names. Wth the described Del egating
Nami ng Architecture, the ISP or the I T departnment MJST take into

consideration that the CPE is outside its area of control. As such,
with DNS, DNS responses may be forged, resulting in isolating a
Service, or not enabling a host to access a service. |ISPs or IT

departnment may not base their access policies on PTR or any DNS
information. DNSSEC fulfills the DNS | ack of trust, and we reconmend
to depl oy DNSSEC on CPEs.

2. Channel between the CPE and | SP DHCP Server MJST be secured
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10.

11.

12.

In the docunent we consider that the channel between the CPE and the
| SP DHCP Server is trusted. Mre specifically, we suppose the CPE is
aut henti cated and t he exchanged nessages are protected. The current
docurment does not specify how to secure the channel. [RFC3315]
proposes a DHCP aut hentication and nessage exchange protection,

[ RFC4301], [ RFC5996] propose to secure the channel at the IP | ayer.

In fact, the channel MJUST be secured because the CPE provides
necessary information for the configuration of the Nam ng Del egati on.
Unsecured channel may result in setting the Nanmi ng Del egation with an
non legitimate CPE. The non legitimate CPE would then be redirected
the DNS traffic that is intended for the legitimate CPE. This nmakes
the CPE sensitive to three types of attacks. The first one is the
Deny O Service Attack, if for exanple DNS traffic for a | ot of CPEs
are redirected to a single CPE. CPE are even nore sensitive to this
attack since they have been designed for lowtraffic. The other type
of traffic is the DNS traffic hijacking. A malicious CPE nmay
redirect the DNS traffic of the legitimate CPE to one of its server.
In return, the DNS Servers would be able to provide DNS Responses and
redirect the End Users on malicious Servers. This is particularly
used in Pharm ng Attacks. A third attack nay consists in isolating a
Hone Network by m sconfiguring the Nami ng Del egation for exanple to a
non-exi sting DNS Server, or with a bad DS val ue.

3. CPEs are sensitive to DoS
The Nam ng Del egati on Architecture involves the CPE that hosts a DNS
Server for the Home Network. CPE have not been designed for handling
heavy | oad. The CPE are exposed on the Internet, and their IP
address is publicly published on the Internet via the DNS. This
makes the Home Network sensitive to Deny of Service Attacks. The
Nam ng Del egation Architecture described in this docunent does not
address this issue. The issue is addressed by
[1-D. nglt-honmenet-front-end-nam ng-del egation].
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-00: version published in the honenet Wa. Major nodifications are:

- Reformatting of DHCP Options: Follow ng options guide |ines

Mgault (Ed), et al. Expires April 23, 2014 [ Page 26]



I nternet-Draft DHCP Public Auth. Server Options Cct ober 2013

- DHCPv6 Cient behavior: Follow ng options guide |ines
- DHCPv6 Server behavior: Follow ng options guide |ines
-00: First version published in dhc WG

13. Pseudo Code
This section is informational. It ains at illustrating how options
MAY be handl ed by the DHCP Client or the DHCP Server. Not all the
DHCP Options described in the docunent are considered. This section
is not normative and inplenmentation MAY differ.

13.1. DHCP Zone Public Master Option

13.1.1. Unpacking a DHCP Zone Public Master Option
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## We consider the follow ng object for the CPE
## C ass cpe

#it self.ip4d_list

#it self.ip6_Iist

#it sel f.fqdn

Cct ober 2013

recei ve_dhcp_zone_public_master_option( OPTI ON_ZONE_PUBLI C_MASTER)

## Checki ng exi stence of Regi stered Domains

i f OPTI ON_REGQ STERED DOVAI N NAME is enpty or m ssing:

i gnore OPTI ON_ZONE_PUBLI C_MASTER

## Checki ng existence of Public Authoritative Masters

i f OPTI ON_ZONE _PUBLI C_MASTER has no OPTI ON_MASTER opti ons:

bui | d_option_master(cpe.fqdn, cpe.ipd_list,

## sel ect each DNS Homenet Zone
for zone_name in OPTI ON_REQ STERED DOVAI N_NAME:

cpe.ip6_list)

## adds Public Authoritative Master information to the
## zone_name. Typically this may consists in adding the

## 1ines:
## zone_nane NS mast er _fqdn
## master _fqdn A ip4
## master _fqdn A ip6
for each OPTI ON_MASTER
(fgdn, ip4_list, ip6_list) =\

get _mast er_option_i nf o( OPTI ON_MASTER)

add_ns(fqdn, zone_nane)
add_a(fqdn, ip4_list, zone_nane)
add_aaa(fqdn, ip6_list, zone_nane)

Fig 11: Pseudo code for receiving a DHCP Zone

Public Master Option

13.1.2. Packing a DHCP Zone Public Master Option

The pseudo code for sending a DHCP Zone Public Master Option is
presented below. It is informational and intedns to illustrates text

above. I nplenentation MAY be different.

## We consider the followi ng objects for Public Authoritative Master

## Cl ass nmaster
#i# self.ip4d_list
#i sel f.ip6_list
## sel f.fqdn

bui | d_dhcp_zone_public_master _option():

## Collect all Registered Domain and associate the |ist of

Mgault (Ed), et al. Expires April 23, 2014

[ Page 28]



I nternet-Draft DHCP Public Auth. Server Options Cct ober 2013

## Public Authoritative Master. One way it to build the
## registered _domain_dict = {registered_domain:[nmaster |ist]}
tnp_rd _dict = build_registered _domain_dict()

## Renove voi d regi stered domai n nanes,
## Factorize regi stered _donmai n_dict and out put
rd_dict = factorize_registered _domain_dict(tnp_rd_dict)

## Bui |l d DHCP Zone Public Master Option
for registered domain_list, master list in rd _dict.itens():
## Buil ds the DHCP Zone Public Master Option Data Payl oad
data =\
bui |l d_regi stered_domai n_nanme_option(regi stered_domai n_|ist)
## Concatenation with DHCP Public Authoritative Master
## Options
for master in master |ist:
data += build_master_option(naster)

## Build the DHCP Zone Public Master Option
return buil d_header _zone_ public_master(data) + data

Fig 12: Pseudo code for sending DHCP Zone
Public Master Option

13.1.3. DHCP Master Option
13.1.3.1. Unpacking a DHCP Master Option

def get_master_option_i nfo( OPTI ON_MASTER)
i f OPTION_MASTER i s enpty:
## Consider the CPE for the Public Authoritative Mster
## or ignore the option
## buil d_option_master(cpe.fqdn, cpe.ip4 _list, cpe.ip6_list)
i gnore OPTI ON_MASTER

i f OPTION_MASTER FQDN is enpty or m Ssing:
i gnore OPTI ON_MASTER
if multiple OPTION_MASTER | P4 or\
mul ti pl e OPTI ON_VASTER_| P4:
i gnore OPTI ON_MASTER

fqdn = get_fqdn( OPTI ON_MASTER_FQDN)
ipd_list =1]
ip6_list =[]
## collect Public Authoritative Master’s | P addresses
i f OPTION_MASTER | P4 exi sts:
append(ip4_list, get_ip4(OPTI ON_MASTER | P4))
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13.

13.

13. 2. 1.

M gaul t

1.3.

The
Opt i

def

2.

The

i f OPTI ON_MASTER | P6 exists:
append(ip4_list, get_ip4(OPTI ON MASTER | P4))

## if no | P addresses are provided performa DNSSEC
## resol ution
if len(ipd_list) == 0 and len(ip6_list) ==

i p4_list di g(fqgdn, A

i p6_1li st di g(fgdn, AAAA)

Fig 13: Pseudo code for Unpacki ng DHCP Master Option

2. Packing a DHCP Master Option

pseudo code illustrates how the DHCP Server builds a DHCP Master
on.

buil d_master_option(fqdn, ip4_list, ip6_list):
## Do not build the data payload of the DHCP Master Option
## if fqdn is enpty or a null string
if fgdn is enpty or fgdn has nore than one fqdn:
return error
data = build _nmaster _fqgdn_option(fqgdn)
if ipd_list is enpty:
ip4_list = dig(fqdn, A
if ip6_list is enpty:
ip6_list = dig(fqdn, AAAA)
if ipd_list is enpty and ip6 list is enpty:
return error
if ip4d4_list is not enpty:
data += buil d_master_i p4_option(ipd_list)
if ip6_list is not enpty:
data += build_nmaster _ip6_option(ip6_|ist)
return build _header naster(data) + data

Fig 14: Pseudo code for Packing DHCP Master Option

DHCP Public Master Upl oad Option
Unpacki ng a DHCP Public Master Upl oad Option

pseudo code for building the binding between Public Authoritative

Mast er and Secure Channel MAY be as foll ows:

## We consider the master_secure_channel _dict that associ ates
## for each master a list of Secure Channel
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13.

13.

## master_secure_channel _dict = {master: [secure_channel], ..., }

## This function is used to add an entry to the
## mast er _secure_channel _di ct
def get _master _upl oad_option_info(OPTI ON_PUBLI C_ MASTER UPLQAD) :
i f OPTI ON_MASTER _FQDN LI ST i s not uni que or\
OPTI ON_SECURE_CHANNEL does not exi st:
i gnore OPTI ON_PUBLI C_MASTER UPLQAD

secure_channel list =[]

for all OPTI ON_SECURE CHANNEL:
sc = get_secure_channel _i nf o( OPTI ON_SECURE_CHANNEL)
secure_channel _|ist.append(sc)

for each master in OPTI ON MASTER FQDN LI ST:
mast er _secure_channel _dict[master] = secure_channel _|i st

Fig 15: Pseudo code for receiving a DHCP Public
Mast er Upl oad Option
2.2. DHCP Secure Channel Options
2.2.1. Unpacking a DHCP Secure Channel Option

## We consi der the secure_channel object
## Cl ass Secure_channel :

#it sel f. protoco

#it sel f.credenti al

#i# sel f.server_set _ip4
#it sel f.server_set _ip6

def get _secure_channel _option_info(OPTI ON_SECURE CHANNEL) :

i f OPTI ON_SECURE PROTOCOL is not unique or \
OPTI ON_SECURE_CREDENTI AL i s not unique or\
OPTI ON_SERVER _SET i s not uni que:

i gnore OPTI ON_SECURE_CHANNEL

protocol =\

get _secure_protocol option_info(OPTI ON_SECURE _PROTOCQL)
credential =\

get _secure_credential _option_info(OPTI ON_SECURE_CREDENTI AL)
i p4, ip6 =\

get _server_set _option_i nfo(OPTI ON_SERVER_SET)

return(Secure_channel (protocol, credential, ip4, ip6))
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14.

14.

14.

Fig 16: Pseudo code for receiving a DHCP
Secure Channel Option
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