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Abstract

The honme network nam ng architecture requires a conpl ex nam ng
configuration on the CPE. This configuration MAY not be handl ed
easily by the average end user. Furthernore, such m sconfiguration
MAY result in maki ng home network unreachabl e.

Thi s docunent proposes a DHCP options that provide the CPE al
necessary paraneters to set up the hone network nam ng architecture.

First, this DHCP options provide automatic configuration and avoid
nost end users’ msconfiguration. Mst average end users may not
require specific configuration, and their ISP default configuration
MAY fully address their needs. |In that case, the nam ng honenet
architecture configuration will be conpletely transparent to the end
users. Then, saving nam ng configuration outside the CPE, nmakes it
resilient to change of CPE or CPE upgrades. Such configuration may
al so be configured by the end user, via the custoner area of their

| SP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1

Requi renents notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Ter m nol ogy

- Custoner Prem ses Equi pnent: (CPE) is the router providing
connectivity to the home network. It is configured and nanaged
by the end user. In this docunent, the CPE MAY al so hosts
services such as DHCPv6. This device MAY be provided by the
| SP.

- Regi stered Honmenet Donai n: is the Donain Nane associated to the

home net wor k.

- DNS Honenet Zone: is the DNS zone associated to the honme network.
This zone is set by the CPE and essentially contains the
bi ndi ngs between nanmes and | P addresses of the nodes of the
home network. In this docunent, the CPE does neither perform
any DNSSEC managenent operations such as zone signing nor
provide an authoritative service for the zone. Both are
del egated to the Public Authoritative Server. The CPE
synchroni zes the DNS Honmenet Zone with the Public Authoritative
Server via a hidden master / slave architecture. The Public
Aut horitative Server MAY use specific servers for the
synchroni zati on of the DNS Honenet Zone: the Public
Aut horitative Name Server Set.

- DNS Honenet Zone Tenpl at e: The tenpl ate used as a basis to
generate the DNS Honenet Zone.

- DNS Honenet Reverse Zone: The reverse zone file associated to the
DNS Homenet Zone.

- Public Authoritative Master(s): are the visible nanme server
hosti ng the DNS Honenet Zone. End users’ resolutions for the
Honenet Domain are sent to this server, and this server is a
master for the zone.

- Public Authoritative Nane Server Set: is the server the CPE
synchroni zes the DNS Honmenet Zone. It is configured as a slave
and the CPE acts as naster. The CPE sends infornation so the
DNSSEC zone can be set and served.

Reverse Public Authoritative Master(s): are the visible nane
server hosting the DNS Honenet Reverse Zone. End users’
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resolutions for the Honenet Domain are sent to this server, and
this server is a master for the zone.

- Reverse Public Authoritative Nane Server Set: is the server the
CPE synchroni zes the DNS Honenet Reverse Zone. It is
configured as a slave and the CPE acts as master. The CPE
sends infornation so the DNSSEC zone can be set and served.

| nt roducti on

[I-D. nglt-honenet-front-end-nam ng-del egati on] defines a honenet
nam ng architecture that enables CPE to outsource their nam ng
service to Public Authoritative Masters. This docunent descri bes
DHCP options that makes possible any CPE to configure automatically
t he honenet nam ng architecture.

More specifically, when the CPE is plugged, it downl oads the DNS
Honmenet Zone Tenplate. This tenplate is used to generate the DNS
Honenet Zone, for according to specific CPE configurations or to
new y attached devices that need to be accessed fromthe outside
Internet. Finally, the CPE upl oads the DNS Honenet Zone file on the
Public Authoritative Name Server Sets that are in charge of
publ i shing the zone on the Internet - on the Public Authoritative
Master(s). |In the case, the DNS Honenet Zone is static, DNS update
[ RFC2136] [RFC3007] m ght be considered. However,

[1-D. nglt-honenet-front-end-nam ng-del egati on] reconmends upl oads is
performed by setting a master / slave synchroni zati on between the CPE
and the Public Authoritative Nanme Server Sets, with a hidden master
hosted by the CPE. This is actually the way to do when data MAY be
subject to change, and this is the alternative we consider in this
docunent .

In order to set the master / slave synchroni zati on between the CPE
and the Public Authoritative Nanme Server Sets, the CPE and the Public
Aut horitative Name Server Sets SHOULD agree on the 1) the zone to be
synchroni zed, 2) the I P address used by both the CPE for the hidden
master. In this docunent we assunme that synchronization is perforned
on both side on port 53. The zone to be synchronized is the one
associated to the Regi stered Honenet Domain and is nentioned in the
DNS Honenet Zone Tenplate. This neans the Regi stered Homenet Domain
provided in the DNS Honenet Zone Tenpl ate MAY not be nodified by the
CPE and MAY be known by the Public Authoritative Nanme Server Sets.

Al though this is not mandatory, this document assunmes so. \Wen the
CPE sends a NOTI FY [ RFC1996] nessage to the Public Authoritative Nane
Server Sets reads the Registered Honmenet Domai n and check the NOTIFY
is sent by the authorized nmaster. This can be done using the shared
secret (TSIG or the public key (SIG0)). Once the NOTIFY has been
aut henticated, the Public Authoritative Nanme Server Sets MAY consi der
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the source | P address of the NOTIFY query to configure the masters
attri butes.

[ QUESTI ON Do we have to consider different port of port 53 is fine.
| guess it is fine.]

Once the DNS Honenet Zone has been generated, the CPE generates the
DNS Honenet Reverse Zone before uploading it on the Reverse Public
Aut horitative Nanme Server Sets. Note that the Reverse Public Master
can be easily derived fromthe IP prefix delegated to the CPE
However, the DNS Honmenet Reverse Zone may not be sent to the Reverse
Public Master, but instead the Reverse Public Authoritative Nane
Server Sets that are in charge of publishing the zone on the Reverse
Publ i c Master

Simlarly, the CPE and the Reverse Public Authoritative Nane Server
Sets configure set a master / slave synchronization. Note that with
the reverse zone, the domain nane is agreed by both the CPE and the
Reverse Public Authoritative Nanme Server Sets. More specifically,
the zone is not nodified by the CPE and is necessarily the one

provi ded by the | SP.

The DNS Honenet Zone Tenplate, is provided to the CPE by the DHCP
server via the DHCP Zone Tenpl ate Option (OPTI ON_DNS _ZONE TEMPLATE) .
This option contains a FQDN. In order to downl oad the DNS Honmenet
Zone Tenpl ate, the CPE sends a DNS query with type AXFR [ RFC5936] .

If this exchange needs to be protected or authenticated, TSI G

[ RFC2845], [RFC2930] or SI G 0) [RFC2931] nay be used. The DHCP Zone
Tenpl ate Option indicates which security nmechani sns are supported by
the DNS authoritative server. Note that integrity protection may be
performed by DNSSEC [ RFC4033], [ RFC4034], [RFC4035] only and may not
requi re additional protections.

The DHCP Public Authoritative Nane Server Set Option

(OPTI ON_NAME_SERVER SET) provides the Public Authoritative Nane
Server Set the DNS Honenet Zone is uploaded to. This operation
SHOULD be done in a secure way, and this option specifies the
supported security nechani snms used by the Public Authoritative Nane
Server (TSIG or SIG0) [RFC3007]).

Thi s docunent considers that uploading the DNS Honenet Zone is
performed using a nmaster / slave architecture between the CPE and the
Public Authoritative Nanme Server Set. The CPE gets the Registered
Honenet Domain fromthe DNS Honenet Zone Tenpl ate and the | P address
of the Public Authoritative Nanme Server Set fromthe DHCP Public

Aut horitative Name Server Set Option (OPTION NAME SERVER SET). This

I P address is used to send a NOTIFY query, protected with TSI G or
SIO0). This identifies the Registered Honenet Domain as well as the
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sender. Then the Public Authoritative Nane Server Set can finalize
its slave configuration by considering the | P address of the NOTIFY

query.

Simlarly, the DHCP Reverse Public Authoritative Nanme Server Set
Option (OPTI ON_REVERSE _NAME_SERVER_SET) provides the Reverse Public
Aut horitative Name Server Set the Reverse DNS Honmenet Zone is

upl oaded to. This operation SHOULD be done in a secure way, and this
option specifies the supported security nechani snms used by the Public
Aut horitative Name Server (TSIG or SIGE0)).

In case TSIGis used to secure the exchanges between the CPE and the
Public Authoritative Nanme Server Sets or the Reverse Public

Aut horitative Name Server Sets. The CPE MAY request and get this
shared secret fromthe DHCP Server via the DHCP TSI G Public

Aut horitative Name Server Set Option (OPTION TSI G NAVE SERVER SET)
and DHCP TSI G Reverse Public Authoritative Nane Server Set Option
(OPTI ON_TSI G REVERSE_NAME_SERVER SET). Note that sending this
information has significant security issues and SHOULD be done in a
control |l ed and cauti ous way.

3.1. DNS Honenet Zone Tenpl at e Consi derati ons

The DNS Honenet Zone Tenplate contains at |east the related fields of
the Public Authoritative Master(s) as well as the Honenet Regi stered
Domain, that is SOA, and NS fields. This tenplate MAY be generated
automatically by the owner of the DHCP Server. For exanple, an |ISP
MAY provi de a default Honenet Regi stered Domain as well as default
Public Authoritative Master(s). This default settings SHOULD provide
the CPE the necessary pieces of information to set the honenet nam ng
architecture.

If the DNS Honenet Zone Tenplate is not subject to nodifications or
updat es, the owner of the tenplate MAY only use DNSSEC to enabl e
integrity check.

The DNS Honenet Zone Tenpl ate MAY be subject to nodification by the
CPE. The advantage of using the standard DNS zone format is that
standard DNS update mechani sns [ RFC2136], [RFC3007] can be used to
perform updates. This updates MAY be accepted or rejected by the
owner of the DNS Honenet Zone Tenplate. Policies that defines what
is accepted or rejected is out of scope of this docunent. However,
in this docunment we assune the Regi stered Honenet Domain is used as
an index by the Public Authoritative Nanme Server Set, and Sl G O0),
TSI G are used to authenticate the CPE. As a result, the Registered
Homenet Domain MJUST NOT be nodified unless the Public Authoritative
Nane Server Set can handle with it.
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3.

4.

4.

I f updates on the DNS Honenet Zone Tenpl ate are considered, then they
SHOULD be perfornmed using an authenticated and secure channel. This
docunent lists TSIG and SI 0) as nechanisns to secure the
transactions. Bootstrap nmechani snms as those described in

[I-D. andrews-dnsop-pd-reverse] for SIG0) or using the DHCP TSI G
Public Authoritative Nanme Server Set Option

(OPTI ON_TSI G_NAME_SERVER _SET) as described in this docunent.

DNS Homenet Zone Consi der ati ons

The DNS Honenet Zone is generated fromthe DNS Honenet Zone Tenpl ate.
How t he DNS Honenet Zone is generated is out of scope of this
docunent. In sone cases, the DNS Honenet Zone MAY be the exact copy
of the DNS Honmenet Zone Tenplate. |In other cases, it MAY be
generated fromthe DNS Honenet Zone Tenplate with additional RRsets.
In some other cases, the DNS Honenet Zone MAY be generated w t hout
considering the DNS Honenet Zone Tenplate, but only considering

speci fic configuration rules.

In the current docunment the CPE only sets a single zone that is
associated with one single Honenet Registered Domain. The domain MAY
be assigned by the owner of the DNS Honenet Zone Tenplate. This
constrain does not prevent the CPE to use nultiple domain nanes. How
addi ti onal domains are considered is out of scope of this docunent.
One way to handl e these additional zones is to configure static
redirections to the DNS Homenet Zone using CNAME [ RFC2181],

[ RFC1034], DNAME [ RFC6672] or CNAME+DNANE

[1-D. sury-dnsext-cnane- dnane] .

Payl oad Descri ption
DHCP Zone Tenpl ate Option

The DHCP Zone Tenpl ate Option (OPTI ON_DNS ZONE TEMPLATE) Opti on

provi des the FQDN the CPE SHOULD query with a DNS query of type AXFR
The option also specifies which security protocols are avail able on
the authoritative server. |In addition, in order to limt the nunber
of DNS resolutions, the option follows recomrendati ons of Section 8
of [I-D.ietf-dhc-option-guidelines] and provide an | Pv6 address of
the dns authoritative server. |In case the IPv6 address is not
conpatible with the CPE, or that the |IPv6 address happens to be
unreachabl e, the CPE SHOULD resol ve the Zone Tenpl ate FQN using a
resol ver.
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Fig 1. DHCP Zone Tenplate Option

- OPTI ON_DNS_ZONE_TEMPLATE (variable): the option code for the DHCP
Zone Tenpl ate Opti on.

- option-len (16 bits): length in octets of the option-data field as
described in [ RFC3315].

- Authoritative DNS Server 1P6 (128 bits): the |IP address the AXFR
DNS query is sent to.

- Security (8 bits): defines which security protocols are supported
by the Authoritative DNS server. Bit 0 is set to indicate the
AXFR query can be done with DNS wi t hout any additional security
mechanisnms. Bit 1 is set to nention TSIGis available to
secure the transaction. Bit 2 is set to indicate SIO0) is
avai l abl e to secure the DNS transacti on.

- Zone Tenplate FQDN FQDN (variable): the FQDN of the DNS server
hosti ng the DNS Honenet Zone Tenpl at e.

4.2. DHCP Public Authoritative Nane Server Set Option

The DHCP Public Authoritative Nane Server Set Option

(OPTI ON_NAME_SERVER SET) provides information so the CPE can upl oad
t he DNS Honenet Zone to the Public Authoritative Nanme Server Set. In
order to limt the nunber of DNS resolutions, the option follows
recomendati ons of Section 8 of [I-D.ietf-dhc-option-guidelines] and
provi de an | Pv6 address of the Public Authoritative Name Server Set.
If this IPv6 cannot be used by the CPE or is unreachable, the option
provi des the FQDN of the Public Authoritative Nane Server Set.
Finally, the option provides the security nechanisns that are
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avai l able to performthe upload. The upload is perforned via a DNS
master / slave architecture or DNS updates.

0 1 2 3
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Fig 2: DHCP Public Authoritative Nanme Server Set Option

- OPTI ON_NAME_SERVER SET (16 bits): the option code for the DHCP
Public Authoritative Nanme Server Set Option.

- option-len (16 bits): length in octets of the option-data field as
descri bed in [ RFC3315].

- Public Authoritative Nane Server Set |P6 (128 bits): the IP
address of the Public Authoritative Nane Server Set. The DNS
master / slave synchronization or DNS update query is perforned
between the CPE and this | P address.

- Security (8 bits): defines which security protocols are supported
by the Public Authoritative Name Server Set. Bit 0 is set to
i ndi cate the AXFR query can be done with DNS w t hout any
addi tional security nechanisns. Bit 1 is set to nention TSIG
is available to secure the transaction. Bit 2 is set to
indicate SIGO0) is available to secure the DNS transacti on.

- Public Authoritative Nane Server Set FQN (variable): The FQDN of
the Public Authoritative Nane Server Set.

4.3. DHCP Reverse Public Authoritative Name Server Set Option
The DHCP Reverse Public Authoritative Name Server Set Option
( OPTI ON_REVERSE _NAME_SERVER _SET) provides information so the CPE can

upl oad the DNS Honenet Zone to the Public Authoritative Nane Server
Set. In order to limt the nunber of DNS resol utions, the option
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foll ows recommendati ons of Section 8 of
[1-D.ietf-dhc-option-guidelines] and provide an | Pv6 address of the
Public Authoritative Nanme Server Set. If this IPv6 cannot be used by
the CPE or is unreachable, the option provides the FQDN of the Public
Aut horitative Name Server Set. Finally, the option provides the
security mechani sns that are available to performthe upload. The
upload is perfornmed via a DNS master / slave architecture or DNS
updat es.
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Fig 3: DHCP Reverse Public Authoritative Name Server Set Option

- OPTI ON_REVERSE_NAME _SERVER SET (16 bits): the option code for the
DHCP Reverse Public Authoritative Nane Server Set Option

- option-len (16 bits): length in octets of the option-data field as
descri bed in [ RFC3315].

- Reverse Public Authoritative Name Server Set IP6 (128 bits): the
| P address of the Reverse Public Authoritative Nane Server Set.
The DNS naster / slave synchronization or DNS update query is
performed between the CPE and this | P address.

- Security (8 bits): defines which security protocols are supported
by the Public Authoritative Name Server Set. Bit 0 is set to
i ndi cate the AXFR query can be done with DNS w t hout any
addi tional security nechanisns. Bit 1 is set to nention TSIG
is available to secure the transaction. Bit 2 is set to
indicate SIGO0) is available to secure the DNS transaction.

- Reverse Public Authoritative Nanme Server Set FQDN (variable): The
FQDN of the Reverse Public Authoritative Nane Server Set.
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4.4. DHCP TSI G Public Authoritative Nane Server Set Option

The DHCP TSI G Public Authoritative Nanme Server Set Option carries the
shared secret used for TSIGwith the Public Authoritati ve Name Server
Set .

0 1 2 3
01234567890123456789012345678901
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| |
/ Shar ed Secr et /
| |
B e T T e S i i s S o g T S S S s s ol sl 2T SRR R SRR R
Fig 4. DHCP TSI G Public Authoritative Nane Server Set Qption

- OPTION_TSI G_NAVE_SERVER_SET (16 bits): the option code for the
DHCP TSI G Public Authoritative Nane Server Set Option.

- option-len (16 bits): length in octets of the option-data field as
described in [ RFC3315].

- Shared Secret (variable): the Shared Secret used for TSI G
4.5. DHCP TSI G Reverse Public Authoritative Nane Server Set Option

The DHCP TSI G Reverse Public Authoritative Nanme Server Set Qption
carries the shared secret used for TSIGwi th the Reverse Public
Aut horitati ve Nane Server Set.

0 1 2 3
01234567890123456789012345678901
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| OPTION_R _TSI G NAME_SERVER_SET]| option-len |
T s i s S o i sk Sk SRR N S
|
/
|
+

Shar ed Secr et /
S S S Y Y L O S o N Y N S S &

Fig 5: DHCP TSI G Reverse Public Authoritative Name Server
Set Option

- OPTI ON_TSI G_ REVERSE_NAME _SERVER SET (16 bits): the option code for
the DHCP TSI G Reverse Public Authoritative Nane Server Set

Opt i on.
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- option-len (16 bits): length in octets of the option-data field as
descri bed in [ RFC3315].

- Shared Secret (variable): the Shared Secret used for TSI G
5. DHCPv6 Server Behavi or

The DHCP Server sends the DHCP Zone Tenpl ate Option

(OPTI ON_DNS_ZONE_TEMPLATE), DHCP Public Authoritative Name Server Set
Option (OPTI ON_NAME SERVER SET), DHCP Reverse Public Authoritative
Name Server Set Option (OPTI ON REVERSE NAME SERVER SET), DHCP TSI G
Public Authoritative Nanme Server Set Option

(OPTI ON_TSI G_NAME_SERVER _SET), DHCP TSI G Reverse Public Authoritative
Nane Server Set Option (OPTION TSI G REVERSE NAMVE SERVER SET) upon
request by the DHCP Cient.

The DHCP Server MJST NOT send DHCP a TSI G Public Authoritative Nane
Server Set Option (OPTION_TSI G NAME _SERVER SET) or a DHCP TSI G
Reverse Public Authoritative Nanme Server Set Option

(OPTI ON_TSI G REVERSE_NAME_SERVER SET) over a channel that is not
trusted.

6. DHCPv6 Cl i ent Behavi or

The DHCP Cient sends a DHCP Option Request Option (ORO wth the
necessary DHCP opti ons.

A CPE that does not use information provided by the netwrk SHOULD
NOT send any ORO for options described in this docunent. |t MAY be
for exanple a CPE that uses alternate Public Authoritative Nane
Server Set. In that case it SHOULD only send the an ORO request for
t he necessary options related to the Reverse Public Authoritative
Nane Server Set. Another exanple is when the CPE has already up-to
date i nformation.

A CPE that uses TSI G and has the Shared Secret stored on the device
SHOULD NOT request any of the DHCP TSI G Public Authoritative Name
Server Set Option (OPTION TSI G NAME_SERVER SET) or the DHCP TSI G
Reverse Public Authoritative Nane Server Set Option

(OPTI ON_TSI G_REVERSE_NAME_SERVER_SET) .

Once the CPE has the necessary information to generate the DNS
Honenet Zone and DNS Honenet Reverse Zone, as recommended by

[1-D. nglt-honmenet-front-end-nam ng-del egation], it MAY set the hidden
master that synchronizes with the Public Authoritative Nanme Server
Sets and Reverse Public Authoritative Name Server Sets.
Alternatively, for very static zones, the CPE MAY use DNS update.

Mgault (Ed), et al. Expi res August 17, 2014 [ Page 12]



I nternet-Draft DHCP Options for Honenet Naming Architecture February 2014

7.

8.

9.

9.

9.

DHCPv6 Rel ay Behavi or

DHCP Rel ay behavior are not nodified by this docunent.
| ANA Consi derati ons

The DHCP options detailed in this docunent is:

- OPTI ON_DNS_ZONE_TEMPLATE: TBD

- OPTI ON_NAME_SERVER SET: TBD

- OPTI ON_REVERSE_NAME_SERVER SET: TBD

- OPTI ON_TSI G NAME_SERVER SET: TBD

- OPTI ON_TSI G REVERSE_NAME_SERVER SET: TBD
Security Consi derations

1. DNSSEC is recommended to authenticate DNS hosted data

The docunent describes how the Secure Del egati on can be set between
t he Del egating DNS Server and the Del egated DNS Server.

Depl oyi ng DNSSEC i s reconmended since in sonme cases the information
stored in the DNS is used by the ISP or an IT departnent to grant
access. For exanple sone Servers may performed a PTR DNS query to
grant access based on host nanes. Wth the described Del egati ng
Nami ng Architecture, the ISP or the I T departnment MJST take into

consideration that the CPE is outside its area of control. As such,
with DNS, DNS responses may be forged, resulting in isolating a
Service, or not enabling a host to access a service. [ISPs or IT

department may not base their access policies on PTR or any DNS
information. DNSSEC fulfills the DNS | ack of trust, and we recomend
to depl oy DNSSEC on CPEs.

2. Sending TSI G over the network is not recomended

Sending a DHCP TSI G Public Authoritative Nane Server Set Option
(OPTI ON_TSI G_NAME_SERVER _SET) or a DHCP TSI G Reverse Public

Aut horitative Name Server Set Option

(OPTI ON_TSI G_ REVERSE_NAME_SERVER SET) is generally not recommended.

In non trusted environnents, sending DHCP TSI G Options MJUST NOT be
per f or med.
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If the DHCP Server identify the request froma device that is not
expected to manage the DNS Honenet Zone, the DHCP TSI G Opti ons MJST
NOT be sent back.

I n any case, sending these options MJST NOT be systematic. It MAY be
perfornmed at first boot, and then stored in the CPE. This would
enable to performa leaf-of-faith security.

9.3. Channel between the CPE and | SP DHCP Server MJST be secured

In the docunent we consider that the channel between the CPE and the
| SP DHCP Server is trusted. Mre specifically, we suppose the CPE is
aut henti cated and the exchanged nessages are protected. The current
docunent does not specify how to secure the channel. [RFC3315]
proposes a DHCP aut hentication and nmessage exchange protection,

[ RFC4301], [RFC5996] propose to secure the channel at the IP |ayer.

In fact, the channel MJST be secured because the CPE provides
necessary information for the configuration of the Nam ng Del egati on.
Unsecured channel may result in setting the Nam ng Del egation with an
non legitimate CPE. The non legitimate CPE woul d then be redirected
the DNS traffic that is intended for the legitimate CPE. This nakes
the CPE sensitive to three types of attacks. The first one is the
Deny OF Service Attack, if for exanple DNS traffic for a | ot of CPEs
are redirected to a single CPE. CPE are even nore sensitive to this
attack since they have been designed for lowtraffic. The other type
of traffic is the DNS traffic hijacking. A malicious CPE may
redirect the DNS traffic of the legitimate CPE to one of its server.
In return, the DNS Servers would be able to provide DNS Responses and
redirect the End Users on malicious Servers. This is particularly
used in Pharm ng Attacks. A third attack may consists in isolating a
Honme Network by m sconfiguring the Nami ng Del egation for exanple to a
non- exi sting DNS Server, or with a bad DS val ue.

9.4. CPEs are sensitive to DoS

The Nami ng Del egation Architecture involves the CPE that hosts a DNS
Server for the Home Network. CPE have not been designed for handling
heavy | oad. The CPE are exposed on the Internet, and their IP
address is publicly published on the Internet via the DNS. This
makes the Hone Network sensitive to Deny of Service Attacks. The

Nam ng Del egation Architecture described in this docunent does not
address this issue. The issue is addressed by

[1-D. nglt-honmenet-front-end-nam ng-del egation].
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