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Abstract

Thi s docunent describes the Nam ng Del egati on Architecture that makes
| Pv6 Honme Network globally reachable with Nanes or Fully Qualified
Domain Nanes (FQDN). In this architecture, the Custoner Prem se

Equi pmrent (CPE) acts as the DNS Authoritative Server of the Hone
Network al so called the Del egated DNS Server. The Nam ng Del egati on
is configured between the Del egated DNS Server and the Del egati ng DNS
Server managed by the | SP.

The use case considered in this docunent is an End User t hat
subscribes its ISP a specific Delegated Donmain for its Home NetworKk.
Thi s docunent describes how the CPE automatically sets the Nam ng
Del egati on between the Del egati ng and Del egated DNS Server.

The Nami ng Del egation is requested by the CPE. The CPE DHCP O i ent
and the | SP DHCP Server exchange DHCP Options to properly set the

Nam ng Del egation. Mre specifically, the CPE DHCP Client (resp. the
| SP DHCP Server) configures the DNS(SEC) Zones of the Del egated DNS
Server (resp. Delegating DNS Server). For the Del egati ng DNS Server,
t he necessary pieces of information required to set the Nam ng

Del egation are the I P address of the Del egated DNS Server, and if
DNSSEC i s used, the Del egation of Signing Information. For the

Del egat ed DNS Server, the necessary information is the Del egated
Domai n associ ated to the Honme NetworKk.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi mum of siXx nonths
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and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 31, 2013.
Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Cl oetens, et al. Expi res January 31, 2013 [ Page 2]



I nternet-Draft | Pv6 Honme Networ k Nam ng Del egati on

Tabl e of Contents

aRLME

o

o

~N N~

[(e]

10.
11. )
11.1. Normative Ref erences .
11.2. Informati onal References .
Aut hors’ Addresses .

oo

©Cooo
PR

Requi renents notation

I ntroduction .

Ter m nol ogy .

Hone Networ k Nam ng Archl tecture Reqw rerrents

Hone Network Del egating Architecture Overview .

1. Fulfilling Home Network Nam ng Architecture
Requi renents .

2.  Nam ng Del egatlon Archltecture Descrlptlon . .o
3. Nam ng Del egati on Configuration Environnent Descri pt
4. Nam ng Del egati on DHCP Confi guration Descrlptlon .
Prot ocol Exchange .
1. CPE Request Creation and Transmission for Nani ng

Del egation Architecture . .
2. | SP DHCP Server Respondi ng to the CPE Request for

Nam ng Del egation Architecture .

July 2012

O~NO B~ D

ion . 11
13
15
15

16

6.2.1. Case 1: No Del egated DNS Archttecture DHCP Q)tlon

in conjunction wth Delegated Address Informati
or Del egated Domain DHCP Opti on

on
16

6.2.2. Case 2: No Del egated DNS Archltectute DHCP QJ'[IOH

in conjunction with Option Request DHCP Option
for a Del egated Domain DHCP Option . . . .
6.2.3. Case 3: Delegated DNS Architecture DHCP Optlon .

16
16

6.2.4. Processing the Del egated DNS Address | nformation .

DHCP Qatlon

6.2.5. Processing the bel egat ion of Sl gnl ng DHCP Qat ion
.3. CPE Receiving the | SP DHCP Response for the Nam ng

Del egation Architecture
DHCP Opti ons .

.1. Del egated DNS Ar chit ect ure Optlon

.2. Delegated Domain Option . .
. 3. Delegated DNS Address Infor mat ion Qat ion .
.4. Del egated Del egati on of Signing Opt ion .

| ANA Consi derati ons

Security Considerations .

Nanes are | ess secured than IP addresses .

Nanes are |less volatile than | P address . .

DNSSEC i s recommended to aut henticate DNS hosted dat
Channel between the CPE and | SP DHCP Server MJST be
secur ed

. 5. CPEs are senS|t|ve to DoS

Acknow edgnent
Ref er ences .

Cl oetens, et al. Expi res January 31, 2013

19
19

19

19

20

22

23

23

24

24

24

. . 25
a . . 25
26

26

26

27

27

27

28

[ Page 3]



I nternet-Draft | Pv6 Honme Networ k Nam ng Del egati on July 2012

1. Requirenments notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. I nt roducti on

Hone Networks used to be conposed of a single or a set of PCs
connected to a CPE to access the Internet. Now they have evolved to
a large set of applications and objects or devices managed by the
CPE. Anmong these applications are Media applications |ike Video,
Miusi ¢ and Photos Stations, Backup applications, File sharing
applications with FTP and Wb Stations, Access applications with VPN
Stations, and others |ike Surveillance Station, Printing Stations.
Wth the Internet of Things (10T) the nunber of objects attached to
the CPE i s expected to increase in the com ng years.

Then, services and objects in the Home Networks shoul d be nmade

reachabl e from anywhere on the Internet. |1Pv6 renoves the need for
NAT and mekes this possible with a global reachability. But |IPv6
addresses remain inconvenient. In fact, nost End Users prefer using

Nanmes to access these services. Furthernore Nanes make
conmuni cati ons i ndependent from | P renunbering, or changes of IP
addresses. Then, if |IP addresses plan remains opaque for End Users,
on the other hand, they easily understand the Nam ng hierarchical
nodel . More specifically, if "ny-honmenet"” is the Del egated Domain
associated to ny Hone Network, it nakes sense that "ny-service. ny-
homenet" is the "ny-service" in "ny-honenet"

To assign Nanes to objects and services of the Honme Network, the Hone
Net wor k shoul d be provided a Nam ng Architecture. For nost End

Users, the CPE nanages the Home Network, that is to say, it provides
access to the Internet, discovers the devices, and interconnects them
bet ween each other. As a result, the CPE is the natural device to
centralize the Nam ng service of the Home Network.

Hone Networ ks shoul d be operational with the | east configuration.
End Users, expect to subscribe to an ISP, plug with m ni nrum
configuration the CPE and access to the Internet and to their
services fromanywhere on the Internet. The CPE interconnects the
Home Network to the ISP s Network, and the CPE gets fromthe ISP al
t he necessary pieces of information to set up the connectivity. In
some cases, the CPE is even provided by the ISP. In order to make
servi ces and objects of the Hone Network reachable with Nanes, the
ISP is likely to provide the CPE the Del egated Domai n associated to
t he Honme Network, and set up the necessary del egation to nmake the
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Home Network DNS Zone reachable fromthe Internet. Mre
specifically, the End User subscribes its ISP an Internet
connectivity, and registered its Home Network Del egated Donmain "ny-
honmenet”. Wen the CPE is plugged, as it requests an IP prefix, it
al so requests the Del egated Domain - |ike "ny-honenet.exanple."
Fromthen, all devices requesting |P addresses via DHCP or using
alternative protocols are registered by the CPE in the zone "ny-

honmenet . exanple.”. Wen a communication is initiated with
"a-devi ce. ny-honenet.exanple.”, a DNS query is sent to the ISP
authoritative DNS server of the zone "exanple.". This server is

call ed the Del egati ng DNS Server and del egates the query to the CPE
which acts as the authoritative server of "ny-honenet.exanple." and
sends back the response.

This architecture is called the "Home Network Nam ng Del egati on
Architecture" because, the ISP is not hosting the DNS zone of the
Home Network but is delegating the Home Network zone to the CPE
There are nultiple notivations for this delegation architecture.

First del egation preserves the Hone Network privacy, by avoiding |ISPs
to know the Home Network hosts. Furthernore, ISP are unlikely to be
able to scale their Namng infrastructure for all services and

devi ces of the Home Networks. As a result, ISPs are |l ooking to
distribute the Nam ng service between the CPEs, and del egate to each
CPE their associ ated Home Network zone.

The purpose of this docunent is to describe an architecture that
automatically configures the Nam ng architecture of the Hone NetworKk.
More specifically, when the End User plugs its CPE, the CPE is being
assigned by the ISP a Del egated Donmai n that has been pre-registered
by the End User to the ISP. This Del egated Domai n desi gnates the
Hone Network, and the CPE is expected to act as an authoritative DNS
server of this Zone. Wen a node of the Hone Network is requesting
using DHCP an | P address, the CPE can provide the node the | P address
and updates the zone file of the Honme NetworKk.

Thi s docunent assunes that the comruni cati on between the CPE and the
| SP DHCP Server is protected. This docunent does not specify which
mechani sm shoul d be used. [ RFC3315] proposes a DHCP aut hentication
and nessage exchange protection, [RFC4301], [RFC5996] proposes to
secure the channel at the IP |ayer.

Thi s docunent does not provide any nechani smthat protects the CPE
from bei ng exposed on the Internet. |In fact, CPE are | ow power

devi ces, and the Nam ng Del egati on described in this docunent exposes
the CPE on the Internet by publishing its |IP address and maki ng t he
DNS Service hosted on the CPE. This issue is addressed in

[I-D. nglt-honenet-front-end-nam ng-del egati on] which describes the
Front End Nam ng Del egation Architecture. |In this architecture, the
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I SP’s infrastructure protects the CPE from heavy | oad.

Thi s docunent only deals with IPv6 | P addresses and DHCPv6 [ RFC3315].
When we nention DHCP, it MJUST be understood as DHCPv6.

3. Term nol ogy

This sections defines term nol ogy specific to I Pv6 and DHCP used in
t hi s docunent.

- Hone Net wor k: Desi gnates the objects and Services that are
hosted in the Hone Network of the End User.

- Home Network Nami ng Architecture: Desi gnates the Architecture
t hat makes possible to reach a device, an object or a service
in the Home Network by using Nanes like Fully Qualified Domain
Nanes.

- Hone Network Nami ng Del egation Architecture or Nam ng Del egation
Architecture: Desi gnates the Nam ng Architecture Described in this
docunent. The | SP del egates the Nam ng nmanagenent of the Hone
Network to the Del egated DNS Servers. Consistency with the
G obal Nam ng Architecture is provided by the ISP. The
Del egation occurs between Del egati ng DNS Servers hosted by the
| SP and Del egated DNS Servers hosted in the Hone NetworKk.

- Internet Service Provider (ISP): The End User has subscribed to
the ISP. The ISP is aware of End User credential and the
Del egat ed Domai n of the Honme Network. The ISP is expected to
provide the CPE the required information to properly configure
t he DNS Zone.

- Del egating DNS Server: Desi gnates the Authoritative DNS Server
of the ISP. The Hone Network is a subzone of the Del egating
DNS Server. This subzone is handl ed by the Del egated DNS
Server.

- Custoner Prem se Equi pment (CPE): Desi gnates the device that
hosts the DNS and DHCP Service in the Home Network. This
device sets the I P and Nam ng interconnecti on between the |ISP
Net wor k and Home Net wor k.

- Del egated DNS Server: Desi gnates the DNS Authoritative Server
t hat handl es the Hosts of the Hone NetworKk.
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Del egat ed Del egati on of Signing Option: Desi gnat es t he DHCP
Option that nakes possi bl e the DNSSEC Del egati on between the
Del egat ed DNS Server and the Del egati ng DNS Server.

Del egat ed DNS Addressing Information Option: Desi gnates t he DHCP
Option that makes possi bl e the Del egati on between the Del egat ed
DNS Server and the Del egating DNS Server for both DNS and
DNSSEC. Wth this option, the Del egating DNS Server is
informed of the IP addressing information - the interface and
the subnet identifier - used by the Del egated DNS Server.

Del egat ed Donai n: Desi gnates the domain Nane associated to the
Hone Network. In this docunent, the Del egated Domain is
reserved by the End User to the ISP at the subscription of the
Internet Access. It is then communicated to the CPE by the
| SP, so the CPE configures properly its Del egated DNS Server.

Ful ly Qualified Domain Name (FQDN): Nane that fits the general
DNS requi renents.

4. Honme Network Nam ng Architecture Requirenents

The Home Network Nam ng Architecture is defined by two parties the
End User and the ISP. Both of them have specific requirenents.

The End User requirenents we are considering are the foll ow ng:

- 1. Centralized Nam ng Configuration: Configuring a Network, is
nost of the tinme nore conveni ent when done in a centralized
way. Honme Networks now may have only a few nodes, which nakes
a per-node configuration possible, for exanple using DynDNS
i ke service, to assign a FQDN to each node. However, the
nunber of nodes is expected to grow in the next future, and we
recomend now to specify a centralized way for configuring the
Hone Network Nam ng Architecture.

- 2: Automatic Configuration: Mst End User do not want to
configure, their Home Network, and configuration MIST be
mnimal. The procedure shoul d consider those 90% of End Users

- 3: Advanced Configuration enable: Some End Users have vari ous
specific requirenments, and they SHOULD be able to match these
requirenents. This neans that the Automatic Configuration nmay
be di sabl e.
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- 4: Privacy Protection By Design: Mst End User does not want to
provi de anyone, including their ISP, the content of their zone,
i ke network topol ogy, or the devices and services hosted in
t he Hone Network. On the other hand the content of the zone
shoul d be publicly published. DNS nakes this possible for two
reasons. First, DNS nakes the content of the zone public,
wi t hout publishing the whole zone - at |east AXFR queries nust
be di sabled. Then, DNS is a distributed databases with
del egati on nmechani snms, that preserves the privacy of subzones
toward upper zones. Note that as explained in Section 9 the
Nam ng Del egation Architecture described in this docunent
protects the End User’s privacy by not providing the conplete
DNS zone. However, one MJST be aware that using Nanmes exposes
their Hone Networks to the Internet since nanmes are expected to
provi de | ess randommess than the standard | Pv6 nunbering. Then
Nanes are nore associated to an identity than | P addresses are.
Thus, allow ng PTR DNS queries nmay al so affect the End User’s
privacy.

The |1 SP requirenents, other than fulfilling the End Users’
requi renents are the foll ow ng:

- 1. Make the Hone Network Nam ng Architecture Scal able: |SPs can
hardly foresee the evolution of Home Networks, that is to say
t he nunber of devices that will belong to them or the nunber
of requests, updates associated to each FQDN. Architectures
that woul d make the ISP deal with all FQDNs is definitively out
of scope. Delegation managenent of the Zone to CPE nakes | ocal
managenent handl ed | ocally, and Del egating the zone nmakes CPE
dealing with their zone traffic.

5. Home Network Del egating Architecture Overvi ew
5.1. Fulfilling Honme Network Nam ng Architecture Requirenents

The CPE is designed to provide connectivity to the Home Network, to
di scover and connect all Hosts of the Home Network. As such, it is a
good candidate to bind FQDNs and | P addresses. In this docunent, we
consi der the CPE as the device that centralizes the configuration of

t he Del egati on Hone Network Nam ng Architecture. This fulfills the
End User Requirenent 1.

The CPE shoul d not be configured, and should get the necessary
information to properly configure the Del egati on Hone Network Nanm ng
Architecture. These pieces of information, |ike the Del egated Donai n
assigned to the Hone Network are provided by the ISP. On the other
hand, the CPE may al so be able to provide information to the | SP.
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For exanple, the CPE nmay provide the ISP the Del egated DNS | P Address
Information, that is to say the Interface and Subnet Identifier of

t he Hone Network Authoritative DNS, or the Del egated Del egati on of

Si gning which is the hash of public key of the Honme Network

Aut horitative DNS server. In this docunent, we call the Hone Network
Aut horitative DNS server the Del egated DNS Server. These pieces of
information are device related and | ocal information. They are not
related to the configuration of the Del egati on Hone Network Nam ng
Architecture. This fulfills the End User Requirenent 2.

The CPE shoul d set the Nam ng Del egation Architecture by requesting
for it. The CPE can be configured to not request these pieces of
informati on so the Home Network can have a specific Nam ng
configuration. A specific Nam ng configuration could be for exanpl e,
that the FQDN assigned to the Hone Network is different fromthe one
attributed by the I1SP. This fulfills the End User Requirenent 3.

The CPE acts as an authoritative DNS server for the Hone NetworKk.
This prevents comuni cation of the DNS zone to any third party. As a
result, this makes the DNS zone publicly available, while protecting
the privacy of the Hone Network. This fulfills the End User

Requi renent 4.

The CPE provides the Hone Network Authoritative DNS server or

Del egated DNS Server. This function is an added function to the
servi ce/ devi ce di scovery, routing service, DHCP service, Nam ng
resol ution service, provided by the CPE. The CPE seens to be the
nost adapted device, for nost End Users cases, to host the Del egated
DNS Server. This service includes handling with the DNS queries
concerning the Home Network and updating the zone for the various
devices. The | oad generated by the Del egated DNS Server is expected
to be handl ed by the CPE, and CPE nay be designed to handl e such
traffic. On the other hand, it is hardly possible |ISPs can handl e
with this traffic for all Hone Networks. The Del egati on Hone Network
Nam ng Architecture is adopted for its scalability. This fulfills
the | SP Requirenent 1.

5.2. Nam ng Del egation Architecture Description

Figure 1 describes a DNS resolution with the Nam ng Del egation
Architecture. The resolution can be done using DNS or DNSSEC. In
the Architecture described in figure 1, the |IPv6 address MJST be
gl obal .

In the exanpl e below, the Zone of the ISP is called "exanple.". The
End User of the CPE has registered to the | SP the Del egated Domai n
"nmy- honenet", and the Honme Network can be gl obally reachabl e under
t he name "ny-honenet.exanple.”. A host in the Hone Network "host1"

Cl oetens, et al. Expi res January 31, 2013 [ Page 9]



I nternet-Draft | Pv6 Honme Networ k Nam ng Del egati on July 2012

has been assigned an | Pv6, and has been registered in the Hone
Network with the nane "host 1. my-honenet.exanple.”. Note that the
architecture makes hostl gl obally reachabl e under the nane "host 1. ny-
honenet . exanpl e. ".

The End User is likely to use alternate nanmes which will require the
use of DNAME [ RFC6672] and CNAME [ RFC2118] . In other words, the
Nam ng Del egation Architecture described in this docunent does not
prevent the End User to register a service or a host under an
alternative nane such as "host1l-alternative-nane. exanple.net". For
t hat purpose, the End User may redirect nmanually "hostl-alternative-
name. exanpl e. net” to "host 1. nmy- honenet. exanple." using CNAME
[RFC2118]. Simlarly, the Home Network can al so be regi stered under
an alternate domain nanme such as "ny-alternate-honenet. net"
Redirecting the zone requires to use DNAME. In both case, the
configuration is perforned by the End User, and is independent to the
configuration between the | SP and the End User.

In figure 1, the Resolver is getting the |IP address of "host1l.ny-
honmenet . exanple.”. A DNS(SEC) Query is sent to the Del egati ng DNS
Server responsible of "exanple.". Then "exanple." responds with the
del egating information, so the resolver can send the DNS Query to the
Del egat ed DNS Server responsi ble of "ny-honenet.exanple.". The

del egating pieces of information are, the Nane and | P address of the
Del egated DNS Server, and if DNSSEC is avail able and requested the
Del egation of Signing. These pieces of information may have been
provi ded by the Del egated DNS Address Information and Del egat ed

Del egation of Signing DHCP Opti ons.

Then, the Resol ver sends the DNS(SEC) Query to the Hone Network

Del egat ed DNS Server which responds with the requested DNS(SEC)
i nformati on.
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I + DNS Query +---+
| ISP DNS Server | hotsl.ny-honenet.exanple. AAAA | |
| Del egating Servers |

| ZONE "exanple." | DNS Response:
| |

| |

|
my- homenet . exanpl e. NS | P6 | R |
[ my-honenet.exanmple. DS [...]] | E |
o e e e e e e e e — - d om e e e e e e e e e e e e e o - > | S|
L R + DNS Query | O
| CPE DNS Server | hostl.ny-honenet.exanple. AAAA | L |
| Del egating Server R | V
| ZONE "ny-honenet.exanple.” | DNS Response: | E |
| | ny-homenet. exanple. NS |P6 R |
| | [ny-homenet.exanple. RRSIG[...]] | |
o e e e e e e e e e e - t om e e e e e e e e e e e e e e - > |
| | .
Fom e e o + e e e e oo + +---+
| Host 1 [ | Host n |
PR S TP +

Figure 1. DNS Resolution with the Honme Network Del egating Architecture
5.3. Nam ng Del egation Configuration Environnent Description

Figure 2 shows the DHCP exchange between the CPE and the | SP DHCP
Server. This exchange sets the Hone Network Nam ng Del egati on
Architecture.

As mentioned in figure 2, the CPE is in the Hone Network and
i npl ements three functions: the DHCP Cient (DHCP_CLT), the DHCP
Server (DHCP_SRV) and the Del egated DNS Server (DNS_SRV).

- CPE DHCP dient (DHCP_CLT): is responsible for getting paraneters
fromthe ISP. In figure 2, the CPE DHCP Cient requests the
| SP an | Pv6 Prefix Delegation (I A PD) [RFC3633]. The CPE DHCP
Client also requests to set a Nam ng Del egation Architecture
( DELEGATED _DNS_ARCHI TECTURE), and provi des the necessary pieces
of information to set up the Nam ng Del egation Architecture
( DELEGATED DNS_ADDR | NFO, DELEGATED DNSSEC DS). In return, the
CPE DHCP Client (DHCP_CLT) is expected to receive fromthe |ISP
DHCP Server, the Del egated Domai n Name (DELEGATED DOMAI N) and
the 1Pv6 Prefix Delegation (1A PD). These pieces of
information are useful to configure the Hone Network DNS Zone
file, of the CPE Del egated DNS Server (DNS_SRV).

- CPE DHCP Server (DHCP_SRV): The CPE DHCP server hosted by the CPE
is not mandatory for the Nam ng Del egation Architecture. W
mentioned it in Figure 2 as nost of the CPEs are responsible
for assigning | Pv6 Addresses to the Hosts of the Hone Network.
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Figure 2 considers that the | Pv6 Address of the Hosts are
assigned via DHCP, and that while assigning the | Pv6 prefixes,
t he DHCP Server popul ates the Hone Network DNS Zone file of the
CPE Del egat ed DNS Server (DNS_SRV).

- CPE Del egated DNS Server (DNS SRV): The CPE Del egated DNS Server
hosts the Nam ng Service of the Home Network. The DNS Server
can inplenment DNS or DNSSEC. This function interacts with the
CPE DHCP Cient (DHCP_CLT) so the Nami ng Del egation is properly
set with the ISP, and the CPE DHCP Server (DHCP_SRV) which
manages nanes for the hosts of the Hone NetworKk.

The ISP DHCP Server is in the ISP Network and is the counter part of
the CPE DHCP Client (DHCP_CLT). As the CPE DHCP Cient (DHCP_CLT)
interacts with the Del egated DNS Server, the | SP DHCP Server al so
interact with the | SP Del egating DNS Server. In fact the | SP DHCP
Server is in charge of setting the Nam ng Del egati on upon request of
the CPE DHCP Cient (DHCP_CLT). Furthernore, when the Home Network
Prefix Delegation is not any nore active, the | SP DHCP Server MJST
remove the Nam ng Del egation settings.

Hosts are the devices of the Honme Network. Figure 2, illustrates the
case, where these hosts have been assigned an I Pv6 prefix fromthe
DHCP Server of the CPE. W use the "stateful address

aut oconfiguration protocol"”, as defined in [ RFC3315] but other
protocols like "I Pv6 Statel ess Address Autoconfiguration" [RFC4862]
may al so be used. This will not affect the Nam ng Del egati on

Archi tecture.
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<emmmmm--- Home Network ---------- > <emmmmm--- ISP --------- >
S RS S + o e e e e e e +
| Host 1 +--+ CPE | | | SP DHCP |
- + - e o - R + o +
| DHCP_SRV | DHCP_CLT | | |
| v | | | |
| Vv | DHCP Request ---------------------- > |
| Y | DELEGATED_DNS_ARCHI TECTURE, |
TS | DELEGATED_DNS_ADDR | NFO, |
| DNS_SRV | ORO(| A_PD) |
Fommm - | [ DS, ORO( DELEGATED DOMAIN) ] |
| " | | | |
| A | S e DHCP Reply |
| A | DELEGATED DNS_ARCHI TECTURE, |
| A | DELEGATED_DONAI N, |
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| Host n +--| < < < DHCP_CLT | | |
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Figure 2: Nam ng Del egation Architecture
5.4. Nam ng Del egati on DHCP Confi guration Description

Figure 2 illustrates how the CPE provides and get the necessary
information to set the Nam ng Delegation. In this docunent, all
parameters are provided and received usi ng DHCP Opti ons.

First of all, in order to set the Hone Network Nam ng Del egation, the
CPE MUST have a Delegated Prefix. |In our case, the CPE is requesting
the Del egated Prefix to the ISP DHCP Server with the ldentity

Associ ation Prefix Del egati on DHCP Option (1A _PD), as defined in

[ RFC3633], [RFC3769]. To Request the Option fromthe | SP DHCP
Server, the CPE uses the Option Request DHCP Option (ORO [ RFC3315].

The CPE uses the Del egated DNS Architecture DHCP Option

(OPTI ON_DELEGATED DNS_ARCHI TECTURE) to specify the nam ng-del egati on-
action to perform The CPE provides a ordered |ist of alternative
nam ng- del egati on-actions. One of these actions will be chosen by
the | SP DHCP Server. The nam ng-del egati on-acti ons considered in
this docunent are Clear the Nam ng Del egation Settings, Set it with
DNS or Set is with DNSSEC. Figure 2 illustrates the case where the
CPE Sets the Nam ng Del egation Architecture with DNS or wi th DNSSEC.

In order to set the Nam ng Del egati on Architecture between the

Del egating DNS Server and the Del egated DNS Server, the CPE MJUST
provi de sone pieces of information. First the Del egati ng DNS Server
MUST be aware of the | P address used for the Del egated DNS Server.
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Since the CPE is requesting a Prefix Delegation, it is not aware of
the I P address. That is why, the CPE MJST provide pieces of
information that enables the | SP DHCP Server to derive the IP
address. In fact the CPE provides the Subnet ldentifier and the
Interface lIdentifier using the Del egated Address | nformation DHCP
Option (OPTI ON_DELEGATED DNS ADDR | NFO). The | SP DHCP Server is
aware of the assigned prefix, and thus can derive the | P address of
t he Del egated DNS Server.

The cal cul ation of the CPE | Pv6 address used for the del egated DNS
server is done as foll ows:

0 63| 64 127
e S s S I T S S S S i N
| IPv6 prefix | subnet-I1D | interface-1D |
I ik aie: ST S S I I i o ST I S S S I il st e S
subnet-1D length = 64 - | Pv6 prefix |length

Figure 3: CPE | P address Format

If DNSSEC i s used, the CPE MJUST al so provide the Del egati on of
Signing (DS) Information [ RFC4034]. This is done using the
Del egation of Signing DHCP Option (OPTI ON_DS)

In figure 2, we nentioned the Del egated Domain DHCP Option that can
optionally be requested. In fact, wth Del egated DNS Architecture
DHCP Option requesting the ISP to Set the Nam ng Del egati on
Architecture, the ISP is expected to send back the Del egated Donai n.
However, in sone cases, for exanple if the CPE wants to checks the

| SP has provisioned a Del egated Donai n, the CPE may request the

Del egat ed Domain wit hout setting the Nam ng Del egation Architecture.
In that case, the CPE, MJST request the Del egated Domai n DHCP Opti on
( OPTI ON_DELEGATED _DOVAI N) .

The | SP DHCP Server processes the various DHCP Options, and provides
the Prefix Del egation, the Del egated DNS Architecture, and the

Del egat ed Domain DHCP Options. The Prefix Del egati on Option provides
the 1Pv6 Prefix assigned to the Hone Network. The Del egated DNS
Architecture DHCP Option indicates the Nam ng Del egati on set by the
ISP, as well as Status Code. The Del egated Donai n DHCP Opti on

provi des the Donmai n the owner of the CPE has registered.

The | SP DHCP Server MJST keep the Nam ng Del egation Architecture
coherent with the Prefix Delegation. |If the Prefix Delegation is
usi ng DHCP, then, the | SP DHCP Server MJST unset the Nam ng

Del egation Architecture when the Prefix Del egation expires. How the
DHCP Server should proceed is out of scope of this docunent.
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6. Protocol Exchange

In this docunent, we do not consider the CPE and the | SP have pre-
agreed on sone paraneters. |In other words, all necessary informtion
for configuring the Home Network Nam ng Del egation Architecture are
sent via DHCP Options. The ISP is in charge of identifying the CPE
owner - that is to say the End User - and is aware of the Del egated
Domai n the End User has subscribed for.

For clarity, we designated the CPE DHCP Cient by the CPE

6.1. CPE Request Creation and Transm ssion for Nam ng Del egation
Architecture

The CPE provides the | SP DHCP Server an ordered |ist of nam ng-

del egation-actions which starts with the nost nost preferred action.
The | SP DHCP Server can chose one of these actions and process it.
Theses nam ng-del egation-actions are carried by the Del egated DNS
Architecture DHCP Option (OPTI ON_DELEGATED DNS ARCH TECTURE). |If the
CPE wants to renove the Nam ng Del egation Architecture, it sets the
action to CLEAR OQherwise, it sets the action to

SET_NAM NG _DELEGATI ON_W TH_DNS or SET_NAM NG _DELEGATI ON_W TH_DNSSEC.

The Nam ng Del egati on cannot be set if the CPE has not been provided
a Prefix Delegation. So, if the CPE has not been assigned a Prefix,
it MUST either get first a prefix before setting the Nam ng

Del egation Architecture. |If the Prefix Delegation is provided via
the | SP DHCP Server, then the CPE can simultaneously send a DHCP
Request for a Prefix Delegation wwth the Identity Association Prefix
Del egation DHCP Option and for setting the Nam ng Del egation

Archi tecture.

I f SET_NAM NG _DELEGATI ON_W TH_DNS or

SET_NAM NG _DELEGATI ON W TH _DNSSEC i s one of the nam ng-del egati on-
action carried by the Del egated DNS Architecture DHCP Option, then
the CPE MUST provide the Del egated Address Information DHCP Option
( OPTI ON_DELEGATED _DNS_ADDR | NFO) .

I f SET_NAM NG DELEGATI ON W TH DNSSEC i s one of the nam ng-del egati on-
action carried by the Del egated DNS Architecture DHCP Option, then
the CPE MJST provide the Del egation of Signing DHCP Option

(OPTI ON_DS) .

If the CPE does not want to set the Nam ng Del egation Architecture,
but wants to known the Del egated Domai n, then, the CPE MJST send a
Del egat ed Dormai n DHCP Option (OPTI ON_DELEGATED DOVAIN) with no

Del egat ed DNS Architecture DHCP Opti on

( OPTI ON_DELEGATED DNS_ARCHI TECTURE)
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6.

6.

6.

2.

2.

2.

| SP DHCP Server Responding to the CPE Request for Nam ng
Del egati on Architecture

1. Case 1. No Del egated DNS Architecture DHCP Option in conjunction
with Del egated Address Information or Del egated Domai n DHCP

Opt i on

When the DHCP Server receives a Del egated Address | nformation DHCP
Option or a Del egated Domain DHCP Option it MJUST check if there is a
Del egated DNS Architecture DHCP Option. |If not, these DHCP Options
MUST be di scar ded.

2. Case 2: No Delegated DNS Architecture DHCP Option in conjunction
with Option Request DHCP Option for a Del egated Dormai n DHCP

Opti on

If the DHCP Server receives an Option Request DHCP Option for a

Del egat ed Donmai n DHCP Option, but no Del egated DNS Architecture DHCP
Option. The DHCP Server MJST NOT proceed to any configuration
settings. The ISP DHCP Server returns the Del egated Domai n DHCP
Option. O herwise, it MIST return a Del egated DNS Architecture DHCP
Option with a single action set to NONE and the Status Code

i ndicating the reason of failure.

Possi bl e failure reasons are: If the DHCP Server understands the

Del egat ed Domai n DHCP Option but does not provide the Nam ng

Del egation Service, the DHCP Server MJUST return a Status Code set to
Nam ngDel egati onUnavai | able. Then, if the Nam ng Del egation Service
is Avail able, the DHCP MUST check if the CPE has been identified or

aut henticated according to local policies. If that is not the case,
the DHCP Server MJST return a Status Code set to
Unaut hori zedRequester. |If the CPE is authorized to request a

Del egat ed Dormai n DHCP Option, the DHCP Server MJST check the

Del egat ed Domai n has been provisioned, and if that is not the case,
if MJUST send a Status Code set to UnprovisionedDel egat edDomai n.  For
any other failure, the DHCP Server MJUST send a Status Code
UnspecFai | .

In case of success the DHCP Server does not return Del egated DNS
Architecture DHCP Option or Status Code.

6.2.3. Case 3: Delegated DNS Architecture DHCP Option

When a Del egated DNS Architecture DHCP Option is received, the DHCP
Server MJST check an Option Request for ldentity Association Prefix
Del egation (1 A PD) has not been provided. |If that is the case, the
DHCP Server MJST proceed first to this Option. Then, the Del egated
DNS Architecture DHCP Option should only be processed, if the
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Identity Association Prefix Del egati on has been processed
successfully. [If no Identity Association Prefix Del egati on has been
requested the DHCP Server may consider the CPE has no Prefix and send
a Del egated DNS Architecture DHCP Option with the status code

M ssi ngPrefi xDel egati onRequest. On the other hand, the DHCP Server
may al so assunme the CPE got a Prefix from another way and proceeds to
t he Del egated DNS Architecture DHCP Opti on.

When a Del egated DNS Architecture DHCP Option is received and the
Nam ng Del egation is already set. |If the nam ng-del egation-action is
set to NONE, the packet do not proceed to any change. For all other
nam ng- del egati on-action, the | SP DHCP Server MJST process the DHCP
Option. In case of success, the Nam ng Del egati on MJST be updat ed.
In any other case, the ISP DHCP Server MJST clear the Nam ng

Del egati on settings.

From now, the DHCP processes the Del egated DNS Architecture DHCP
Option. Prelimnary checks are perforned in case of failure, the
DHCP Server sends a Del egated DNS Architecture DHCP Option with a

si ngl e nam ng-del egation-action set to NONE and the Status Code
indicating the reason of failure. |If the DHCP Server understands
this Option, but does not provide the Nam ng Del egation Service, the
DHCP Server MJST return a Status Code set to

Nam ngDel egati onUnavai | able. Then the DHCP MJUST check the CPE is
authorized for this Option. If not, the DHCP Server sends a Status
Code set to UnauthorizedRequester. At last, it MJST check if

Del egat ed Domai n has been provisioned otherwi se the DHCP Server MJST
send a Status Code set to UnprovisionedDel egat edDomai n. For any

ot her reasons, a Status Code set to UnspecFail MJST be sent.

The DHCP Server then | ooks at the nam ng-del egati on-actions nenti oned
by the CPE. The CPE has ordered these actions according to their
preference, and the nost preferred nam ng-del egati on-action is put
first. Nam ng-del egation-actions are proposed by the CPE, thus the
DHCP Server MJST skip any nam ng-del egati on-action it does not
understand or its local policies prevent to apply for the CPE. Note
that the ordered list is only used to chose a nam ng-del egati on-
action to be applied. If the chosen nam ng-del egation-action fails,

t he DHCP Server does not have to try other nam ng-del egation-action
with | ower preference.

To prevent |ong proposition |Iists of nam ng-del egati on-actions, the
DHCP Server may send a Status Code TooManyNam ngDel egati onActi ons.

I f the nam ng-del egation-actions list is void, the DHCP MJST send a
St at us Code set to Voi dNam ndDel egati onActionList. [|f none of the
nam ng- del egati on-action is acceptable, the DHCP Server MJST send a
St at us Code of NoApplicabl eNam ngDel egati onAction. These Status Code
are reported in a Delegated DNS Architecture DHCP Option with nam ng-
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del egation-action set to NONE

In this docunent, the nam ng-del egation-action considered can be
CLEAR, SET_NAM NG _DELEGATI ON_W TH_DNS

SET_NAM NG _DELEGATI ON W TH DNSSEC. Any ot her proposition is skipped
by the DHCP Server.

If CLEAR is the chosen nam ng-del egation-action, there not reason the

DHCP Server cannot renove the configurations settings. |n response,
t he DHCP Server MJST send a Del egated DNS Architecture with a single
nam ng- del egati on-action set CLEAR In case of success, the Status

Code MJST be set to Success, otherwise, it MJST be set to UnspecFail .

For both SET_NAM NG _DELEGATI ON W TH_DNS and

SET_NAM NG _DELEGATI ON_W TH _DNSSEC nam ng- del egati on-acti ons, the DHCP
MUST have an | P address for the Del egated DNS Server. This IP
address can be pre-agreed. In this docunent we consider that this IP
address can be derived fromthe paraneters provided by the Del egated
DNS Address Information DHCP Option. It is up to the DHCP Server to
define how to proceed between the pre-agreed | P address and the one
derived fromthe Del egated DNS Address I nformati on DHCP Opti on.

There may be multiple Del egated DNS Address | nformati on DHCP Opti ons,
and the DHCP Server may chose to consider all of these |IP Addresses.
On the other hand, the DHCP Server may al so chose to send a Status
Code set to Del egat edl PAddressConflict. This Status Code is sent in
a Del egated DNS Architecture DHCP Option wi th nam ng-del egati on-
action set to the correspondi ng nam ng-del egati on-acti on.

The DHCP Server accepts the Del egated DNS Address | nformation DHCP
Options it should first proceed to it. |If there are nultiple

Del egat ed DNS Address Informati on DHCP Options, the DHCP Server may
process to all of them It may proceed to the Nam ng Del egati on
Architecture Configuration if at |east one IP address is valid or if
all I P addresses are valid.

For the SET_NAM NG _DELEGATI ON W TH_DNSSEC nani ng- del egati on-acti on
t he DHCP Server MJST check a Del egation of Signing DHCP Option has
been provided. |[If not a Status Code set to

M ssi ngDNSSECDel egat i onOf Si gni ng.

If the Del egated DNS Address Information and the Del egation of

Si gni ng DHCP Options have been processed successfully, the DHCP
Server MJST configure the Delegating Server, with the I P address(es)
and DS record in its zone. Values for the TTL are defined according
to the DHCP Tinmer. The TTL val ue MJUST NOT be greater than the valid-
lifetime of the Prefix [RFC3633]. Then, the DHCP Server sends back
the Del egated DNS Architecture DHCP Option with a Status Code set to
Success.
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6.2.4. Processing the Del egated DNS Address Informati on DHCP Option

A obal Unicast |1 Pv6 Addresses are conposed of the | SP assigned
prefix, that is usually conposed of 56 bits, followed by the
subnet-1D, typically conposed of 8 bits and the interface-1D conposed
of 64 bits.

In order to set properly the Nam ng del egati on, one MJST nake sure

t he DHCP Server and the CPE agree on the I P address of the Del egated
DNS Server. The CPE may not be aware of its |SP assigned prefix and
has requested an ldentity Association Prefix Del egation DHCP Option
for it. The CPE may al so have pre-agreed a | SP assigned prefix. In
both cases, the CPE and the DHCP Server MJST nmake sure they agree on
t he sane subnet-1D, that is to say wth the same length. The
subnet-1D is defined by setting all unknown bits of the ISP assigned
prefix to zero. |f the nunber of zeros does not match the size of
the | SP assigned prefix, the DHCP Server MJST send a Del egated DNS
Architecture DHCP Option with a Status Code set to

Subnet | DNonMat chi ngl SPDel egat edPr ef i xLengt h St at us Code.

For clarification on the agreed I P address of the Del egated DNS
Server, the DHCP Server may send in the DHCP Reply the Del egated DNS
Address Informati on DHCP Option with the conplete information. In

t hat case, the DHCP Server MJST add a Status Code set to Success.

6.2.5. Processing the Del egation of Signing DHCP Opti on
The Format of the DS RDATA is defined in [ RFC4034].

6.3. CPE Receiving the ISP DHCP Response for the Nam ng Del egation
Architecture

The Del egated DNS Architecture DHCP Option

( OPTI ON_DELEGATED _DNS_ARCHI TECTURE) informs the CPE whet her the
Nam ng Del egation Architecture has been set as well as the
configuration used by the | SP.

7. DHCP Options
The options detailed in this section are
- Del egated DNS Architecture (OPTI ON_DELEGATED DNS ARCHI TECTURE): is
used by the DHCP Cient on the CPE to informhow t he Nam ng

Del egation Architecture should be configured. |In return, it is
used by the | SP DHCP Server to report the Status Code.
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- Del egated Domain (OPTI ON_DELEGATED DOVAIN): is used by the DHCP
Server to advertise the CPE the Del egated Donmai n of the Hone
Network. This Del egated Domain has been reserved and assi gned
by the End User during the subscription. This option is used
to configure properly the DNS zone file of the CPE

- Del egated DNS Address | nformation

(OPTI ON_DELEGATED DNS ADDR INFO): is used by the CPE to advertise
t he DHCP Server which interface and subnet identifier is used
by the CPE to build the IPv6 address using the del egated |IPv6
prefix to host the DNS Server. This option is used so the
DELEGATI NG_SERVERS can properly fix the del egati on.

- Del egated Del egation of Signing (OPTI ON _DELEGATED DNSSEC DS): is
used by the CPE so the DELEGATI NG SERVERS can properly fix the
DNSSEC Nam ng Del egati on.
7.1. Delegated DNS Architecture Option

0 1 2 3
01234567890123456789012345678901

1
+

1
+

+ -+ +
OPTI ON_DELEGATED DNS_ARCH. | option-len |
B S T T S s S il S S SR S i i S

T T S i i S e S s si ST SU S S S

T T T e T S S S T S S i ok i e

+

|

+

| _ _ N

/ nam ng- del egati on-action-1i st
|

+

|

| st at us- code
|

+

I
I
+
I
I
I
T T T e S I

- option-code: OPTI ON_DELEGATED DNS_ARCHI TECTURE.

- option-len: Length of the del egated-nam ng-action-list field, the
status-code and the status-nessage in octets.

- nam ng-del egation-action-list: The list of the actions the CPE is
ready to accept.

- status-code: The Status Code of the operation as specified in
[ RFC3315]. This option may be absent if operation is
successful .

The nam ng-del egation-action-list is encoded as foll ows:
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0 1 2 3
01234567890123456789012345678901
T i S S i S S ik w s i S S S S S S i S
list length |
i e i S

+

| I

+- |

| _ _ N |

| nam ng- del egati on-action-1|i st |

| |
B il a i S I o I i ot S S S I S S S S it o

- list length: Length of the ’'nam ng-del egation-action-list’ field

in octets

- nam ng-del egation-action-list: List of proposed actions by the CPE
to the | SP DHCP Server

The nam ng-del egation-actions are 1 octet |length, and the foll ow ng
val ues are considered in this docunent:

- NONE - 0 - : Indicates that the DHCP Server MJST renove the Nam ng
Del egation Architecture Configuration settings on the
Del egating DNS Server.

- CLEAR - 1 - : Indicates that the DHCP Server MJST renove the
Nam ng Del egation Architecture Configuration settings on the
Del egating DNS Server.

- SET_NAM NG DELEGATION WTH DNS - 2 - : Indicates that the DHCP
Server MJST set the Nam ng Del egation Architecture with only
DNS, and MUST NOT consi der DNSSEC Del egati on.

SET_NAM NG DELEGATI ON W TH DNSSEC - 3 - : Indicates that the DHCP
Server MJST set the Nam ng Del egation Architecture with DNSSEC

The Status code 1 octet length and this section considers the
foll ow ng val ues:

Success - O -

UnspecFail - 1 -

M ssi ngPrefi xDel egati onRequest - TBD -

- Nam ngDel egati onUnavai l able - TBD -
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- Unaut hori zedRequester - TBD -

- Unprovi si onedDel egat edDormai n - TBD -

- TooManyNam ngDel egati onActions - TBD -

- Voi dNam ndDel egati onActi onLi st - TBD -

- NoAppl i cabl eNam ngDel egati onAction - TBD -

- Subnet | DNonMat chi ngl SPDel egat edPrefi xLength - TBD -

- Del egat edl PAddressConflict - TBD -

M ssi ngDNSSECDel egati onOf Si gni ng - TBD -
7.2. Delegated Domain Option
0 1 2 3
01234567890123456789012345678901
B il a i S I o I i ot S S S I S S S S it o
| OPTI ON_DELEGATED _DOVAI N | option-len |
s o i o T e R R
| |
| del egat ed- domai n |
| |
B il a i S I o I i ot S S S I S S S S it o
- option-code: OPTI ON_DELEGATED DOVAI N

- option-len: Length of the 'Del egated Domain’ field in octets.

- del egat ed-domai n: The Del egat ed Domai n encoded as specified in
[ RFC1035]
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7.3. Delegated DNS Address Information Option

0 1 2 3
01234567890123456789012345678901
e i i S I i it SR S SR S S
| OPTI ON_DELEGATED DNS_ADDR | NFO | option-len |
T i S S S I S T o S S S S
I I
| subnet-1D (8 octets) |
I |
IR e o e e e e o o I o o e S e e
| |
| interface-1D (8 octets) |
| |
B e T T e S i i s S o g T S S S s s ol sl 2T SRR R SRR R

- option-code: OPTI ON_DELEGATED DNS ADDR | NFO

- option-len: Length (16) of the Del egated DNS addressi ng
i nformati on.

- subnet-1D: The identifier of a subnet used by the authoritative
DNS server for the del egated domain nane. Only the last ' m
bits are significant. The 'm value is equal to (64 - 'n’)
where 'n’ is the del egated prefix length. The subnet-ID may be
dynam cally truncated by the DHCP server and client to match
the "m size (depending on the del egated prefix |length).

interface-1D:. The interface-1D of the |IPv6 address used by the
authoritative DNS server for the del egated domai n nane.

7.4. Del egated Del egation of Signing Option

0 1 2 3

01234567890123456789012345678901
i S T el i o it I S S e S i (I S S i i e ol St S R R
TI ON_DELEGATED DNSSEC DS | option-len |
i i R il s c I S I S T S S S S e SR e

.+‘37L

+

|

+- +-
|

| Del egation of Signing Resource Record
|

+

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

- option-code: OPTI ON DELEGATED DNSSEC DS
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- option-len: Length of the 'Del egated Domain’ field in octets.
- DS Resource Record: The DS Resource Record as defined in
[ RFC4034], Section 5.
8. | ANA Consi derations
Thi s docunment introduces Status Code that are carried in the DHCP
Options defined in this document. The Status Code detailed in this
docunent are:
- Nam ngDel egati onSer vi ceNot Provi ded TBD
- Unaut hori zedFor Nam ngDel egati onServi ce TBD
- NoDel egat edDomai nProvi si onned TBD
- NoDel egat edDnsAddr I nfo TBD
- Del egati onSet Wt hDns TBD
- Del egati onSet Wt hDnssec TBD
- Accepti ngOnl yDnssecNam ngDel egati on TBD
- Unabl eToSet Nam ngDel egati on TBD
- Subnet | DNonMat chi ngl SPDel egat edPrefi xLength TBD
The DHCP options detailed in this docunent are:
- OPTI ON_DELEGATED _DNS_ARCHI TECTURE: TBD
- OPTI ON_DELEGATED DOVAI N:  TBD
- OPTI ON_DELEGATED DNS_ADDR | NFO  TBD

- OPTI ON_DELEGATED_DNSSEC_DS:  TBD

9. Security Considerations
9.1. Nanes are |l ess secured than | P addresses
Thi s document descri bes how an End User can make its services and

devices fromits Home Network reachable on the Internet with Names
rather than I P addresses. This exposes the Hone Network to attacker
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since nanes are expected to provide | ess randomess than | P
addresses. The nam ng del egation protects the End User’s privacy by
not providing the conplete zone of the Home Network to the | SP.
However, using the DNS with nanmes for the Hone Network exposes the
Home Network and its conponents to dictionary attacks. |In fact, wth
| P addresses, the Interface ldentifier is 64 bit length leading to
2764 possibilities for a given subnetwork. This is not to nmention

t hat the subnet prefix is also of 64 bit [ength, thus providing

anot her 2764 possibilities. On the other hand, nanmes use either for
t he Honme Network domain or for the devices presents | ess randomess
(l'ivebox, router, printer, nicolas, jennifer, ...) and thus exposes
the devices to dictionary attacks.

9. 2. Nanes are less volatile than | P address

| P addresses nay be used to |ocate a device, a host or a Service.
However, Hone Network are not expected to be assigned the sane Prefix
over tinme. As a result observing |IP addresses provi des sone
epheneral information about who is accessing the service. On the

ot her hand, Nanes are not expected to be has volatile as IP
addresses. As a result, |ogging Nanmes, over tine, nay be nore

val uabl e that | ogging | P addresses, especially to profile End User’s
characteristics.

PTR provides a way to bind an IP address to a Nanme. |In that sense
responding to PTR DNS Queries may affect the End User’s Privacy. For
that reason we reconmend that End Users may choose to respond or not
to PTR DNS queri es

9. 3. DNSSEC i s recommended to authenticate DNS hosted data

The docunent descri bes how the Secure Del egation can be set between
t he Del egating DNS Server and the Del egated DNS Server.

Depl oyi ng DNSSEC i s reconmended since in sone cases the information
stored in the DNS is used by the ISP or an IT departnent to grant
access. For exanple sone Servers may performed a PTR DNS query to
grant access based on host names. Wth the described Del egating
Nami ng Architecture, the ISP or the IT departnment MJST take into

consideration that the CPE is outside its area of control. As such,
with DNS, DNS responses may be forged, resulting in isolating a
Service, or not enabling a host to access a service. [1SPs or IT

departnment may not base their access policies on PTR or any DNS
information. DNSSEC fulfills the DNS | ack of trust, and we reconmend
to depl oy DNSSEC on CPEs.
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Channel between the CPE and | SP DHCP Server MJST be secured

In the docunment we consider that the channel between the CPE and the
| SP DHCP Server is trusted. Mre specifically, we suppose the CPE is
aut henti cated and the exchanged nessages are protected. The current
docunent does not specify how to secure the channel. [RFC3315]
proposes a DHCP aut henticati on and nmessage exchange protection,

[ RFC4301], [ RFC5996] propose to secure the channel at the IP |ayer.

In fact, the channel MJST be secured because the CPE provides
necessary information for the configuration of the Nam ng Del egati on.
Unsecure channel may result in setting the Nam ng Del egation with an
non legitimate CPE. The non legitimte CPE would then be redirected
the DNS traffic that is intended for the legitimate CPE. This makes
the CPE sensitive to three types of attacks. The first one is the
Deny OF Service Attack, if for exanple DNS traffic for a | ot of CPEs
are redirected to a single CPE. CPE are even nore sensitive to this
attack since they have been designed for lowtraffic. The other type
of traffic is the DNS traffic hijacking. A malicious CPE nmay
redirect the DNS traffic of the legitimate CPE to one of its server.
In return, the DNS Servers would be able to provide DNS Responses and
redirect the End Users on malicious Servers. This is particularly
used in Pharmng Attacks. A third attack may consists in isolating a
Hone Network by m sconfiguring the Nam ng Del egation for exanple to a
non-exi sting DNS Server, or with a bad DS val ue.

CPEs are sensitive to DoS

The Nam ng Del egation Architecture involves the CPE that hosts a DNS
Server for the Home Network. CPE have not been designed for handling
heavy | oad. The CPE are exposed on the Internet, and their IP
address is publicly published on the Internet via the DNS. This
makes the Home Network sensitive to Deny of Service Attacks. The

Nam ng Del egation Architecture described in this docunent does not
address this issue. The issue is addressed in the Front End Nam ng
Del egation Architecture described in

[1-D. nglt-honmenet-front-end-nam ng-del egati on].
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