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Abstract

The | P-based Internet of Things (loT) stands for the universal

i nterconnection of smart objects and back end users with the hel p of
| P protocols. Secure key managenent anong the smart objects is an

i nportant aspect of 10T security. Due to the high |levels of resource
constraints of the devices in ternms of nenory, battery capacity and
CPU power, and other network characteristics such as nobility,
scalability, heterogeneity and limted bandw dth, the conventi onal
security protocols cannot be directly deployed in |IoT networks in
their raw formats. W propose a |ightwei ght DTLS-based keyi ng
mechani sm for CoAP | oT smart objects which supports the scalability
of the network and node nobility. The protocol consunes |ess device
resources and m ni num networ k bandwi dth by incurring | ow nmessage
overhead. The snmart objects can securely access the network and
obtain certificates after an initial configuration irrespective of

t he manufacturer standards.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi mum of siXx nonths
and may be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 13, 2013.
Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.

Thi s docunent may not be nodified, and derivative works of it may not
be created, and it may not be published except as an Internet-Draft.

1. I nt roducti on

The | P-based Internet of Things (10oT) will enable smart objects to
communi cat e anong each other and with backend users of the |nternet
during different activities such as sensing, controlling, smart
nmetering and etc. Due to the nassive size networks and resource
constrai ned nodes, |oT networks are inherently vulnerable to security
attacks. In each of the application scenarios a secure object

aut hori zation nmechani sm and a conmon session key i s needed between
two parties for trustworthy data comruni cati on.

| oT networks and the network devices have several specific
characteristics. Minly the devices are tightly resource constrai ned
in ternms of nenory, battery capacity, CPU power and bandw dth
Therefore, the standard expensive | P-based protocols cannot be

depl oyed in such networks and i nexpensive comuni cati on protocols are
required. Currently IETF is contributing to the devel opnent of

I i ght wei ght protocols for Low power Lossy |IoT networks. E.g. |PV6
over Wreless Personal Area Networks (6LoWPAN) and Constrai ned
Application Protocol (CoAP). Likew se security protocols have been

i ntroduced such as DTLS, HI P-DEX and Iight versions of EAP. However
they are still in an imuature stage and not standardi zed
correspondingly TLS, I KE or IPSec. The network can be conprised of
het er ogeneous devi ces which are manufactured by different vendors
with different specifications. Therefore, it is quite challenging to
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define a common security protocol that is conpatible with all the
devi ce specifications. The devices can al so be nobile and
application specific. The size of the network m ght be varying from
hundreds to billions of nodes.

In this draft we propose a secure network access and a key nmanagenent
scheme for resource restricted IoT networks. Furthernore, we anal yze
how t he new protocol supports nobility of the devices and scalability
of the network. Secure network access enables the nodes to obtain
authorized identity froma trusted root. The two-phase solution is
formul ated with Datagram Transport Layer Security (DTLS) handshaki ng
protocol. The certificate generation and key establishnent are based
on Elliptic Curve Cryptography (ECC) arithmetic. The rest of the
Internet-draft is organized as follows. Section 2 gives sone rel ated
wor k and background about DTLS secured |IoT networks. Section 3
descri bes the use cases and the problem statenent. Section 4
presents the proposed security schene. Finally, Section 5 concl udes
the proposed 10T security solution with future inprovenents.

2. Related Wrk and Background

DTLS protocol is a lighter version of Transport Layer Security (TLS)
prot ocol which runs on unreliable User Datagram Protocol (UDP)
connections [RFC6347]. Though DTLS uses simlar nessages as TLS
handshaki ng it has sone internal nmechanisnms to w thstand agai nst DoS
attacks, replay attacks, packet |osses and packet reordering.
Therefore, DILS is proposed as the main security binding for
Constrai ned Application Protocol (CoAP) [I-D.ietf-core-coap].
Basically the DTLS secured CoAP has three nodes of security.

PreSharedKey: A list of pre-shared keys is deployed in the network
nodes. When a connection is formed with a new node, the system

sel ects the appropriate key based on the new node and establishes a
DTLS session using DTLS PSK node. This inplenentation is mandatory
to consider cipher suite TLS PSK WTH AES 128 CCM 8 as specified in
[ RFC6655] and security considerations of [RFC4279].

RawPubl i cKey: The DTLS enabl ed devi ces have asynmetric key pair

wi thout an X. 509 certificate. The raw public keys are pre-configured
in the devices in accordance to the cipher suite

TLS ECDHE _ECDSA W TH_AES 128 CCM 8 as specified in
[1-D.ncgrewtls-aes-ccmecc], [RFC5246], [RFC4492]. Each smart
object calculates an identifier based on its public key. The
identifiers are used to associate the endpoints with further device
informati on and to perform access control.

Certificate: The DILS enabl ed devi ces have asymmetric key pair wth
an X. 509 certificate. The certificates are issued and signed by a
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common trust root. Sonetinmes a device m ght have one or several
certificates issued by nore than one certificate authority. Wen a
device is form ng a new connection with a renote device, the
certificates should be verified.

The | ast two phases of DTLS based security nodes are nore dynam c and
scal able. Since the nodes m ght be manufactured by different vendors
with different specifications, it is yet an open issue to bring the
security solution to a common platform However the use of X 509

certificates is still quite expensive for resource constrained
networ k devi ces such as tiny sensors, actuators and smart hone
appliances. |Instead of using a costly explicit certificate schene,

it wll be highly appropriate to replace with an inplicit certificate
scheme whi ch consunes fewer resources and induces | ow network
overhead. The sane certificates are to be utilized in pairw se key
establ i shment bet ween CoAP nodes. Though, DILS is considered a

i ghter and robust security solution, the nunber of nessage transfers
to establish the secure connection (i.e. 12 nessages) still

i ntroduces a | arge comruni cati on overhead. In
[1-D.garcia-core-security-05], the authors have presented the nost
significant security considerations in the |IP-based Internet of
Things. The internet-draft [I-D. keoh-Iw g-dtls-iot] proposes
pervasive security architecture for the IoT in order to provide
network access control to smart devices, the managenent of keys and
securing unicast/nulticast comuni cati on.

3. Use Cases and Probl em St at enent

Qur work ains an |oT network runni ng on 6LOWPAN CoAP enabl ed snmart
network devices. The network devices can be stationary or nobile,
battery powered and highly resource constrained in ternms of nenory
and CPU power. The comuni cation |inks m ght have bandw dth
[imtations too. In applications such as smart power netering,
health nonitoring and smart home, the IoT network is connected to the
public internet through a nunber of 6LOWPAN border routers (6LBR)

In defining this key establishment protocol, we consider the 6LBR i s
performng as the controlling entity of the IoT network. For

i nstance take into account a particular scenario of a smart buil ding
where the lighting devices, w ndow panes and air condition nmachines
are controlled, nonitored and billed by a central authority. The
functionality of each device is controlled by the central node, based
on the sensed data related to the network.
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3.

3.

4.

1. Problem Statenent and Requirenents

As explained in the previous section, DILS plays a promnent role in
CoAP- based 10T security. Nevertheless, it produces a reasonabl e
nmessage overhead to | ow power | ossy networks. |If DILS is not used,
however, there should be a strong and i nexpensive secure key
establ i shment protocol for |10oT networks. The demand for a secure

i ght wei ght keying nmechanismis significant for both DTLS and non-
DTLS secured IoT networks. The utilization of inplicit certificates
as a replacenent for X 509 certificates will also be a | ow cost
solution. Therefore we identify two main problens with security in
CoAP-based | oT networks.

0 A new joining device nust have secure and authorized identity to
performas legitimate nodes in the network. The nodes can claim
their legitimacy by having inplicit certificates granted by a
comon trust root (e.g. 6LBR)

0o Lightweight pairw se key establishnent is mandatory for nutual
comruni cati on between nodes or nodes and back end i nternet users.
The two entities should be able to use the certificates as an
inmplicit assurance for being legitinmate users of the particul ar
net wor K.

Additionally the solution requires being scal able and supporting
nmobility and heterogeneity of the network devices. Since the network
m ght contain thousand to billions of nodes, the solution should be
easily extensible. Furthernore, since the devices have to be
accessed and controlled via standard I P protocols, the authorized
identification should be |IP supportive.

2. Security Requirenments

We consider the Internet Threat Model in [RFC3552] where a nalicious
attacker can read and nodify the network traffic while transmtting
bet ween devices. However, it is assuned that the devices thensel ves
are protected and not exposed to node capture or conprom sing
attacks.

The security schene should be |ightweight as well as strongly
secured. PKC based schenes are nore secured than symmetric key
algorithnms. Elliptic Curve Cryptography (ECC) which is an

i nexpensive alternative for PKCis to be used for protocol design.
Random nunbers are supposed to be generated as given in

[ NI ST- 800- 108] .

Desi gn
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This section provides a brief overview of the design of the protocol
whi ch consists of two phases as (i) secure netwrk access and
certificate receipt (ii) secure pairw se key establishnent between
comuni cat i ng nodes.

4.1. Overvi ew

The first phase associates with a new node accesses to a secure
network and obtains its authorized certificate and private key
construction data for deriving its own private-public key pair. Wen
a new node is added to the network with an initial configuration of
cryptographic primtives it has to generate a certificate request to
the certificate authority (CA) (i.e. 6LBR). Since the smart devices
have limted transm ssion they m ght not be able to access the trust
root or 6LBR in single hop. Therefore the certificate requests can
be sent as nultiple hops by nmeans of relaying devices. Since 6LBRis
a resource rich device, it can directly transmt the certificates to
all the smart devices within the network.

The second phase of the protocol supports to establish secure traffic
encryption keys between any two | egitinate nodes which can prove
their authenticity using the certificates and ot her cryptographic
primtives. Even a back end user of the traditional internet can
establish pairwi se keys wth smart devices in the |oT network.
However, the users shoul d obviously possess the security paraneters
(i.e. certificate issued by the sanme trust root) simlar to the other
nodes it the particular 10T network. In such scenarios, the back end
users al so have to access the correspondi ng border router initially.
Afterwards the secure conmuni cation can be established according to
DTLS Certificate node as explained in section 4.3.

4. 2. Hash Function Sel ecti on

During both phases, a cryptographic hash function has to be used. As
specified in [ SEC4], hash function selection should be carefully done
for | ow power devices and their security algorithnms. The use of
SHA-1 is not recomended anynore due its security coll apse shown by
Wang, [Collisions-SHAL]. SHA-2 and SHA-3 functions induce a high
processi ng overhead and nmenory footprint on devices which are not

af f ordabl e by resource constrai ned network devices. In
[I-D.ietf-suiteee], the author has proposed a suitable block cipher
based hash function for resource constrai ned devices. The notivation
is to use a hash function with reduced codes size, suitable for

har dwar e i npl enentati on, reduced conputational cost and | ess energy
consunption, however with strong security. As explained in
[I-D.ietf-suiteee], AES-MVO (Matyas-Myer-0Cseas) hash function

provi des a reasonable | evel of security with | ess resource
consunption. Specifically it supports the hardware specifications of
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| EEE 802. 15.4 standard including AES encryption. AES-MMO provides
128-bit security level and MD strengtheni ng paddi ng schene is used
for existing deploynents in ZigBee Smart Energy applications which
reduces padding on snall nessages. However, the use of AES- MMO hash
function for real-tine inplenentation requires careful

consi derati ons.

4.3. Certificate Generation

DTLS nmessage exchange for secure network access has to be perforned
when a new node is joining to an existing |IoT network. The
certificate generation is inspired by the ECQV inplicit certificate
schene presented in [SEC4]. First the node should be pre-installed
with several security paraneters nanely, Elliptic Curve (EC) domain
paranmeters (q, a, b, G- base point generator with n order, q - a
prinme), authentication key K, CAs public key (QCA and a valid I PV6
address. K is comon to all the smart objects and trust root of the
network. Then the node can be located in the network and start
exchangi ng nmessages with the corresponding trust root (i.e. CA). The
sinmple timeout and retransm ssion schene with the standard DTLS state
machine is also applicable to this handshaki ng too.

Initially the client (i.e. smart device) sends the Cient Hello
nmessage and upon receiving the nessage, the server (i.e. CA) verifies
t he message and responds with a HelloVerifyRequest. After the client
verifies the server Hell o nessage successfully, it generates a random
integer r_U and true nonce N U, creates a certificate request (EC
point) R U and sends to the server the certificate request along with
its | PV6 address and MAC val ue.

Upon receiving the certificate request, the server checks the

| egitimacy of | PV6 address and verifies the MAC value. |If both are
successful, the server conputes public key reconstruction data P_U
for the client, using the request point R U Then the certificate is
generated as an encoded version of P_U, client |PV6 address and tine
stanp T. The server conputes an integer (r_U) value for cal cul ating
client private key construction value s. Hash value of the
certificate is conputed during this stage. The selection of hash
function is described in section 4.1.1. CA private key (d_CA) is
utilized while calculating s.

On receiving the certificate and private key construction integer,
the client first verifies the integrity of the nessage using the MAC
and anal yses the certificate for further verifications.

The client calculates private key (d_U and public key (QU) as

depicted in Figure 1. During this stage, the client conputes its
public key by two nmechani snms for authenticating whether the
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certificate is granted by the given trusted root. If the
verification is successful, the client sends Finish nessage to the
server. Finally, the server concludes the handshaking with the
Server Finished nessage.

G ient Ser ver
(Node U) (CA)
Client Hello  ---------- >

<---------- Hel | oVeri f yRequest

Certificate Request
Generation
generate r_U
RU=r_U* G
Cenerate N U

Cal cul ate

MACIR U U N.U

Certificate Request

RU NU U MC  ---------- >
Check validity of U
Verify MAC
Cenerate r_CA
PU=RU+r CA* G
Cert_U={U P_U T}
e = H(Cert_U)
s = e*r CA+ d CA (nod n)
Cenerate N _CA
Cal cul ate
MAC [Cert_U, s, N _CA]
Message
S Cert_U, s, N.CA MC
Verify MAC
Anal yze Cert_U
e = H(Cert_U)
d U=e*r_ U+ s (nod n)
Method 1: QU = d UG
Method 2: QL_U = eP_U + QCA
Verify QU == Q. U
dientFinished ~ ---------- >
<---m------ Ser ver Fi ni shed
Figure 1
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Secure Pairw se Key Establishnent

June 2013

When the 1oT network nodes possess valid certificates and public-

private key pairs,

they are in a position to comruni cate equivalently
in the Certificate node of DTLS secured CoAP.
setup a secure conmuni cati on channel

Two smart devi ces can
along with a pairw se key

establishment for traffic encryption as illustrated in Figure 2.
Here we consider the initiator node as the client and the responder

node as the server.

cient
(Node U)

Cenerate N U
Calculate MAC [Cert_U, U, N_U|
Key Establishnment Request

Cert U NU U MC---------- >
P,

Verify MAC

e = H(Cert_V)

QV ==eCert_V + QCA

KW=dWUQV=dUdWwG

dientFinished —  ---------- >

Server
Node V)

Check validity of U

Verify MAC

e = H(Cert_U)

QU ==eCert_ U+ QCA
Cenerate N V

Cal culate MAC[ Cert _V, V, N_V]
Response

Cert _V, NV, V, MAC
KW=dWwWQuU=dWVdUG

Ser ver Fi ni shed

Figure 2

The initial

handshake is perforned between the client

and the server

by exchanging Hel |l o nessages according to the standard DTLS protocol.

The client node (U) chooses a true random nonce NU and broadcasts it
along with Cert_U, IPV6 address U and MAC[Cert U, NU U. Simlarly
in Phase I, MAC is appended for the initial authentication. Once the
server node (V) receives the nessage, it verifies the MAC. |f the

verification succeeds, it
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Furthernore, V can have an inplicit assurance that Uis a legitimte
user of the given cluster by conputing sender public key QU using
QCA e = HCert_U and QU = eCert_U + QCA According to the
following derivation in Figure 3, the calculation also gives exactly
the same Q U as conputed by node U

QU du=* G
(er_ U+ s (nod n)) * G
(er U+ er CA+dCA(nod n)) *G
e (rU+r CA(mdn)) * G+ dCA* G
e(r U* G+r_CA* § + QCA
e(RU+r CA* G + QCA
eCert U+ QCA

Figure 3

Then the node V generates a random nonce NV and sends it along with
Cert _V, identity Vand MAC[Cert _V, NV, V]. In the neantinme V
conputes the pairwise key K UV fromits private key d_V and QU, K W
=dVQU Simlar to V, upon receiving the nessage, node U verifies
the MAC and if the verification is successful it conmputes QV and K WV
= d UQV . Therefore, at the end of two way nmessage transferring,

both parties can derive a commopn pairw se key for actual secure
communi cat i on.

Conparing to the standard ECDH key exchange, our schene is nore
secure since it validates the legitinmacy of both parties before
deriving the final key. Instead of transmtting the public keys in
the air, the nodes send their Cert values to derive the public keys
(at the other node). This will also inplicitly assure the
authenticity and legitimcy of smart objects.

Finally the handshaking is concluded by exchangi ng Fi ni shed nessages.
We assume that DTLS handshaki ng nmessages are delivered reliably as
expl ained in [ RFC6347].

Li kewi se, the sane handshaki ng can be perforned between a snmart
device in the 10T network and a backend user in the Internet.
However the Internet users should al so possess valid certificates
fromthe same trust root.

5. Conclusion and Future Wrk

In this Internet draft we have proposed a DITLS-based certificate
schene and a secure key establishnment for 10T networks. The protocol
is lightweight and strongly secured due to the exploitation of ECC
arithnetic throughout the entire design. The inplenentation of the
proposed protocol on TelosB note platformshows the feasibility of
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6.

7.

deploying it on tightly resource constrai ned devices. The
performance neasurenents in terns of nmenory foot-prints (ROM and RAM
and execution tine illustrate the necessity of applying optimzation
t echni ques for ECC operati ons.

Qur protocol supports the scalability of the network and the topol ogy
changes (i.e, location changes or nobility) of the smart objects with
in the sane 10T network. Wen a new node is added to the network, a
valid node identity, keying information (i.e, K and QCA) and EC
domai n paraneters should be stored. Then, at the bootstrapping
phase, the node can send the certificate request and obtain a
certificate fromthe CA for conputing its own keys. Therefore, the
size of the network is not necessary to be pre-defined during the
initial deploynent phase. The CA only needs to verify the validity
of the sensor node I PV6 identities to issue the certificate.
Simlarly, the nodes do not need a prior know edge about their

nei ghbors. Wenever a new node is added to the network or it changes
t he nei ghboring set, it can establish the pairwise link keys, wth

t he correspondi ng nei ghbors using the certificate.

The certificates always provide an inplicit assurance for the nodes,
that they are authenticated nodes in the given domain. Irrespective
of the |ocation of the devices (within the given |IoT network) they
can derive the pairw se keys securely w thout previous awareness of
t he new conmuni cati ng nodes. |If the pairw se keys between

communi cating nodes (i.e. node to node or node to Internet user) are
pre-installed, there should be a | arge nunber of stored keys per
node, which may not be desirable for |arge scale networks. However,
in our protocol such a large scale key pre-installation is not
needed. Bandwidth utilization is also preserved by restricting two
nmessage transactions for both certificate generation and key

est abl i shnent scenari os.

In future we intend to extend the certificate generation phase for
enabling secure nulticast operations. Afterwards the nmulticast keys
are to be established to protect CoAP nessages on top of IP
mul ti cast. Mdreover the protocol is to be extended for further
supporting the nobility of nodes and scalability of the network.
Simlar inplicit certificates can be incorporated with other
pervasi ve secure handshaki ng nechani snms such as H P-DEX for securing
| oT networks.

| ANA Consi der ati ons

Security Consi derations
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9.

9.

Thi s docunent di scusses different design aspects of DILS based secure
key establishnment scenarios. This docunent is entirely focused on
security.
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