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Abst ract

Thi s docunment describes header conpression nmechani sns for the

Dat agram Transport Layer Security (DTLS) [ RFC6347] based on the
encodi ng schene standardi zed in [ RFC6282]. The DTLS Record Header
(RH), Handshake Header (HH), and optionally handshake nessage headers
are conpressed using Next Header Conpression (NHC) defined in

[ RFC6282]. This docunent neither invalidates any encodi ng schenes
proposed i n 6LOWPAN [ RFC6282] nor conprom ses the end-to-end security
properties provided by DTLS. This docunent ains to increase the
applicability of DILS and, thus, CoAPs [draft-ietf-core-coap-18] in
constrai ned environments.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1

I nt roducti on

To protect CoAP transm ssions, Datagram TLS (DTLS) has been proposed
as the primary security protocol. Anal ogous to TLS-protected HITP
(HTTPs), the DTLS-secured CoAP protocol is terned CoAPs. DILS is a
chatty protocol and requires nunmerous nessage exchanges to establish
a secure session. Vile DTLS supports a w de range of cryptographic
primtives for peer authentication and payl oad protection, it was
originally designed for network scenari os where nessage | ength was
not a critical design criterion. Therefore, it is inefficient to use
the DTLS protocol, as it is, for constrained devices. To cope with
constrai ned resources and the size limtations of |EEE 802.15. 4-based
net wor ks, 6LOWPAN header conpression nmechani sns are defi ned.

[ RFC6282] defines how | Pv6 datagrams can be routed over |EEE 802.15.4
[ 1 EEEBO2. 15. 4] - based networ ks. [ RFC6282] defines header conpression
schenes that can significantly reduce the size of IP, |IP extensions,
and UDP headers. It is particularly beneficial to apply the 6LoWPAN
header conpression nechanisns to conpress other protocols having

wel | - defined header fields, such as DTLS. This document provides
header conpression for the DILS Record, Handshake, and handshake
messages headers with 6LOWPAN header conpression nechani sns. This
enabl es the routing of heavy-weight IP traffic to resource-
constrai ned [l EEE802. 15. 4] - based wi rel ess networKk.

The DTLS header conpression defined in this documents does not
conmprom se the DTLS ability to provide end-to-end security between
constrai ned nodes and hosts on the Internet. The security in

[ EEEBO2. 15. 4] - based | P networks or what is nore comonly known
6LOoWPAN networks is particularly inportant as we connect the insecure
Internet with the vul nerable wirel ess network. The purpose of DILS
header conpression is twofold. First, achieving energy efficiency by
reduci ng the message size, since comunication requires nore energy
than conputation. Second, avoi ding 6LOWPAN fragnentation that is
appl i ed when the size of a datagramis larger than the link |ayer

MIU. Avoi di ng fragnentation, whenever possible, is also inportant
fromthe security point of view as the 6LOWPAN protocol is vul nerable
to fragnentation attacks [W Sec13].

Generi c Header Conpression (GHC) [draft-bormann- 6l owpan- ghc-06],

anal ogous to NHC, is also defined to allow upper |ayer (UDP payl oad
and above) header conpression. 6LOWPAN-CGHC is a generic conpression
schenme for all headers and header-Ilike structures, and is not
targeted for the DTLS protocol; also, it is generally a slightly |ess
efficient approach. It is an alternative to the approach presented in
this docunment and it is worth evaluating the two approaches for the
DTLS Record and Handshake headers

1.1 Term nol ogy

Raza, Shafagh & Dupont Expires Septenber 11, 2014 [ Page 3]



| NTERNET DRAFT Conpr essed- DTLS- f or - 6LOWPAN March 10, 2014

Fi

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Li nki ng DTLS Header Conpression wi th 6LOWPAN

[ RFC6282] defines the general format of NHC that can be used to
encode DTLD headers. In order to apply 6LoWPAN header conpression
mechani snms to conpress headers in the UDP payl oad, we either require
a nodification in the current NHC encodings for UDP in the 6LOWPAN
standard, or need to define a new NHC for UDP with different ID bits.
The first solution requires nodification in the current standard and
hence is not a favorable solution. The second solution, that is used
in this docunent, is an extension to the 6LOWPAN standard; a siml ar
approach is adapted to distinguish NHC from GHC [ draft - bor mann-

6l owpan-ghc-06]. The ID bits 11110 in the NHC for UDP, as defined in
t he 6LoWPAN standard, indicate that the UDP payload is not
compressed. W define the ID bits 11011 in the NHC for UDP to

i ndi cate that the UDP payload is conpressed with 6LoWPAN NHC. The ID
bits 11011 are currently unassigned in the 6LOWAN standard. Figure 1
shows our proposed NHC for UDP that allows conpression of UDP

payl oad; in the case of DTLS, the UDP payl oad contains the NHC
conpressed DTLS headers.

0 1 2 3 4 5 6 7
g
1111011 1]C| P |
S

gure 1: 6LOAPAN NHC for UDP which all ows conpression of UDP payl oad

LOAPAN _NHC for the Record Header

The Record protocol adds header fields of 13 bytes length to each
packet that is sent throughout the lifetine of a device that uses
DTLS. The header conpression proposed in this section reduces the
Record header length to 4 bytes (plus one byte for the NHC). In
contrary to the handshake header and nessages, the Record header
remai ns un-encrypted in all cases. Thus it can al ways be conpressed
usi ng the mechani smexplained in this section

In order to provide header conpression for the Record and Handshake
headers, this docunent discusses two cases. In the first case, the
Record header fragnent field contains a handshake nessage; the next
section defines header conpression regarding this case. In the second
case, the fragnent field in the Record header is not a handshake
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message, it is nostly application data, or could be a DTLS alert
message or ChangeGi pher Spec. Figure 2 shows 6LOWPAN _NHC encodi ng for
the Record header (LOAPAN_NHC R)

0 1 2 3 4 5 6 7
g S S
| 11 0] 0] 2] V] EQ SN |
B B S S S

Fi gure 2: Proposed LOAPAN NHC encodi ng for the DILS Record header
The encoded bits have the follow ng functions:

o The first four bits in the NHC represent the NHC I D we define for
the Record header. These are set to 1001

o Version (V): If 0, the version is the DILS |atest version which is
1.2, and the field is omtted. If 1, the version field is carried
i nline.

0o Epoch (EC): If 0, an 8 bit epoch is used and the left nbst 8 bits
are omtted. If 1, all 16 bits of the epoch are carried inline. In
nost cases the actual epoch is either 0 or 1. Therefore, an 8 bit
epoch is used nost of the tinme, allowing for a higher space.

0 Sequence Nunber (SN): The sequence nunber consists of 48 bits, of
whi ch sone are leading zeros. If SNis set to 00, a 16 bit
sequence nunber is used and the left nost 32 bits are onmitted. If
01, a 24 bit sequence nunber is used and the left nost 24 bits are
omtted. If 10, a 32 bit sequence nunber is used and the | eft nobst
16 bits are onmitted. If 11, all 48 bits of the sequence nunber are
carried inline. The SN field in the Record header contains a val ue
1 for the first packet sent, and it is increnented sequentially
for the subsequent packets. Note that by using 16-bit sequence
nunber we do not linit the size of sequence nunber to 27(16-1),
but propose to use 16 bits for the sequence nunber prior to the
transm ssion of the 2716th packet on a DTLS connection. Fromthe
2716 to 2"(24-1) we propose to use 24-bit sequence nunbers. Foll ow
the sane procedure for the 32-bit sequence nunbers as well.
However, the sender and the receiver sequence-nunber-counters nust
be reset prior to sending the 2748t h packet.

In the Record header, content _type field is always carried inline.
The length field in the Record header is onmtted as we expect only
one DTLS record per UDP packet in constrained environnents. Wiile a
source device inside a 6LOWPAN sends one DTLS record per UDP packet,
a typical destination device on the conventional Internet side may
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send multiple DILS records in a single UDP packet. However, as the
6BR perforns the conpression/deconpression of incom ng packets, there
is the possibility to enforce one DTLS record per UDP packet before
routing these packets in 6LOWPAN networks. The length field can be
deduced fromthe |ower |ayers: either fromthe 6LoWPAN header or the
| EEE 802.15.4 header. Figure 3 shows a sanple NHC conpressed | P/ UDP
packet secured with the Record protocol.

| octet 1 | octet 2 | octet 3 | octet 4 |
T T e e e e i e S S e e ok o S
| LOAPAN_| PHC | Hop Limt | Source Address]|
B i S S T s i S T st i S S S S S S S S i
| Source Address| Destination Address | LOAPAN_NHC_UDP|
T T e b i i e e . S I S R SR
| S Port | D Port | Checksum | LOAPAN NHC R |
e T e i e e e i e R o o
| Content Type | Epoch | Sequence Number |
B i S S T s i S T st i S S S S S S S S i
I I
+ Initialization Vector (IV) [16 bytes for AES] +
I+- T Tt e e o i e e S o S S R I+
| Application Data Fragnent (Variable Size) |
+ B i S S S i i T S N S
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L L
I+ MAC (Variabl e Size) +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| | paddi ng | Paddi ng Length |
B i S S T s i S T st i S S S S S S S S i

Figure 3: A sanple NHC conpressed | P/ UDP packet containing an
application data such as a CoAP nessage.

4. LOWPAN _NHC for the Record Plus Handshake Headers

In the case where the Record header fragment field contains a
handshake nessage, we conpress both the Record header and the
Handshake header using a single encoding byte and defi ne 6LOWAN_NHC
for Record+Handshake (6LoWPAN NHC RH). The Handshake pr ot ocol
requires 12 bytes of the handshake header. Using the proposed
6LoWPAN NHC RH t he handshake header length is reduced to 3 bytes.

Fi gure 4 shows 6LOWPAN NHC encodi ng for the Record+Handshake
headers.
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0 1 2 3 4 5 6 7
M S Sy S S
| 11 0] O] 1] V|EC|SN| F |
S S

Fi gure 4: LOAPAN_NHC encoding for the DTLS Record plus Handshake headers

The encoded bits have the follow ng functions:

0 The first four bits represent the IDfield that is used to
di stingui sh 6LOWPAN_NHC RH from ot her encodi ngs, and to conply
with 6LOWPAN _NHC encodi ng schene. In case of 6LOWPAN NHC RHS we
set the ID bits to 1000.

o0 The Version (V) and Epoch (EC) are encoded using the same schene
presented in Section 3.

olf SNis set to 0, a 16 bit sequence nunber is used and the left
most 32 bits are omitted. If 1, all 48 bits of the sequence nunber
are carried inline.

o Fragnent (F): If 0, the handshake nessage is not fragnented and the
fields fragnent _offset and fragment length are onmitted. This is
the conmon case, which occurs when a handshake nmessage i s not
| arger than the maxi numrecord size. If 1, the fields
fragment _of fset and fragnent _| ength are carried inline.

In contrary to the schene defined in Section 3, the content _type
field is always onmtted as it is obvious based on the ID bits that
the content type is the Handshake protocol. The nessage_type and
message_sequence fields of the Handshake header are always carried
inline. The length field in the Handshake headers is always onmitted
as it can be deduced fromthe |ower |ayers: either fromthe 6LoWPAN
header or the | EEE 802. 15.4 header. W have to un-conpress | ayer-w se
fromlower to higher layers until the UDP header is unconpressed.
Then the I ength of the UDP payl oad is known and the DTLS payl oad

| ength can be cal cul at ed.

Wth this conbi ned encoding schene the 25 bytes of Record plus
Handshake headers are bring down to 6 bytes (plus one additional byte
for the 6LOWPAN _NHC RH). Considering that a handshake process

consi sts of 10 messages, sending 18 |l ess bytes for each nessage is a
very significant saving. This contributes to the feasibility of using
the chatty handshake protocol for constrai ned nodes.

5. LOAPAN_NHC for the Handshake Messages
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The Handshake protocol consists of 10 nessages, all having well -
defined headers. W can conpress sone of the handshake nessages. Two
of the handshake nessages w th nost nunber of header fields are
ClientHell o and ServerHello. Using the 6LOWPAN NHC for the

ClientHell o nessage (6LOWPAN NHC CH) defined in this docunent, we can
omt all CdientHello fields except the randomfield. The m ni num
possible size of a CientHello nmessage without the randomfield is 10
bytes: version (2), session_id length(l), cookie length (1),

ci pher_suites length (2), cipher_suites (2), conpression_nethods

Il ength (1), conpression_nethods (1). By appling 6LOWPAN NHC CH the

m ni mum possi ble size of a dientHello nmessage without a randomfield
is 1 byte that is used to encode 6LOWPAN NHC CH. This is the comon
case when DTLS is used to secure CoAP nessages. Figure 5 depicts the
NHC encoding for the CientHell o nmessage.

0 1 2 3 4 5 6 7
L S P S
| 21 O] 2] O] SI| C|Cs|CM|
e s

Fi gure 5: LOAPAN_NHC encoding for the DILS CientHell o Message

The function of each conpressed header field is described bel ow

0 The first four bits in the 6LOWPAN NHC CH represent the ID field
whi ch are set to 1010.

0 Session ID (SlI) and Cookie (C: If 0, the session_id and/ or cookie
fields are not available and these fields and 8 bits of the
prefixed length fields are onitted. In the (D) TLS protocol,
session_id is enpty if no session is available, or if the client
Wi shes to generate new security paraneters. The ClientHello
message uses session_id only if the DILS client wants to resune
the old session. If SI or Cis set to 1, the session_id and/or
cookie fields are carried inline.

o Ci pher Suites (CS): If 0, the default (mandatory) cipher suite for
CoAP t hat supports automatic key nmanagement is used and this field
and the prefixed 16 bits length field are omtted. In the current
CoAP draft, TLS ECDHE ECDSA WTH AES 128 CCM 8 is a nmandatory
ci pher suite. If CSis set to 1, the cipher_suites field is
carried inline.

o Conpression Methods (CM: If 0, the default conpression nethod,
i.e., COVWRESSION NULL is used and this field and the prefixed 8
bits length field are onmitted. If CMis set to 1, the
conmpression_nethods field is carried inline.
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The randomfield in the CientHello is always carried inline whereas
the version field is always omtted. The version contains the same
value as in the DILS Record header. In case of TLS/ SSL the version
field was defined to let a TLS client specify an ol der version to be
conpatible with an SSL client, which is rarely used in practice. Al
current versions of web browsers use the same TLS version in Record
and ClientHello. DTLS 1.2 (adapted from TLS 1.2) nentions that the
client sends its latest supported version in the CientHell o nessage.
Al'l DTLS versions (1.0 and 1.2) have conpatible CientHell o nessages.
If the server does not support this version, then the ServerHello
message contains its supported version. If the client is not capable
of handling server’s version, it ternmnates the connection with a
protocol version alert.

Figure 6 shows a sampl e conpressed | P/ UDP datagramthat contains a
CientHello.

octet 1 | octet 2 | octet 3 | octet 4 |
Bl o Tk e e e e o s i e T S e e e S o
LOAPAN_| PHC | Hop Limt | Source Address]|

B T i S S I el s S P S S S S S S N e S
Sour ce Address| Destination Address | LOAPAN_NHC_UDP|
B S S e o e i S e ik i S SHPT R S
S Port | D Port | Checksum | LOAPAN _NHC RHS|
Bl o T e e e S e e ol ik i T S
Epoch | Sequence Number | Message Type |

B T i S S I el s S P S S S S S S N e S
Message Sequence | LOAPAN_NHC C | [

B i T i i i S i +
|

: .

I
+
I
+
I
+
I
+
I
+
I
+
| .
+ Client Random (32 bytes)
I

+

B S T i S S e e e e s s i S S e S o

Figure 6: A sanple NHC conpressed | P/ UDP packet containing the
ClientHell o message.

Thi s docunment al so proposes 6LOWPAN NHC for the ServerHell o nessage
(LOWPAN_NHC SH). ServerHello is very simlar to dientHello except
that the I ength of the cipher_suites and conpression_nethods fields
are fixed to 16 and 8 bits, respectively. Figure 7 shows the 6LOWPAN-
NHC encodi ng for the ServerHell o nmessage.

0 1 2 3 4 5 6 7
T

| 1] 0 1| 1] V]S |[CS|am|
e S
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Fi gure 7: LOAPAN_NHC encoding for the DTLS ServerHell o Message
The function of each conpressed header field is described bel ow

0 The first four bits in the 6LOWPAN NHC SH represent the ID field
set to 1011.

o Version (V): In order to avoid version negotiation in the initia
handshake, the DTLS 1.2 standard suggests that the server

i npl ementati on should use DTLS version 1.0. If Vis set to 0, the
version is DTILS 1.0 and the version field is onmtted. However the
DTLS 1.2 clients nmust not assune that the server does not support

hi gher versions or it will eventually negotiate DILS 1.0 rather than
DTILS 1.2. If Vis set to 1, the version field is carried inline.

0 Session ID (SlI), G pher Suite (CS), and Conpression Method (CM are
encoded in a sinmilar fashion as discussed above for the ientHello
message. I n order to not conpronise security the randomfield in the
ServerHello, like in the dientHell o nessage, is always carried

i nline.

6. Sunmmary of DITLS header sizes with and without Conpression

B T T S T T S S e e o
[ [ W t hout [ Wth [
+ DILS Header +Conpression [bytes]+Conpression [bytes]+
I I I I

S S S S g R S St

| Record | 13 | 4* or 5 |
i i S
| Handshake | 12 | 3 |
B T T T S Supp S S
| dientHello | 10** [ 1 [
o e e e e e e e e e e e+
| ServerHello | 6** | 1 |

S S S

* For Record plus handshake case (Section 4) the size is 4.
** Wthout the randomfield

Table 1: Wth the header conpression defined in this docunent we
can clearly reduce significant comunicati on overhead in resource-
const rai ned networks.

7. I nplenentation Considerations

We provide an open source inplenentation of the proposed conpression
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scheme in the Contiki operating system The inplenentation is

rel eased under BSD |icense and can be obtained at the foll ow ng URI
htt p: // ww. shahi draza. i nf o/ resour ces/ CoAP- DTLS. zi p. W al so eval uate
the conpressed DTLS and the details are published in Lithe
[Lithel3].

8. Security Considerations

The conpressi on schene proposed in this docunent does not conpromni se
any of the security provided by the DTLS Record header and the
Handshake header. In particular, the SN field is conpressed in an on-
demand fashion, as described in Section 3. In order to overcone
replay attacks, it is recommended that the comunication end-points
re-establish a connection using handshake before the sequence nunber
overflows. However, in constrained environnents, different

i mpl ement ati ons can decide the overflow size; 2716, 2724, 2"32, or
2"48. This leads to a trade-off between the overhead incurred by

est abli shing a new secure connection (i.e. a re-handshake) and by
sendi ng nore bits of sequence nunber. The random nunber field,
Initialization Vector (1V), and Message Authentication Code (MAC) are
al so not conpressed to take full advantage of DTLS security.

9. | ANA Consi derations

[ RFC6282] creates a new | ANA registry for the LOAPAN NHC header type
Thi s docunment requests the assignment of follow ng contents:

11011XXX: The 6LOWNPAN NHC encoding for the UDP header where the UDP
is conpressed with LOAPAN_NHC

1000XXXX: The 6LOWPAN_NHC encodi ng for the Record plus Handshake
headers (LOAPAN_NHC RH).

1001XXXX: The 6LOWPAN NHC encoding for the Record header
(LOAPAN NHC R).

1010XXXX: The 6LOWPAN_NHC encoding for the DTLS CientHell o nessage
( LOANPAN_NHC_CH)

1011XXXX: The 6LOWPAN NHC encoding for the DTLS ServerHell o nessage
(LOAPAN_NHC_SH)

The Capital letter X in bit positions represent class-specific bit
assignnents as defined in Section 3, 4, and 5.
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