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Abstract

The draft describes an interface based on CoAP to nanage constrai ned
devices. Access to existing MBs is included. The proposed
integration of CoAP with SNWP reduces the code size by renpving an

i mportant part of the SNMP code. The draft lists a set of CoM

obj ects that describe the operational settings of the applications on
the device. A mgjority of themis taken over fromother drafts to
provi de one uni form CoM based access.
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1. Requirenents notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
2. Introduction
The Constrai ned RESTful Environnments (CoRE) working group ains at
Machi ne to Machine (M2M applications such as smart energy and
bui | di ng control.
Smal | M2M devi ces need to be managed in an automatic fashion to
handl e the | arge quantities of devices that are expected to be
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installed in future installations. The managenent protocol of choice
for Internet is SNMP [ RFC3410] as is testified by the | arge nunber of
Managenent | nformation Base (MB) [RFC3418] specifications currently
publ i shed [ STDO001]. More recently, he NETCONF protocol [RFC6241]
was devel oped with an extended set of nessages using XM. [ XM.] as
data format. The data syntax is specified with YANG [ RFC6020] and a
mappi ng from Yang to XML is specified. In [RFC6643] SMv2 syntax is
expressed in Yang. Contrary to SNVP and al so CoAP, NETCONF assunes
persi stent connections for exanple provided by SSH  The NETCONF

prot ocol provides operations to retrieve, configure, copy, and delete
configuration data-stores. Configuring data-stores distinguishes
NETCONF from SNMP whi ch operates on standardi zed M Bs.

The CoRE Managenent Interface (CoM) is intended to work on
standardi zed data-sets in a stateless client-server fashion and is
thus closer to SNVWP than to NETCONF. Standardi zed data sets are
necessary when small devices fromdifferent manufacturers are nmanaged
by applications originating from another set of nmanufacturers.

St at el ess conmuni cation is encouraged to keep communi cati ons sinple
and the anount of state information small in line with the design

obj ectives of 6l owpan [ RFC4944] [RFC6775] , RPL [ RFC6650] , and CoAP
[I-D.ietf-core-coap].

Currently, managed devi ces need to support two protocols: CoAP and
SNMP each with its own security solution. Wen the MB can be
accessed with the CoAP protocol, the SNW protocol with its security
provi si oni ng can be replaced with the CoAP protocol
[I-D.ietf-core-coap] and DTLS [RFC6347]. This arrangenent
significantly reduces nenory requirenents, sinplifies the stack in

t he constrai ned device, and harnoni zes applications devel opnent. A
CoAP devi ce that needs managenent can include a set of existing MBs
and use CoM to mani pul ate them

The objective of CoM is to provide a CoAP based Function Set that
reads and sets paraneter values in devices, and acquires operational
val ues that change with tine. It extends SNVP by providing an XM
interface [ XM.] that allows nore conplex structures than the fl at

t abl es of SNWP.

CoM is intended for small devices. The XM. overhead can be
prohibitive. It is therefore recommended to transport EXI [EXI] in
the payload. In [EXl -nmeasurenent] it is shown that EXI can be an
order of magnitude smaller than the equival ent XM representation.
Actual ly, the EXI structure adds the overhead per data unit of an EXI
event (indicates the type of the following XM. elenent) with a size

t hat depends on the nunber of EXI event types present in the schena
and its frequency of occurrence. In [JSONXM] it is shown that
menory and CPU usage for sending JSON encoded or XML encoded objects
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| ed on average to a 50% | ower resource usage for JSON. Consequently,
froma resource utilization point of view EXI seens the right choice.

The end goal of CoM is to provide information exchange over the CoAP
transport protocol in a uniformmanner to approach the ful

managenent functionality as specified in
[1-D.ersue-constrained-ngnt]. This nmeno collects existing nmanagenent
functions fromseveral sources to uniformze their access.

3. Term nol ogy

Core Managenent Interface (CoM) specifies the profile of Function
Sets which access CoM objects with the pupose of managi ng the
operation of constrained devices in a network.

4. CoAP Interface

In CoRE a group of links can constitute a Function Set. The fornmat of
the links is specified in [RFC6690]. This note specifies a
Managenment Function Set. CoM end-points that inplenent the CoM
managenent protocol support at |east one discoverabl e managenent
resource of resource type (rt) core.ng with path /ng, where ng is
short-hand for managenent. The ng resource has two sub-resources
each accessible with a different path:

o MBwth path /ng/m b and a binary content format
o CoM with path /ng/com and an XM., EXI content format.

The M B resource is provided to enable a snooth transition from SNVP
to CoM. The binary content is conposed of BER encoded SNMP PDUs.
The CoM resource provides access to the CoM objects. CoM objects
include MBs and the objects described in Section 7. XM schenas
describe the structure of the CoM objects. It is expected that
given the verbosity of XM., CoM nessages will nostly use EXI. The
service provided by the CoM server is to transfer fromto the
constrai ned devices: (1) BER encoded SNVWP PDUs fromto MBs, and (2)
EXI encoded data fromto CoM objects including MB objects. The
profile of the managenent function set, with |F=core.com, is shown
in the table bel ow

R —— R . R . +
| nane | path | RT | Data Type |
S S N g +
| Management | /ng | core.ng | n/a |
I I I I I
| MB binary | /nmg/mb | core.ng.mb | application/octet

| | | | |
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| CoM | /rmg/com | core.ng.com | application/exi |
| objects | | | |
| | | | |
| CoM MB | /mg/com/mb | core.ng.com.mb | application/exi |
R S S Fom e e +

It is intended that CoM schemas will be devel oped i ndependently for
di ff erent managenent subjects or contexts. That neans that the val ue
of the EXI event has a different meani ng dependent on the

acconpanyi ng schema file. The set of schemas that will be used is
annouced to the device, such that it can prepare the parsing tables
i n advance.

5. MB binary Function Set

The M B binary Function Set provides a CoAP interface to transport
BER encoded SNMP PDUs. Section 5.1 and Section 5.2 explain the
structure of SNVP PDUs and their transport with CoM.

5.1. SNMP architecture

The architecture of the Internet Standard managenent franework
consi sts of:

0O A data definition | anguage that is referred to as Structure of
Managenent I nformation (SM)[RFC2578].

o The Managenent |Information Base (M B) which contains the
information to be managed and is defined for each specific
function to be managed [ RFC3418].

o A protocol definition referred to as Sinple Network Managenent
Protocol (SNWP) [RFC3416].

0 Security and adm nistration that provides SNVP nessage based
security on the basis of the user-based security nodel [RFC3414].

Separation in nodul es was notivated by the wish to respond to the
evolution of Internet. The protocol part (SNWP) and data definition
part (M B) are independent of each other. The separation has enabl ed
t he progressive passage from SNMPv1l via SNWMPv2 to SNMPv3. This draft
| everages this separation to replace the SNWP protocol with a CoAP
based protocol

The SNWP protocol supports seven types of access supported by as nany
Protocol Data Unit (PDU) types:
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0 Cet Request, transmts a list of OBJECT-IDENTIFIERs to be paired
wi t h val ues.

0 GetNext Request, transmits a |ist of OBJECT-I1DENTI FI ERs to which
| exi cographi ¢ successors are returned for table traversal.

0 GetBulk Request, transmits a |list of OBJECT-IDENTFI ERs and the
maxi mum nunber of expected paired val ues.

0 Response, returns an error or the (OBJECT-I|DENTIFI ER, value) pairs
for the OBJECT-1 DENTI FI ERs specified in Get, GetNext, GCetBulk,
Set, or |Inform Requests.

0 Set Request, transmts a list of (OBJECT-I1DENTIFIERs, value) pairs
to be set in the specified M B object.

o Trap, sends an unconfirnmed nessage with a list of (OBJECT-
| DENTI FI ERs, value) pairs to a notification requesting end-point.

o Inform Request, sends a confirmed nessage with a list of (OBJECT-
| DENTI FI ERs, value) pairs to a notification requesting end-point.

The binding of the notification to a destination (left open in SNW
protocol) is discussed in Section 7.

5.2. CoM binding

The payload is structured as specified by the ASN-1 notation
presented in [ RFC3416]. The request PDUs: Get, GetNext, GetBulKk,
Set, and Informare sent with a Confirnmabl e CoAP nessage. The
Response is piggy backed in the returned Acknow edgenent nessage.

The Trap is sent as a NON-confirmabl e CoAP nessage. The URI of the
destination CoM end-point contains the destination identifier and
the path /ng/bin. The request PDUs: Get, GetNext, GetBulk are sent
w th CoAP nessage type GET, all other request PDUs are sent with CoAP
nmessage type PUT. Strictly speaking the request-id in the SNVP PDU
has the same function as the CoAP token. Preferably, the value of
request-id should be identical to the CoAP token. An exanple request
| ooks li ke:

REQ GCET exanple.com ng/ m b/ (Content-Format: application/octet-strean)
<BER encoded SNMP PDU>

RES:. 2.05 Content (Content-Format: application/octet-stream
<BER encoded SNWP PDU>
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The BER encoding inplies that OBJECT-1DENTI FIER i s encoded as a
sequence of nunbers which defines the place of the object in the |ISO
obj ect tree [ RFC2578].

6. CoM (bjects Function Set

Two XM., EXI based interfaces are supported by CoM: (1) Readi ng/
Witing CoM objects with path /ng/com /object, (2) Reading/Witing
M B variables with path /ng/com /m b/variabl e

6.1. CoM object binding

The information, represented by the CoM objects, is conposed of the
val ues of configuration paraneters in a device. A CoM object has a
name that identifies it uniquely within the device. The type of a
CoM object MJST be described with an XM. schema. CoM obj ect nanes
and schemas are standardi zed by the | ETF or by other rel evant

St andar ds Devel opi ng Organi zations (SDO. The CoM object nane is
expressed in the path. The attributes of the CoM object that need
to be set or read are either expressed in the EXI payl oad of the
nmessage or in the path of the destination URI. By expressing the
attribute in the path the data transfer is limted to one resource.
An EXI nessage can express a selection of attributes that need to be
set or read. For exanple, consider the object with nane "Al arns" of
type "al arnCount":

<xs: conpl exType nanme="al ar mCount " >

<XS:sequence>

<xs:elenent nane="Priorityl" type="xs:integer"

m nCccurs="0" maxCccurs="1"/>

<xs:elenment nanme="Priority2" type="xs:integer"

m nCccurs="0" maxCccurs="1"/>
</ Xxs: sequence>
<xs: conpl exType>

In the com ng exanples the format of the EXI contents follows the
syntax proposed in [EXI-primer]. Retrieving the contents of
attribute Priorityl by expressing the attribute in the path is
possi ble wth:
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REQ CET exanple.com ng/com /Al arns/Priorityl
(Content-Format: application/exi)

RES. 2.05 Content (Content-Format: application/exi)
SE(al arnCount ) SE(Priorityl) value EE EE

Retrieving the contents of Priorityl and Priority2 attributes by
referring to the object as a whole in the URI is shown in the
fol |l ow ng exanpl e:

REQ CET exanpl e.conf ng/ com /Al arns

RES. 2.05 Content (Content-Format: application/exi)
SE(al arnCount) SE(priorityl) value EE SE(priority2) value EE EE

It is possible that the size of the specified object is too large to
fit in a single nmessage. CoM gives the possibility to send the
contents of the objects in several fragnents with a maxi num si ze.

The "sz" link-format attribute [ RFC6690] specifies the maxi num size
in bytes. The returned data MJUST termnate with an EE EXI event.

The sequel can be asked by sending the sane request but with an
offset that is equal to the already received nunber of EE EXI events.
The offset is specified with the (newto define) "of" |ink-format
attribute.

6. 2. CoM M B Function Set

The Function Set allows the access to one M B variabl e per CoAP
nmessage. The schema is shown in Appendix A The identifier is based
on the human readabl e name and not on the sequence of nunbers that
identifies the object in the I SO object hierachy.

TODO Distinguish CoM objects of same type and thus with identical
names.

A request to read the value of a MB variable is sent with a
confirmabl e CoAP CET nessage. A request to set a value is sent with
a confirmbl e CoAP PUT nessage. The Response is piggybacked to the
CoAP ACK nmessage corresponding with the Request. An exanpl e request
| ooks i ke:

REQ CET exanpl e.coni ng/ comi / m b/vari abl e

RES: 2.05 Content (Content-Format: application/exi)
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SE(M B) SE(nane) variabl e EE SE(val ue) val ue EE EE

A MB variable nmay be conposed of rows with each row conposed of
typed values. Limts to the bulk transport are expressed with the
"sz" link-format attribute [ RFC6690] and the "of" |ink-format
attribute.

When a variable with the specified nane cannot be processed by the
SNWP server, CoAP Error code 5.01 is returned with the SNWP error
code transported in the payload. Two types of error code can be
returned: exception or error-status as specified in Appendi x A,
according to the rules of [RFC3416]. For exanple when M B "vari abl e"
does not exist:

REQ CET exanple.com ng/com / m b/vari abl e

RES: 5.01 Not Inplenented (Content-Format: application/exi)
SE(excepti on) noSuchCbj ect EE

The TRAP is sent with a non confirmable CoAP PUT nessage to a
destination specified in Section 7.

7. CoM objects

Setting up paraneter values and establishing rel ati ons between

devi ces during conmm ssioning of a nmanaged network is an inportant
aspect of the deploynent of CoM objects. Draft
[I-D.ietf-core-interfaces] describes the binding of end-points to
end- points on renote devices, and draft [I-D.ietf-core-groupconm
descri bes the enabling of nulticast nessages. A honbgeneous approach
to the associated resources is the subject of this section. A list
of objects describing different aspects of conm ssioning conprise:

o Binding table as described in [I-D.ietf-core-interfaces], schem
presented in Appendi x B. 2.

o Milticast address enabling as described in
[I-D.ietf-core-groupcom, schema presented in Appendi x B.1.

0 SNWP notification destinations as referred to in [ RFC3416], schena
presented in Appendi x B. 2.

o Nanes of files containing the schemas to be expected, schema
presented in Appendi x B. 3.
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The object with type "binding table" contains a sequence of bindings.
The contents of bindings contains the nmethods, |ocation, the interval
speci fications, and the step val ue as suggested in
[I-D.ietf-core-interfaces]. The nethod "notify" has been added to

t he bi nding nmethods "poll", "obs" and "push", to cater for the

bi ndi ng of SNMP notifications to a target.

The object of type "MCgroups" contains a sequence of MC addresses to
be enabl ed on the interface, specified by MCentry. 1In these schemas
bot h the host nane (group nanme) and the corresponding | P address are
stored. The |IP address has been added for those networks where no
access to DNS is possible and only the I P address is available. Once
the DNS is available and the I P address is brittle, it is recommended
to use the host nanme and not rely on the value of the I P address.

The object of type "Schema-files" contains a sequence of schema files
describing the data structure tranportable in CoM nessages.

8. security Considerations
TODO foll ows CoAP security provisioning.

9. | ANA Consi derations
TODO
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Appendi x A, XM. Schema for CoM M B
Thi s appendi x descri bes the XML schema that defines the payl oad
contents for MB requests via the CoM Function Set. It is assuned
that M B variables are referred by name and not by the oid.

TODO. The schenma needs to be updated to define basic types and
notifications. Access may be nore sophisticated than described here.
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Creation and deletion of colums and rows is not catered for. The
access nodes are not visible.

<xs: si npl eType nane="exception">
<xs:restriction base="xs:string">
<xs:enuneration val ue="noSuchObj ect"/ >
<xs:enuneration val ue="noSuchl nstance"/ >
<xs:enuneration val ue="endd M bVi ew'/ >
</xs:restriction>
</ xs:sinpl eType>

<xs:sinpl eType nanme="error-status">
<xs:restriction base="xs:string">
<xs:enuneration val ue="noError"/>
<xs:enumeration value="tooBig"/>
<xS:enuneration value="noSuchNane"/>
<xs:enuneration value="badVal ue"/>
<xs:enuneration value="readOnly"/>
<xs:enumeration value="genErr"/>
<xs:enuneration value="noAccess"/>
<xs:enuneration value="wongType"/>
<xs:enuneration val ue="wongLength"/>
<xs:enuneration val ue="w ongEncodi ng"/>
<xs:enuneration val ue="wongVal ue"/>
<xs:enuneration value="noCreation"/>
<xs:enuneration value="inconsistentVal ue"/>
<xs:enuneration value="resourceUnavail able"/>
<xs:enuneration value="commtkFailed"/>
<xs:enuneration value="undoFail ed"/>
<xs:enuneration value="authorizationError"/>
<xXs:enuneration value="notWitable"/>
<xs:enuneration value="inconsistentName"/>
</ Xxs:restriction>
</ xs:sinpl eType>

<xs:conpl exType nane ="M Bscal ar" >
<XS:sequence>
<xs:element name="identifier" type="xs:string"/>
<choi ce>
<xs:el enment nane="val ue" type="xs:integer"/>
<xs: el ement nane="val ue" type="xs:string"/>
</ choi ce>
</ Xxs: sequence>
</ xs: conmpl exType>

<xs:conpl exType nane="entryType">
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<XS:sequence>
<xs: el ement nane="Type" type="M Bscal ar"
m nCccur s="0" maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="M BTabl e" >
<XS:sequence>
<xs: el enent nane="Entry" type="entryType"
m nQccur s="0" maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>

Appendi x B. XML Schema for CoM objects

Thi s appendi x descri bes the XM. schema that defines the payl oad
contents for requests via the CoM Function Set to the CoM objects
for multicast group, binding table, and SNWP notifications. For the
SNMP notifications the Binding Method table specification of
[I-D.ietf-core-interfaces] has been extended with "notify".

B.1. Schema for MC groups

MCentries are stored in MCG oups

<xs:conpl exType name="Mientry">
<xs: el ement nane="groupNane" type="xs:string"/>
<xs: el enent nane="1Paddress" type="xs:string"/>
</ xs: conpl exType>

<xs: conpl exType nanme="MCgr oups" >
<XS:sequence>
<xs: el enent nane="MCentry" type="Mentry"
m nOccur s="0" maxQccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>

B.2. Schema for CoAP bi nding
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Bi ndi ng tabl e contai ns several sinple Bindings, conposed of timng
paraneters and Function signature.

<xs: conpl exType nanme="CoAPnet hod" >
<xs:restriction base="xs:string">
<Xs:enuneration val ue="GeT"/ >
<XS:enuneration val ue="PUT"/ >
<xXs:enuneration val ue="POST"/ >
</ xs:restriction>
</ xs: conpl exType>

<xs: conpl exType nane="bi ndi ngMet hod" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="poll"/>
<xs:enumeration val ue="obs"/>
<xs:enuneration val ue="push"/>
<xs:enuneration val ue="notify"/>
</xs:restriction>

</ xs: conpl exType>

<xs: conpl exType nane="i nvocation">
<xs: el ement nane="hostnane" type="xs:string"/>
<xs: el ement nane="pat hnane" type="xs:string"/>
<xs: el ement nane="1Paddress" type="xs:string"/>
<xs: el ement nane="Dbi ndi ngMet hod" type="bi ndi ngMet hod"/ >
<xs: el ement name=" CoAPnet hod" type="CoAPnet hod"/>

</ xs: conpl exType>

<xs: conpl exType nane="si npl eBi ndi ng" >
<xs: el ement nane="net hod" type="invocation"/>
<xs: el ement nane="m nPeri od" type="xs:integer"/>
<xs: el ement name="nmaxPeriod" type="xs:integer"/>
<xs: el ement nane="changeStep" type="xs:integer"/>
</ xs: conpl exType>

<xs: conpl exType nane="bi ndi ng Tabl e">
<XS:sequence>
<xs: el enment nane="si npl eBi ndi ng" type="si npl eBi ndi ng"
m nQccur s="0" maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>

B.3. Valid Schemas
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File nanes are stored in Schemn

<xs: conpl exType nanme="Schema-fil es">
<XS:sequence>
<xs:el ement nane="Schema" type="xs:string"
m nOccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
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