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Abstract
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devices via MBs. The proposed integration of CoAP with SNWP reduces
t he code- and application devel opnment conplexity by accessing M Bs
via a standard CoAP server. The payload of the MB request is JSON,
CBOR or XML (EXI'). The mapping fromSM to XM., JSON and CBOR i s
speci fi ed.
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The Constrai ned RESTful Environnments (CoRE) working group ains at
Machi ne to Machine (M2M applications such as smart energy and
bui I di ng control.

Smal | M2M devi ces need to be managed in an automatic fashion to
handl e the | arge quantities of devices that are expected to be
installed in future installations. The managenent protocol of choice
for Internet is SNMP [ RFC3410] as is testified by the | arge nunber of
Managenent I nformation Base (MB) [RFC3418] specifications currently
publ i shed [ STDO001]. More recently, the NETCONF protocol [RFC6241]
was devel oped with an extended set of nessages using XM. [ XM.] as
data format. The data syntax is specified with YANG [ RFC6020] and a
mappi ng from Yang to XML is specified. In [RFC6643] SMv2 syntax is
expressed in Yang. Contrary to SNVP and al so CoAP, NETCONF assunes
persi stent connections for exanple provided by SSH  The NETCONF
protocol provides operations to retrieve, configure, copy, and delete
configuration data-stores. Configuring data-stores distinguishes
NETCONF from SNMP whi ch operates on standardi zed M Bs.

The CoRE Managenent Interface (CoM) is intended to work on
standardi zed data-sets in a stateless client-server fashion and is
thus closer to SNVWP than to NETCONF. Standardi zed data sets are
necessary when small devices fromdifferent manufacturers are nmanaged
by applications originating from another set of nmanufacturers.

St at el ess conmuni cation is encouraged to keep communi cati ons sinple
and the anount of state information small in line with the design

obj ectives of 6lowpan [ RFC4944] [ RFC6775], RPL [ RFC6650], and CoAP
[I-D.ietf-core-coap].

Currently, managed devi ces need to support two protocols: CoAP and
SNWMP.  Wien the M B can be accessed with the CoAP protocol, the SNW
protocol can be replaced with the CoAP protocol. This arrangenent
reduces the code conplexity of the stack in the constrai ned device,
and harnoni zes applications devel oprent.

The objective of CoM is to provide a CoAP based Function Set that
reads and sets values of MB variables in devices to (1) initialize
paranmeter values at start-up, (2) acquire statistics during
operation, and (3) maintain nodes by adjusting paraneter val ues
during operation.

The payl oad of CoM is encoded in JSON [JSQON], CBOR

[1-D. bormann-cbor] or XML [ XM.]. CoM is intended for small devices.
The XML or JSON overhead can be prohibitive. It is therefore
recommended to transport CBOR or EXI [EXI] in the payload. CBOR,

| i ke BER used for SNWP, transports the data type in the payload. EXI
uses a schema file that provides information about transported data

t ypes.
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In [EXlI-measurement] it is shown that EXI can be an order of
magni t ude smal | er than the equivalent XM representation. Actually,
the EXI structure adds the overhead per data unit of an EXl event
(indicates the type of the following XM. el enent) with a size that
depends on the nunber of EXI event types present in the schema and
its frequency of occurrence. In [JSONXM] it is shown that nenory
and CPU usage for sending JSON encoded or XM. encoded objects |ed on
average to a 50% | ower resource usage for JSON. Consequently, froma
resource utilization point of view EXI and CBOR seemthe right

choi ce. CBOR does not need a schema, but EXI requires one for
decodi ng. Consequently, for EXI different schema versions nust be
handl ed by a versioning schene.

The end goal of CoM is to provide information exchange over the CoAP
transport protocol in a uniformmanner to approach the ful

managenment functionality as specified in

[I-D. ersue-constrai ned-ngnt].

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY",and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Readers of this specification are required to be famliar with al
the ternms and concepts discussed in [ RFC3410], [RFC3416], and
[ RFC2578] .

Core Managenent Interface (CoM) specifies the profile of Function

Sets which access MBs with the purpose of managi ng the operation of

constrai ned devices in a network.

The followng list defines the terns used in this docunent:

Managi ng Entity: An entity that nanages one or nore nmanaged devi ces.
Wthin the CoM framework, the managing entity acts as a CoAP
client for CoM.

Managed Device: An entity that is being managed. The nanaged device
acts as a CoAP server for CoM.

NOTE: It is assuned that the managed device is the nbst constrained
entity. The managing entity m ght be nore capable, however this is
not necessarily the case.

The followi ng Iist contains the abbreviations used in this docunent.
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OD: ASN 1 OBJECT-I1DENTI FIER, which is used to uniquely identify MB
objects in the managed device

2. CoAP Interface

In CoRE a group of links can constitute a Function Set. The fornmat of
the links is specified in [I-D.ietf-core-interfaces]. This note
speci fies a Managenent Function Set. CoM end-points that inplenent

t he CoM managenent protocol support at |east one discoverable
managenent resource of resource type (rt): core.ng, with path: /nyg,
where ng is short-hand for managenent. The ng resource has one sub-
resource accessible with the path

o MBwth path /ng/mb and an XM. (EXI'), JSON or CBOR content
formt.

The m b resource provides access to the M Bs described in
Section 3.2. The mb resource is introduced as a sub resource to ng
to permt later additions to CoM ng resource.

XML and JSON schemas describe the structure of the MBs. It is
expected that given the verbosity of XM. and JSON, CoM nessages wil |
nmostly use EXI or CBOR  The profile of the managenent function set,
with | F=core.ng.mb, is showm in the table below, follow ng the
guidelines of [I-D.ietf-core-interfaces]:

o e e o - R o e a o - o e e e +
| nane | path | RT | Data Type |
S S S Fom e e +
| Managenent | /g | core.ng | n/a |
I I I I I
| MB | /mg/mb | core.ng.mb | application/json

I I I I I
| MB | /mg/mb | core.ng.mb | application/cbor |
| | | | |
| MB | /my/mb | core.ng.mb | application/xm |
I I I I I
| MB | /mg/mb | core.ng.mb | application/exi |
o e e o - R o e a o - o e e e +

The val ue of the EXI events have a different neani ng dependent on the
acconpanyi ng schema file. Schemas are sent to the device at
initialization such that it can prepare the parsing tables in
advance. Schenma managenent is discussed in Section 7. No such
schema i s needed for CBOR
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3. M B Functi on Set

The M B Function Set provides a CoAP interface to perform equival ent
functions to the ones provided by SNMP. Section 3.1 explains the
structure of SNMP PDUs and their transport.

3.1. SNMP/MB architecture

The architecture of the Internet Standard managenent franework
consi sts of:

0 A data definition | anguage that is referred to as Structure of
Managenent | nformation (SM)[ RFC2578].

o The Managenent Information Base (M B) which contains the
information to be nanaged and is defined for each specific
function to be managed [ RFC3418].

o A protocol definition referred to as Sinple Network Managenent
Protocol (SNWP) [RFC3416].

o Security and admi nistration that provides SNVP nessage based
security on the basis of the user-based security nodel [RFC3414].

Separation in nodul es was notivated by the wish to respond to the
evolution of Internet. The protocol part (SNWP) and data definition
part (M B) are independent of each other. The separation has enabl ed
t he progressive passage from SNMPvl via SNMPv2 to SNWPv3. This draft
| everages this separation to replace the SNVP protocol with a CoAP
based prot ocol

3.1.1. SNWP functions

The SNWP protocol supports seven types of access supported by as nany
Protocol Data Unit (PDU) types:

0 Cet Request, transmts a list of OBJECT-I1DENTIFIERs to be paired
wi th val ues.

0 GetNext Request, transmits a |ist of OBJECT-IDENTI FI ERs to which
| exi cographi ¢ successors are returned for table traversal.

0 GetBulk Request, transmits a |ist of OBJECT-IDENTI FI ERs and the
maxi mum nunber of expected paired val ues.

0 Response, returns an error or the (OBJECT-I|DENTIFI ER, value) pairs

for the OBJECT-1 DENTI FI ERs specified in Get, GetNext, GCetBulk,
Set, or |Inform Requests.
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0 Set Request, transmts a list of (OBJECT-I1DENTIFIERs, value) pairs
to be set in the specified M B object.

o Trap, sends an unconfirmed nmessage with a |list of (OBJECT-
| DENTI FI ERs, value) pairs to a notification requesting end-point.

o Inform Request, sends a confirmed nessage with a list of (OBJECT-
| DENTI FI ERs, value) pairs to a notification requesting end-point.

The binding of the notification to a destination is discussed in
Section 6.

3.1. 2. M B structure

A MB nodule is conposed of MB objects. MB objects have a
descriptor and an identifier: OBJECT-IDENTIFIER (O D). The
identifier, followng the OSI hierarchy, is an ordered |ist of non-
negati ve nunbers [RFC2578]. O D values are unique. Each nunber in
the list is referred as a sub-identifier. One descriptor can be
rel ated to several O Ds.

A MB object is usually a scalar object. A MB object my have a
tabular formw th rows and colums. Such an object is conposed of a
sequence of rows, with each row conposed of a sequence of typed
values. An index value identifies the rowin the table.

In SM, a table is constructed as a SEQUENCE OF its entries. For
exanpl e, the | pAddrTable from[RFC4293] has the follow ng definition:

i pv6l nterfaceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pv6l nterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table containing per-interface |Pv6-specific
i nformation."

c:={ ip 30}

i pvbl nterfaceEntry OBJECT- TYPE
SYNTAX | pv6l nterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing |Pv6-specific information for a given
interface.”
| NDEX { ipv6lnterfacelflndex }
c:={ ipvblnterfaceTable 1 }
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| pv6l nterfaceEntry ::= SEQUENCE ({
i pv6l nterfacel fl ndex I nterfacel ndex,
i pv6l nt er f aceReasmVaxSi ze Unsi gned32,
i pvbl nterfaceldentifier | pv6AddressifldentifierTC,

i pv6l nt er f aceEnabl eSt at us | NTEGER,
i pv6l nt erf aceReachabl eTi mre  Unsi gned32,
i pv6l nterfaceRetransm tTi ne Unsi gned32,
i pv6l nterfaceForwardi ng | NTEGER

The nane of the MB table is used for the name of the CoM vari abl e.
However, there is no explicit mention of the nanes

"ipvel nterfaceEntry" and "I pv6lnterfaceEntry". |nstead, the val ue of
the main CoM variable consists of an array, each el ement of which
contains 7 CoM variables: one elenent for "ipv6lnterfacelflndex",
one for "ipv6lnterfaceReasmvaxSi ze" and so on until

"1 pv6l nt er f aceFor war di ng".

3.2. CoM Function Set
Two types of interfaces are supported by CoM:

single value Reading/Witing one MB variable, specified in the URI
with path /ng/ m b/descriptor or with path /ng/ m b/ O D.

mul tiple values Reading witing arrays or nmultiple MB vari abl es,
specified in the payl oad.

A M B object has a descriptor and an OD that identifies it uniquely
within the device. MB objects are standardi zed by the | ETF or by
ot her rel evant Standards Devel opi ng Organi zati ons (SDO) .

The exanples in this section use a payload with one or nore entries
describing the pair (descriptor, value), or (OD, value). The syntax
of the payloads is specified in Section 4.

3.2.1. Single MB val ues

A request to read the value of a MB variable is sent with a
confirmabl e CoAP GET nessage. The single MB variable is specified
in the URI path with the O D or descriptor suffixing the /ng/ mb/
path nane. A request to set a value is sent with a confirmbl e CoAP
PUT nessage. The Response is piggybacked to the CoAP ACK nessage
corresponding with the Request.
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Using for exanple the sane MB from[RFC1213] as used in [ RFC3416], a
request is sent to retrieve the value of sysUpTinme. The answer to
the request returns a (descriptor, value) pair. The syntax of the
payl oad is specified in Section 4.

REQ CET exanpl e.con ng/ m b/ sysUpTi ne

RES:. 2.05 Content (Content-Format: application/xxxx)
(sysUpTime, "123456")

The specified object can be a table. The returned payload is
conposed of all the rows associated with the table. Each rowis
returned as a set of (columm nane, value) pairs. For exanple the a
GET of the i pNet ToMedi aTabl e, sent by the managi ng entity, results in
the followi ng returned payl oad sent by the nmanaged entity:

REQ CET exanpl e.conf ng/ m b/ i pNet ToMedi aTabl e

RES:. 2.05 Content (Content-Format: application/xxxx)
((i pNet ToMedi al fI ndex , 1)
(i pNet ToMedi aPhysAddress , "00:00::10: 01: 23: 45")
(1 pNet ToMedi aNet Address, "10.0.0.51")
(1 pNet ToMedi aType , "static")
) (
(1 pNet ToMedi al fI ndex , 1)
(i pNet ToMedi aPhysAddress , "00: 00::10: 54: 32: 10")
(i pNet ToMedi aNet Address, "9.2.3.4")
(1 pNet ToMedi aType , "dynam c")
) (
(1 pNet ToMedi al fI ndex , 2)
(1 pNet ToMedi aPhysAddress , "00:00::10:98: 76: 54")
(i pNet ToMedi aNet Address, "10.0. 0. 15")
(i pNet ToMedi aType , "dynam c"))

The used syntax is for denonstration purposes only. Rows are
encapsul ated witin brackets, simlar to the individual row el enents.
The syntax of the payload is specified in Section 4.

It is possible that the size of the returned payload is too large to
fit in a single nmessage. CoM gives the possibility to send the
contents of the objects in several fragnments with a nmaxi num si ze.
The "sz" link-format attribute [RFC6690] can be used to specify the
expected maxi num size of the mb resource in (identifier, value)
pairs. The returned data MJUST termnate with a conplete (identifier
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val ue) pair. The sequel can be asked by sending the same request but
with a uri-query indicating the offset of the first of the next
requested pairs. This offset is equal to the already received nunber
of pairs. The uri-query has the form"of=" (wthout the quotes)
followed by the offset as an integer in text format.

3.2.2. multi MB val ues

A request to read multiple MB variables is done by expressing the
pairs (MB descriptor, null) in the payload of the GET request
nmessage. A request to set nmultiple MB variables is done by
expressing the pairs (MB descriptor, null value) in the payl oad of
t he PUT request nessage.

3.2.3. Table row

The managing entity MAY be interested only in certain table entries.
One way to specify arowis to specify its row nunber in the URI with
the "row' uri-query attribute. The specification of row=1l returns
row 1 values of the ipNet ToMedi aTable in the exanpl e:

REQ CET exanple.com ng/ m b/ i pNet ToMedi aTabl e?r ow=1

RES: 2.05 Content (Content-Format: application/xxxx)
(i pNet ToMedi al f I ndex , 1)
(1 pNet ToMedi aPhysAddress , "00:00::10: 01: 23: 45")
(1 pNet ToMedi aNet Address, "10.0.0.51")
(i pNet ToMedi aType , "static")

An alternative node of selection is by specifying the value of the

I NDEX atttributes. Towards this end, the managing entity can include
the required entries in the payload of its "CET" request by
specifying the values of the index attributes.

For exanple, to obtain a table entry fromi pNet ToMedi aTabl e, the rows
are specified by specifying the index attributes: ipNetToMedi alfl ndex
and i pNet ToMedi aNet Address. The managi ng entity coul d have sent a
GET with the foll ow ng payl oad:

REQ CET exanpl e.con ng/ m b/i pNet ToMedi aTabl e
(1 pNet ToMedi al fI ndex , 1)
(1 pNet ToMedi aNet Address, "9.2.3.4")

RES: 2.05 Content (Content-Format: application/ xxxx)
(1 pNet ToMedi al fI ndex , 1)
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(1 pNet ToMedi aPhysAddress , "00:00::10:54: 32: 10")
(1 pNet ToMedi aNet Address, "9.2.3.4")
(1 pNet ToMedi aType , "dynam c")

Constrai ned devices MAY support this kind of filtering. However, if
they don’t support it, they MJST ignore the payload in the GET
request and handl e the nessage as if the payl oad was enpty.

It is advised to keep MBs for constrained entities as sinple as
possi ble, and therefore it would be best to avoid extensive tables.

3.2. 4. Error returns

When a variable with the specified nane cannot be processed, CoAP
Error code 5.01 is returned. 1In addition, a MB specific error can
be returned in the payload. Two types of error code can be returned:
exception or error-status as specified in Appendi x A according to
the rules of [RFC3416]. For exanple when M B "vari abl e" does not

exi st:

REQ GCET exanpl e.conf ng/ m b/ vari abl e
RES: 5.01 Not | nplenmented (Content-Format: application/xxx)
(exception, nosuchobject)

4. Mapping SM to CoM payl oad

The SM syntax is mapped to XM., CBOR, and JSON syntax, necessary for
the transport of MB data in the CoAP payl oad.

4.1. Mapping SM to JSON
M B information can be stored in JSON t hrough a JSON obj ect
containing a set of Nane-Value pairs, where each pair has the
foll ow ng syntax:

Nane : Val ue

“"Nane" is a string that either contains the variable descriptor from
the SM definition, or the OD of the associated variable. 1In the

| atter case, the "Nanme" string has the follow ng ABNF syntax, where
we borrow sone ABNF definitions from[I-D.ietf-json-rfc4627bis]:

descriptor = quotation-mark oid-prefix int *(underscore int)
guot ati on- mar k
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oi d-prefix = W6f %69 %64 underscore ; 'oid

under score o 5f D

In other words, when "Nane" contains an OD, it is represented as a
JSON string in which the dots of the O D are replaced by underscores,
and the ODis prefixed by "oid_".

The "Val ue" field contains the variable value, using the JSON data
type as indicated in Table 1.

U U U U U +
| SM type | JSON type | Specification |
o Fom e e e o e e e e e e e e e e o - +
| OBJECT- | DENTI FI ER | array of | |
| | integers | |
| | | |
| I'nteger32 | 1nteger | |
I I I I
| | NTEGER | integer | |
I I I I
| OCTET- STRI NG | Base64 encoded | |
| | string | |
I I I I
| BITS | array of | The integers can only |
| | integers | take the values 0 and 1. |
I I I I
| I pAddress | string | [RFC4291] |
| | | |
| Counter32 | 1nteger | |
I I I I
| Gauge32 | integer | |
I I I I
| TimeTicks | integer | |
| | | |
| Count er 64 | 1nteger | |
I I I I
| Unsigned32 | integer | |
I I I I
| Table | array | Section 4.1.1 |
. Ry Y +

Table 1. Conversion of SM types to JSON
For exanpl e, the nunber of UDP datagrams received can be obtai ned

t hrough the udpl nDat agrans vari able as specified in [RFC4113]. It
coul d have the follow ng outcone:
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"udpl nDat agrans” : 82174
}

Al ternatively, when the response uses an O D instead of the variable
identifier, the outconme would be as follows:

"oid 1.3 6.1 2 17 1" : 82174
}

Anot her exanple of a JSON encoding of two (fictional) MB vari abl es
"aBitString" and "anQbjectI D', with types BITS and OBJECT- | DENTI FI ER
is as foll ows:

"aBitString" : [ O,
"anCbjectI D' : [ 1
}

4.1.1. Tables in JSON

If a MB object is atable, it is represented as an array of rows,
the el ements of which contain tuples related to the rows.

For exanpl e, an udpEndpoi nt Tabl e woul d be encoded as foll ows:

"udpEndpoi nt Tabl e" : |

"udpEndpoi nt Local Addr essType" : 2,
"udpEndpoi nt Local Address” : "2001: D3B8:: 417A"
"udpEndpoi nt Local Port" : 5683,
"udpEndpoi nt Renot eAddr essType" : 2,
"udpEndpoi nt Renot eAddr ess” : "2001: 5C3D: : 59C1",
"udpEndpoi nt Renot ePort™ : 8000,
"udpEndpoi nt I nstance" : 14789215,
"udpEndpoi nt Process" : 61572493

"udpEndpoi nt Local Addr essType" : 2,
"udpEndpoi nt Local Address” : "2001: D3B8: : 417A"
"udpEndpoi nt Local Port" : 56883,
"udpEndpoi nt Renot eAddr essType" : 2,
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"udpEndpoi nt Renot eAddr ess” : "4301: 5338: : DFCL1",
"udpEndpoi nt Renot ePort™ : 6000,
"udpEndpoi nt I nstance" : 14892714,
"udpEndpoi nt Process" : 157491

4.2. Mapping SM to CBOR

CBOR [ I -D. bormann-cbor] is a binary format designated for the
transm ssion of structured information. This section di scusses how
CBOR can be used to exchange M B dat a.

The M B variables are represented in a CBOR map of indefinite |ength.
Such a map is a list of paired data fields. The first data field of
each pair contains either a string containing the nane of the MB
vari able, or an array of integers containing the MB variable’ s OD.
The second datafield contains the variable s val ue.

Tabl e 2 gives an overview of the conversion fromSM to CBOR If the
first element of a pair in the map contains an O D, it uses the sane
CBOR format for the first elenment as defined in the table in the

" OBJECT- | DENTI FI ER" row.

OBJECT- | DENTI FI ER First el enent
corresponds to the nost

|l eft nunber in the A D.

array of
unsi gned
i nt egers
I nt eger 32 unsi gned

i nt eger or
negati ve

i nt eger

| NTEGER
i nt eger or
negative

I nt eger

OCTET- STRI NG byte string

BITS array of
unsi gned
i ntegers

The integers can only
take the values 0 and 1.

I
I
I
I
I
I
I
I
I
unsi gned |
I
I
I
I
I
I
I
I
I
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I I I I
| | pAddress | text string | [ RFC4291] |
I I I I
| Counter32 | unsigned | |
| | integer | |
| | | |
| Gauge32 | unsigned | |
| | integer | |
I I I I
| TimeTicks | unsigned | |
| | integer | |
| | | |
| Counter64 | unsigned | |
| | integer | |
I I I I
| Unsigned32 | unsigned | |
| | integer | |
| | | |
| Table | array of maps | Section 4.2.1 |
o e e e e e e Fom e e e e e o e oo o o e e e e e e e e e e aeaaa o +

Tabl e 2: Conversion of SM types to CBOR

For exanpl e, the variable "udpl nDatagrans” of SM type "Counter32"
and value "82174" is reflected in CBOR as foll ows:

BF # map (indefinite)
6E 75 64 70 49 6E 44 61 74 61 67 72 61 6D 73 # "udpl nDat agr ans”
1A 00 01 40 FE # 32-bit int 82174

FF # end of map

O alternatively, using the O D of "udpl nDatagrans":

BF # map (indefinite)
88 01 03 06 01 02 01 07 01 #1.3.6.1.2.1.7.1
1A 00 01 40 FE # 32-bit int 82174

FF # end of map

4.2.1. Tables in CBOR

In case a MB variable is a table, it is represented in CBORwith a
indefinite length array of nmaps.

The array corresponds to the rows in the MB table, and its el enents

consi st of maps corresponding to the elenents of each row The
encodi ng of the maps has the sane syntax as the main nmap.
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For exanpl e,
encoded in CBOR as foll ows:

BF

CoM

Cct ober 2013

t he "udpEndpoi nt Tabl e" from Section 3.1.2 would be

70 75 64 70 45
74 54 61 62 6C

oF
BF
78
6F
41
70
02
77
69
64
6f
38
74
69
6F
19
78
6F
65
79
02
78
6F
65
6F
44
75
69
50
19
73
69
63
1A
72
69
73
1A
FF
BF
78
6F

van der Stok &

1B
69
64
65

75
6e
64
32
3A
75
6E
72
16
1C
69
41
70

18
69
41
32
3A
75
6E
6F
1F
75
6E
65
00
75
6E

03

1B
69

75
6E
64

64
74
72
30
3A
64
74
74
33
75
6E
64
65

75
6E
64
30
3A
64
74
72
40
64
74

El
64
74
AB

75
6E

6E 64 70 6F 69

65

64
74
72

70
4C
65
30
34
70
4C

64
74
64

64
74
64
30
35
70
52
74

70
49

AA
70
50
85

64
74

70
4C
65

45
6f
73
31
31
45
6f

70
52
72

70
52
72
31
39
45
65

45
6E
5F
45
72
8D

70
4C

45
6F
73

6E
63
73
3A
37
6E
63

45
65
65

45
65
65
3A
43
6E
6D

6E
73

6E

6F

45
6F

6E
63
73

64
61

44
41
64
61

6E
6D
73

6E
6D
73
35
31
64
6F

64
74

64

63

6E
63

Gr eevenbosExpi res

64
61
54

70
6C

33

70
6C

64
6F
73

64
6F
73
43

70
74

70
61

70

65

64
61

6E

70
6C
79

6f

41
42
6F
50

70
74
54

70
74
33
6F
65

6F
6E

6F

73

70
6C

Apri |

#

#
#
#

H H

HHHH

20, 2014

main map (indefinite)
"udpEndpoi nt Tabl e"

array (indefinite)
map for first row

"udpEndpoi nt Local Addr essType"
i nteger 2
"udpEndpoi nt Local Addr ess"
"2001: D3B8: : 417A"

"udpEndpoi nt Local Port"
5683

"udpEndpoi nt Renot eAddr essType"
2

"udpEndpoi nt Renot eAddr ess™

*2001: 5C3D0: : 59C1"

"udpEndpoi nt Renot ePort™
8000

"udpEndpoi nt | nst ance"
14789215

"udpEndpoi nt Process”
61572493

end of first row
map for second row
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41 64 64 72 65 73 73 54 79

70 65 # "udpEndpoi nt Local Addr essType"
02 # integer 2

77 75 64 70 45 6E 64 70 6F

69 6E 74 4C 6F 63 61 6C 41

64 64 72 65 73 73 # "udpEndpoi nt Local Addr ess™
6F 32 30 30 31 3A 44 33 42
38 3A 3A 34 31 37 41 # "2001: D3B8: : 417A"

74 75 64 70 45 6E 64 70 6F
69 6E 74 4C 6F 63 61 6C 50
6F 72 74 # "udpEndpoi nt Local Port™
19 16 33 # 5683
78 1C 75 64 70 45 6E 64 70
6F 69 6E 74 52 65 6D 6F 74
65 41 64 64 72 65 73 73 54
79 70 65 # "udpEndpoi nt Renot eAddr essType"
02 # 2
78 18 75 64 70 45 6E 64 70
6F 69 6E 74 52 65 6D 6F 74
65 41 64 64 72 65 73 73 # "udpEndpoi nt Renot eAddr ess”
6F 34 33 30 31 3A 35 33 33
38 3A 3A 44 46 43 31 # "4301: 5338: : DFCL"
75 75 64 70 45 6E 64 70 6F
69 6E 74 52 65 6D 6F 74 65
50 6F 72 74 # "udpEndpoi nt Renot ePort "
19 17 70 # 6000
73 75 64 70 45 6E 64 70 6F
69 6E 74 49 6E 73 74 61 6E
63 65
1A 00 E3 3E AA
72 75 64 70 45 6E 64 70 6F
69 6E 74 50 72 6F 63 65 73
73
1A 00 02 67 33
FF
FF
FF

"udpEndpoi nt | nst ance"
14892714

H H

"udpEndpoi nt Process”
157491

end of second row
end of array

end of main map

HHHIFHH

TBD: we may consider splitting up the CBOR definition in two parts,
the first part containing a translation table with ( integer,
descriptor/oid ) pairs, the second as above but using instead of the
descriptor/oid the integers defined in the translation table. This
woul d i ncrease coding efficiency, but requires sonme extra work
especially on the client (managing entity) side. This suggestion
woul d | ead to the foll ow ng CBOR dat a:

82 # two el enent array
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BF
00

01

02

03

04

05

06

07

08

FF
BF
00
oF

van der Stok &

70
69

78
6F
41
70

77
69
64

74
69
6F

78
6F
65
79

78
6F
65

75
69
50

73
69
63

72

69
73

BF

75
6E

1B
69
64
65

75
6e
64

75
6E
72

1C
69
41
70

18
69
41

75
6E
6F

75
6E
65

75
6E

01
02
02
6f
42

64
74

75
6E
64

64
74
72

64
74
74

75
6E
64
65

75
6E
64

64
74
72

64
74

64
74

32
38

70
54

64
74
72

70
4C
65

70
4C

64
74
64

64
74
64

70
52
74

70
49

70
50

30
3A

45
61

70
4C
65

45
6f
73

45
6f

70
52
72

70
52
72

45
65

45
6E

45
72

30
3A

6E
62

45
6F
73

6E
63
73

6E
63

45
65
65

45
65
65

6E
6D

6E
73

6E
6F

31
34

64
6C

6E
63
73

64
61

64
61

6E
6D
73

6E
6D
73

64
6F

64
74

64
63

3A
31

Gr eevenbosExpi res

70
65

64
61
54

70
6C

70
6C

64
6F
73

64
6F
73

70
74

70
61

70
65

44
37

6F

70
6C
79

6f
41

6F
50

70
74
54

70
74

6F
65

6F
6E

6F
73

33
41

Apri |

HH H* H

H H

HH

** HFHIFHFHHFEH H*

20, 2014

Cct ober 2013

transl ation map (indefinite)
0:

"udpEndpoi nt Tabl e"
1

dpEndpoi nt Local Addr essType"
2:

"udpEndpoi nt Local Addr ess”
3:

dpEndpoi nt Local Port™
4:

dpEndpoi nt Renot eAddr essType"
5:

"udpEndpoi nt Renot eAddr ess™
6:

dpEndpoi nt Renot ePort "
7.

dpEndpoi nt | nst ance"
8:

"udpEndpoi nt Process”

vari ables map (indefinite)
0="udpEndpoi nt Tabl e"

array (indefinite)

map for first row
1="udpEndpoi nt Local Addr essType"
i nteger 2
2="udpEndpoi nt Local Addr ess"

"2001: D3B8: : 417A"
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03 3="udpEndpoi nt Local Port"

19 16 33 5683

04 4="udpEndpoi nt Renot eAddr essType"
02 2

05 5="udpEndpoi nt Renot eAddr ess"

6F 32 30 30 31 3A 35 43

33 44 3A 3A 35 39 43 31 *2001: 5C30: : 59C1"

06 6="udpEndpoi nt Renot ePort "
19 1F 40 8000
07 7="udpEndpoi nt | nst ance"
1A 00 E1 AA 5F 14789215
08 8="udpEndpoi nt Process"
1A 03 AB 85 8D 61572493
FF end of first row
BF map for second row
01 1="udpEndpoi nt Local Addr essType"
02 i nteger 2
02 2="udpEndpoi nt Local Addr ess"

6F 32 30 30 31 3A 44 33

42 38 3A 3A 34 31 37 41 "2001: D3B8: : 417A"

03 3="udpEndpoi nt Local Port"

19 16 33 5683

04 4="udpEndpoi nt Renot eAddr essType"
02 2

05 5="udpEndpoi nt Renot eAddr ess"

6F 34 33 30 31 3A 35 33

33 38 3A 3A 44 46 43 31 "4301: 5338: : DFC1"

06 6="udpEndpoi nt Renot ePort "
19 17 70 6000

07 7="udpEndpoi nt | nst ance"
1A 00 E3 3E AA 14892714

08 8="udpEndpoi nt Process"
1A 00 02 67 33 157491

FF
FF
FF

end of second row
end of array
end of main map

HHEIFHFHFEHFEHHR HHEIFHFHH HHEIFHFHFEHFEHFHHFR HHHIFHH

Qoviously this leads to |l ess bytes to transmt, but it needs to
define an extra translation table. The server can include the fixed
mappi ng as a macro, so it does not need to calculate it for each
request. In this exanple the translation map is for the whole
structure. The map can be restricted to the entries that are used.

4.3. Mapping SM to XM
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The types specified by SM can be represented by a XM synt ax
according to the specification in this section. The XM syntax is
t aken over from http://ww. w3c. org/ 2001/ XM_Schena- dat at ypes.

OBJECT- | DENTI FI ER: array of int

I nt eger 32: i nt
| NTEGER: i nt

OCTET- STRI NG Base64 encoded string

I I I I
I I I I
I I I I
I I I I
| | | |
I I I I
I I I I
| | | _ |
| BITS: | bits | Appendi x A |
I I I I
| | PAddress: | string | [ RFC4291] |
I I I I
| Counter32: | nonNegati vel nt eger | |
I I I I
| Gauge32: | nonNegati vel nt eger | |
I I I I
| TimeTicks: | time | |
I I I I
| Counter64: | unsignedl ong | |
I I I I
| Unsigned32: | unsignedl nt | |
I I I I
| Table | M BTabl e | Appendi x A |
e e e e e e o e e e e e e e eeaa o e o +

Tabl e 3: Conversion of SM types to XM
4.3.1. Tables in XM

In case a MB variable is a table, it is represented in XM wth an
indefinite |l ength SEQUENCE of type entry. Each elenent of entry has
a name and a choice of XML types. The associated schema is shown in
Appendi x A. For exanpl e the udpEndPoi nt Tabl e woul d | ook Iike:

<M BTabl e>
<M Bi dentifier>
<descri pt or >" udpEndpoi nt Tabl e" </ descri pt or>
</MBidentifier>
<r ow>
<entry nanme="udpEndpoi nt Local Addr essType" val ue="2"/>
<entry name="udpEndpoi nt Local Addr ess" val ue="2001: D3B8: : 417A"/ >
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<entry name="udpEndpoi nt Local Port" val ue="5683"/>
<entry name="udpEndpoi nt Renot eAddr essType" val ue="2"/>
<entry name="udpEndpoi nt Renot eAddr ess"” val ue="2001: 5C3D: : 59C1"/ >
<entry name="udpEndpoi nt Renot ePort" val ue="8000"/>
<entry nanme="udpEndpoi ntl nstance" val ue="14789215"/>
<entry name="udpEndpoi nt Process" val ue="61572493"/ >
</ row>
<r ow>
<entry name="udpEndpoi nt Local Addr essType" val ue="2"/>
<entry name="udpEndpoi nt Local Addr ess" val ue="2001: D3B8: : 417A"/ >
<entry nanme="udpEndpoi nt Local Port" val ue="5683"/>
<entry nanme="udpEndpoi nt Renot eAddr essType" val ue="2"/>
<entry name="udpEndpoi nt Renot eAddr ess" val ue="4301: 5338: : DFC1"/ >
<entry name="udpEndpoi nt Renot ePort" val ue="6000"/>
<entry name="udpEndpoi nt | nst ance" val ue="147892714"/ >
<entry name="udpEndpoi nt Process" val ue="157491"/ >
</row>
</ M BTabl e>

Wien the MBidentifier is an OD the syntax for M B obj ect
1.3.6.1.2.1.1. 3 | ooks Iike:

<M Bbj ect >
<M Bi denti fier>
<oi d>
<i dent >1</i dent >
<i dent >3</i dent >
<i dent >6</i dent >
<i dent >1</i dent >
<i dent >2</i dent >
<i dent >1</i dent >
<i dent >1</i dent >
<i dent >3</i dent >
</ oi d>
</MBidentifier>
<M Bval ue val ue="324"/>
</ M BQbj ect >

5. MB discovery

M B objects are discovered like resources with the standard CoAP
resource discovery. Performng a GET on "/.well-known/core" with
rt=core.ng.mb returns all MB descriptors and all O Ds which are
avai l able on this device. For table objects there is no further
possibility to discover the row descriptors. For exanple, consider
there are two M B objects with descriptors "sysUpTi ne" and
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"1 pNet ToMedi aTabl e" associated wth OD 1.3.6.1.2.1.1.3 and
1.3.6.1.2.1.4.22

REQ GCET exanpl e.conf.well-known/core?rt=core.ng.mb

RES: 2.05 Content (Content-Format: application/text)
</ g/ m b/ sysUpTi me>;rt="core.ng. mb";o0id="1.3.6.1.2.1.1. 3"
</ ng/ m b/ i pNet ToMedi aTabl e>; rt="core. ng. m b"; 0id="1.3.6.1.2.1.4. 22"

The link format attribute "oid is used to associate the nane of the
MB resource with its OD. The ODis witten as a string inits
conventional form

Notice that a MB variable normally is associated with a descriptor
and an OD. The ODis unique, whereas the descriptor may not.

6. Trap functions

A trap can be set through the CoAP Cbserve [I-D.ietf-core-observe]
function. As regular with Qbserve, the managing entity subscribes to
the variable by sending a GET request with an "QGbserve" option.

In the registration request, the managing entity MAY include a
"Response-To-Uri-Host" and optionally "Response-To-Uri-Port" option
as defined in [I-D. becker-core-coap-sns-gprs]. In this case, the
observations SHOULD be sent to the address and port indicated in

t hese options. This can be useful when the managing entity wants the
managed device to send the trap information to a nulticast address.

7. M B access nmanagenent

Setting up par amet er val ues and establishing rel ati ons between

devi ces during comm ssioning of a nmanaged network is needed for the
TRAP function. Draft [I-D.ietf-core-interfaces] describes the

bi ndi ng of end-points to end-points on renote devices. This is just
a table that contains the destination addresses of the MB vari abl es.
A list of objects describing different aspects of conm ssioning
conpri se:

0 Binding table as described in [I-D.ietf-core-interfaces], schem
presented in Appendi x B. 1.

o Notification sources as referred to in [ RFC3416], schema presented
i n Appendi x B. 1.

o Nanes of files containing the schenas to be expected, schema
presented in Appendi x B. 2.

van der Stok & GreevenbosExpires April 20, 2014 [ Page 22]



| nt er net - Draf t CoM Cct ober 2013

The object with type "binding table" contains a sequence of bindings.
The contents of bindings contains the nmethods, |ocation, the interval
speci fications, and the step val ue as suggested in
[I-D.ietf-core-interfaces]. The nethod "notify" has been added to

t he bi nding nmethods "poll", "obs" and "push", to cater for the

bi ndi ng of notification source to the receiver.

The object of type "Schema-files" contains a sequence of schema files
describing the data structure transportable in CoM nessages.

8. Security Considerations
TODO. foll ows CoAP security provisioning.
9. | ANA Consi derations

"rt="core.ng.mb needs registration with | ANA
Content types to be registered:
o application/com +xm
o application/com +exi
o application/com +j son
o application/com +cbor
10. Acknow edgenents
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van der Stok & GreevenbosExpires April 20, 2014 [ Page 23]



| nt er net - Draf t CoM Cct ober 2013

12.

12.

12.

Ref er ences
1. Nor mat i ve Ref er ences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[1-D. bormann-cbor]
Bormann, C. and P. Hoffman, "Concise Binary Object
Representation (CBOR)", draft-bormann-cbor-09 (work in
progress), Septenber 2013.

[1-D. becker-core-coap-sns-gprs]
Becker, M, Li, K, Poetsch, T., and K. Kul adinithi,
"Transport of CoAP over SM5', draft-becker-core-coap-sns-
gprs-04 (work in progress), August 2013.

[I-D.ietf-core-observe]
Hart ke, K., "Observing Resources in CoAP", draft-ietf-
core-observe-10 (work in progress), Septenber 2013.

[I-D.ietf-json-rfc4627bi s]
Bray, T., "The JSON Data |nterchange Format", draft-ietf-
j son-rfc4627bis-06 (work in progress), October 2013.

2. I nformati ve References

[ RFC1213] M oghrie, K and M Rose, "Managenent |nformation Base
for Network Managenent of TCP/ | P-based internets:MB-I11",
STD 17, RFC 1213, March 1991.

[ RFC2578] M oghrie, K, Ed., Perkins, D., Ed., and J.
Schoenwael der, Ed., "Structure of Managenment | nformation
Version 2 (SMv2)", STD 58, RFC 2578, April 1999.

[ RFC3410] Case, J., Mundy, R, Partain, D., and B. Stewart,
“Introduction and Applicability Statenments for Internet-
St andard Managenent Franmewor k", RFC 3410, Decenber 2002.

[ RFC3414] Blunenthal, U and B. Wjnen, "User-based Security Model
(USM for version 3 of the Sinple Network Managenent
Prot ocol (SNWPv3)", STD 62, RFC 3414, Decenber 2002.

[ RFC3416] Presuhn, R, "Version 2 of the Protocol Operations for the
Si npl e Net wor k Managenent Protocol (SNWP)", STD 62, RFC
3416, Decenber 2002.

van der Stok & GreevenbosExpires April 20, 2014 [ Page 24]



| nt er net - Draf t

[ RFC3418]

[ RFC3986]

[ RFC4113]

[ RFC4291]

[ RFC4293]

[ RFC4944]

[ RFC6020]

[ REC6241]

[ RFC6347]

[ RFC6643]

[ RFC6650]

[ RFC6690]

[ RFC6775]

CoM Cct ober 2013

Presuhn, R, "Managenent |Informati on Base (MB) for the
Si npl e Net wor k Managenent Protocol (SNWP)", STD 62, RFC
3418, Decenber 2002.

Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource Identifier (URI): Ceneric Syntax", STD 66, RFC
3986, January 2005.

Fenner, B. and J. Flick, "Managenent |nformation Base for
t he User Datagram Protocol (UDP)", RFC 4113, June 2005.

H nden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, February 2006.

Routhier, S., "Managenent |Information Base for the
Internet Protocol (IP)", RFC 4293, April 2006.

Mont enegro, G, Kushalnagar, N., Hui, J., and D. Culler
"Transm ssion of |Pv6 Packets over | EEE 802.15.4
Net wor ks", RFC 4944, Septenber 2007.

Bj orklund, M, "YANG - A Data Model i ng Language for the
Net wor k Confi guration Protocol (NETCONF)", RFC 6020,
Oct ober 2010.

Enns, R, Bjorklund, M, Schoenwaelder, J., and A
Bi erman, "Network Configuration Protocol (NETCONF)", RFC
6241, June 2011.

Rescorla, E. and N. Mbdadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, January 2012.

Schoenwael der, J., "Translation of Structure of Mnagenent
Informati on Version 2 (SMv2) MB Mdules to YANG
Modul es", RFC 6643, July 2012.

Fal k, J. and M Kucherawy, "Creation and Use of Enmai
Feedback Reports: An Applicability Statenment for the Abuse
Reporting Format (ARF)", RFC 6650, June 2012.

Shel by, Z., "Constrained RESTful Environnments (CoRE) Link
Format", RFC 6690, August 2012.

Shel by, Z., Chakrabarti, S., Nordmark, E., and C. Bornmann,
"Nei ghbor Di scovery Optim zation for |1 Pv6 over Low Power
Wrel ess Personal Area Networks (6LOWPANs)", RFC 6775,
Novenber 2012.

van der Stok & GreevenbosExpires April 20, 2014 [ Page 25]



| nt er net - Draf t CoM Cct ober 2013

[I-D.ietf-core-coap]
Shel by, Z., Hartke, K, and C. Bormann, "Constrained
Application Protocol (CoAP)", draft-ietf-core-coap-18
(work in progress), June 2013.

[I-D.ietf-core-groupconm
Rahman, A. and E. Dijk, "G oup Conmunication for CoAP",
draft-ietf-core-groupcomm 16 (work in progress), Cctober
2013.

[I-D.ietf-core-interfaces]
Shel by, Z. and M Vial, "CoRE Interfaces", draft-ietf-
core-interfaces-00 (work in progress), June 2013.

[1-D. ersue-constrai ned-ngnt ]
Ersue, M, Ronmascanu, D., and J. Schoenwael der
"Managenent of Networks with Constrai ned Devices: Problem
Statenent, Use Cases and Requirenents", draft-ersue-
constrai ned-nmgnt-03 (work in progress), February 2013.

[ STDO001] , "Oficial Internet Protocols Standard", Wb
http://ww. rfc-editor.org/rfcxx00. htm,

[ EXI] , "Efficient XML Interchange", Wb
http://ww. wW3. or g/ xm / exi

[ XM] , "Extensi bl e Markup Language (XM.)", Wb
http://ww. w3. org/ xm ,

[ JSON| , "JavaScript Qbject Notation (JSON)", Wb
http://ww. | son. org,

[ EXI - primer]
Peintner, D. and S. Pericas-GCGeertsen, "EXI priner", Wb
http://ww. w3. org/ TR exi -prinmer, decenber 2009.

[ EXI - measur enent |
Wiite, G, KangaSharju, J., WIllians, S., and D. Brutzman
"Efficient XM. I nterchange Measurenents Note", Wb
http://ww. wW3. or g/ TR/ 2007/ WD- exi - measur enent s- 20070725,
July 2007.

[ JSON- XM_]
Nurseitov, N., Paulson, M, Reynolds, R, and C
Inzurieta, "Conparison of JSON and XM. Data | nterchange
Formats: A Case Study", Wb
http://ww. cs. nont ana. edu/ i zuri et a/ pubs/ cai ne2009. pdf,
20009.

van der Stok & GreevenbosExpires April 20, 2014 [ Page 26]



| nt er net - Draf t CoM Cct ober 2013

Appendi x A. XML Schema for M B

Thi s appendi x describes the XML schema that defines the payl oad
contents for MB requests via the CoM Function Set. It is assuned
that M B variables are referred by descriptor or by OD.

TODO The schema needs to be updated to define basic types and
notifications. Access may be nore sophisticated than described here.

<xsd: si npl eType nanme="bits">
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="bit0"/>
<xsd: enuneration value="bit1"/>
<xsd: enuneration value="bit2"/>
<xsd: enuneration value="bit3"/>
<xsd: enuneration val ue="bit4"/>

<xsd: enunerati on value="bitn"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nane="exception">
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="noSuchCbj ect"/ >
<xsd: enuner ati on val ue="noSuchl nst ance"/ >
<xsd: enunerati on val ue="endO M bVi ew'/ >
</xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nanme="error-status">
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="noError"/>
<xsd: enuneration value="tooBig"/>
<xsd: enuneration val ue="noSuchNane"/>
<xsd: enuneration val ue="badVal ue"/>
<xsd: enuneration value="readOnly"/>
<xsd: enuneration value="genErr"/>
<xsd: enuneration val ue="noAccess"/>
<xsd: enuneration val ue="wongType"/>
<xsd: enuneration val ue="wonglLength"/>
<xsd: enuneration val ue="wongEncodi ng"/>
<xsd: enuneration val ue="w ongVal ue"/>
<xsd: enuneration value="noCreation"/>
<xsd: enuneration value="inconsi stentVal ue"/>
<xsd: enuneration val ue="resourceUnavail abl e"/>
<xsd: enuneration value="commtFailed"/>
<xsd: enuneration value="undoFail ed"/>
<xsd: enuneration value="authorizationError"/>
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<xsd: enuneration value="notWitable"/>
<xsd: enuneration val ue="inconsi stentName"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: conpl exType nane="M Bscal ar" >
<xsd:attribute nanme="nanme" type="xsd:string"/>
<xsd: choi ce>
<xsd: attribute name="val ue" type="xsd:string"/>
<xsd: attribute nanme="val ue" type="xsd:integer"/>
</ xsd: choi ce>

</ xsd: conpl exType>

<xsd: conpl exType nane="M Bval ue" >
<xsd: choi ce>
<xsd: attribute name="val ue" type="xsd:string"/>
<xsd: attribute nane="val ue" type="xsd:integer"/>
</ xsd: choi ce>

</ xsd: conpl exType>

<xsd: conpl exType name ="oi d">
<xsd: sequence>
<xsd: el enent nanme="ident" type="xsd:integer"”
m nOccur s="1" maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane ="M Bidentifier">
<xsd: choi ce>
<xsd: el enment nanme="descriptor" type="xsd:string"/>
<xsd: el enent nanme="0O D' type="o0id"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: conpl exType nanme="row'>
<xsd: sequence>
<xsd: el enent nanme="entry" type="M Bscal ar"
m nOccur s="0" maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="M BTabl e" >
<xsd: el enent name="M Bnane" type="MBidentifier"/>
<xsd: sequence>
<xsd: el enent nanme="Row' type="row'
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m nCccur s="1" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="M BCbj ect" >
<xsd: el enent nanme="M Bnane" type="MBidentifier"/>
<xsd: el enent nanme="val ue" type="M Bval ue"/>

</ xsd: conpl exType>

Appendi x B. XM. Schema for CoM support

Thi s appendi x descri bes the XML schema that defines the payl oad
contents for requests via the CoM Function Set to the CoM objects
for nmulticast group, binding table, and SNWP notifications. For the
SNWP notifications the Binding Method table specification of
[I-D.ietf-core-interfaces] has been extended with "notify".

B.1. Schema for CoAP bi nding

Bi ndi ng tabl e contai ns several sinple Bindings, conposed of timng
par aneters and Function signature.

<xs: conpl exType name="CoAPmet hod" >
<xs:restriction base="xs:string">
<xXs:enuneration val ue="GT"/ >
<Xs:enuneration val ue="PUT"/>
<xXs:enuneration val ue="PCST"/ >
</xs:restriction>
</ xs: conpl exType>

<xs: conpl exType nane="bi ndi ngMet hod" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="poll"/>
<xs:enuneration val ue="obs"/>
<xs:enuneration val ue="push"/>
<xs:enuneration value="notify"/>
</xs:restriction>
</ xs: conpl exType>

<xs:conpl exType nanme="i nvocati on">
<xs: el ement nane="host nane" type="xs:string"/>
<xs: el enent nane="pat hnane" type="xs:string"/>
<xs: el ement nane="1Paddress" type="xs:string"/>
<xs: el ement nane="bi ndi ngMet hod" type="bi ndi ngMet hod"/ >
<xs: el ement nane="CoAPnet hod" type="CoAPnet hod"/ >

</ xs: conpl exType>
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<xs: conpl exType nane="si npl eBi ndi ng" >
<xs: el ement nane="net hod" type="invocation"/>
<xs: el ement nane="m nPeri od" type="xs:integer"/>
<xs: el ement nane="nmaxPeri od" type="xs:integer"/>
<xs: el ement nane="changeStep" type="xs:integer"/>
</ xs: conpl exType>

<xs: conpl exType nane="bi ndi ng Tabl e">
<XS:sequence>
<xs: el enment nane="si npl eBi ndi ng" type="si npl eBi ndi ng"
m nQccur s="0" maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>

Valid Schemas
File nanes are stored in Schemn

<xs: conpl exType nanme="Schema-fil es">
<XS:sequence>
<xs: el enent nane="Schema" type="xs:string"
m nOccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
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